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LETTER OF TRANSMITTAL TO
THE MINISTER FOR FINANCE AND FINANCIAL SERVICES

Hon. Minister for Finance and Financial Services
30, Maison Demandols

South Street

Valletta VLT 1102

Minister

In accordance with Article 42(1) of the Prevention of Money Laundering AcCap 373 of the Laws

of Malta, | have the honour to transmit a copy of the Annual Report on the operatisrof the Unit

HUK H JVW' VM [OL HUU\HS HJJV\U[Z JIOWL] RAIPK »Z AQIHHIRM[S/ YEZHM VLYU K L K
December 2019.

Dr Peter Grech, LL.D
Chairman
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ABBREVIATIONS

AML Anti-Money Laundering

AMLD Anti-Money Laundering Directive

AML/CFT Anti-Money Laundering and the Combating of Financing of Terrorism
CASPAR Compliance and Supervision Platform for Assessing Risk
CBAR Centralised Bank Account Register

CMC Compliance Monitoring Committee

CDD Customer Due Diligence

DLT Distributed Ledger Technologies

DNFBP Designated Non-Financial Businesses and Professions
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FIU Financial Intelligence Unit
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LEA Law Enforcement Agency

MFSA Malta Financial Services Authority

MGA Malta Gaming Authority

ML/FT Money Laundering and the Funding of Terrorism

MLRO 4VUL® 3HV\UKLYPUN 9LWVY[PUN 6]JLY

MONEY VAL Council of Europe Committee of Experts on the Evaluation of Anti-Money uadering Measures
and the Financing of Terrorism

MOU Memorandum of Understanding

OSINT Open Source Intelligence

PMLA Prevention of Money Laundering Act

PMLFTR Prevention of Money Laundering and Funding of Terrorism Regulatis

REQ Risk Evaluation Questionnaire

SMB Sanctions Monitoring Board

STR Suspicious Transaction Report

SNRA Supranational Risk Assessment

UNODC <UP[LK 5H[PVUZ 6]JL VU +Y\NZ HUK *YPTL

VFA Virtual Financial Assets
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STATEMENT
OF THE
CHAIRMAN

12

am pleased to introduce this FIAU Annual Report for
;OPZ OHZ ILLU H ZPNUPAJHU[ "LHY M
it was called on to continue delivering in a very demanding
THUULY VU [OL JOHSSLUNLZ [OH[ P[UMHJLZ
continued to undergo growth and reorganisation, and the Unit
has now developed beyond recognition in relation to what it
used to be in the not too distant past.

Such growth cannot be an end in itself. It would be an
essentially cosmetic exercise unless it produces results. It has
therefore needed meticulous planning and preparation in all its
HZWLJ[Z [V ZLJ\YL H AUHS JVZ[ ILULA[ HUK
L\LJ[P]L LUK YLZ\S][

The process is ongoing. Yet the prospects are encouraging.
Relations with international organisations competent in

[OL ALSK OH]JL PTWYV]LK HUK T\[\HS JV
gained. There are still some very crucial tests to be taken

HUK YLZ[PUN VU VUL»Z SH\YLSZ VY Z[VW
an option. The work continues steadily, albeit in a more
complex material and legal environment than that to which

we were traditionally accustomed.

During 2019, the former Compliance section was restructured
into Supervision and Enforcement. This section was
instrumental in a number of developments that enhanced
the monitoring of AML/CFT compliance of subject persons.
These included:
<« [OL AYZ[ PU KLW[O HUK LUOHUJLK Y]
of the local subject person population through
the newly launched Compliance and Supervision
Platform for Assessing Risk (“CASPAR");

« the application of an enhanced risk-based
supervisory strategy, through which the results of the
aforementioned risk assessment were transposed
into a supervisory plan that allows the frequency,
scope and method of supervision to vary according
to the ML/FT risk posed by a subject person; and

» astronger enforcement process through new policies,
procedures and tools, allowing better governance
and consistency in the application of proportionate,
L\LJ[P]JL HUK KPZZ\HZP]JL LUMVYJLTLU[ Tl

;OL -0(<»Z PU[LSSPNLUJL YVSL ZOVALK 2z\
terms of human resources, the Intelligence Analysis section
grew from 14 to 21 employees by the end of the year, with
space for eight more recruits. As evidenced in this report, the



FIAU received a record number of STRs in 2019 and, likewise,
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The Technology and Information Security section was equally

KPZZLTPUH[LK H ZPNUPAJHU[ U\TIWIWVM EBdsewtidl [iddddunhgzneduddeS SR Larious projects in 2019,

reports to its foreign counterparts. Co-operation with local
H\[OVYP[PLZ LX\HSS' AV\YPZOLK

the customisation process of the goAML analytical software,
paving the way for the next phases of the project, with a view
to going live by June 2020.

;OL 3LNHS (\HPYZ ZLJ[PVU NYL™ MYVT
end of 2019, working in two specialised teams, one dedicated
to legal matters and international relations, and a second
focusing on guidance and outreach. This section worked
on various legal amendments to transpose the 4th and 5th
AMLDs and to address technical recommendations made in
the MONEY VAL report, among others.

This section also co-ordinated the MONEYVAL 5th Round
Evaluation of Malta, ensuring the thorough compilation of
responses to a number of questionnaires, the organisation
of the on-site MONEYVAL mission, and the revision and
provision of feedback to the draft reports. This culminatedn
meetings with evaluators throughout the process, from pre-
plenary meetings to the plenary session that saw the adoption
of the Malta Mutual Evaluation Report.

while continuing to provide and monitor the IT infrastructe to

Z HOMH DOKIS LI POTIWIS LW PUNE WYLTPZLZ HUK NYV

Major projects, such asthe CASPAR system, the Centralised Bank
Account Register (“CBAR”) and the goAML system, required the
constant support of the IT team to ensure timely implementation
HUK AHASLZZ SH\UJOLZ SH[\YHSSV LOPX IZLJ]

ZP [OSHZLOWZR [V VWP [ALIZ0(@bZ KH[H [OYMAND JHY

[OL -0(<»Z Z Z[LTZ HZ ~LSS HZ [OYV\NO H"H
HTVUN V\Y Z[H\

As one can see even from this brief overview, the FIAU has
had a highly challenging year and the organisation has risen
to the occasion. The contents of this report demonstrate the
results of this work.

In particular, the FIAU has come to think and operate as a much
SHYNLY HUK TVYL VYNHUPZLK PUZ[P[\[PVU (
smallness in size may have had to be given up, the organisation
is now certainly better equipped to face the tasks ahead of it in
[VKH »Z LJVUVTPJ HUK AUHUJPHS ZLY]PJLZ Z

This is my last report as Chairman of the FIAU Board of
Governors since | will be leaving the organisation during

APKHUJL HUK VM[YLHJO L\VY[Z JVU[PU\LK2QG20, folRBiKg The ¢dmlihig hto force of a legal amendment

in 2019. The FIAU revised its Implementing Procedures Part |

that will change the structure and composition of the Board

1 [OL TVZ[ L_[LUZP]L VILYOH\S ZPUJL [O Lof Gav¥rhoBYZ[ PZZ\LK PU
YLALJ[PUN JOHUNLZ PU SLNPZSH[PVU HUK HWWYVHJOLZ [V (43
*-o JVTWSPHUJL IYVANO[ HIV\[ I" [OL ,<»ZI| JiGh (e 3hank;&lLBoard members, the Director and the

Guidance and Outreach section worked on a nhumber of other
guidance documents that were at various stages of completion
by the end of 2019. Among its outreach initiatives, the FIAU
delivered lectures on AML/CFT to university students reading
law, management, accountancy and criminology, raising
awareness on contemporary issues among future practitioners.

All these developments required the continuous support of
the Corporate Services section to better manage the new

AUHUJPHS HKTPUPZ[YH[P]L HUK O\THU

new payroll system was implemented in 2019 to enhance and
automate the administrative processes resulting from an ever-
NYVAPUN Z[H\ JVTWSLTLUJ[

PU[OLL_[LUZPVU VM [OL -0(<»Z J\YYLU[ W L
AVVY HKQHJLU[ [V [OL J\YYLU[ V]JLZ "HZ S¥BZL
0Pz U VU

-0(<»Z JHWHJIP[ [V LTWSV® TVYL Z[H\
a number of HR initiatives, including the design and execution
of new human resources policies and an employee handbook.

+LW\[" +PYLJ[VY HSS SL]LSZ VM THUWNLTL!
I have worked with over the years for their professionalism,
hard work and strong spirit of co-operation.

:OL +PYLJ[VY [OL +LW\[® +PYLJ[VY HUK [O]
YLZV\YJL VM [OPZ VYNHUPZH[PVU 0 HT J
continue to guide the Unit to rise to any occasion with the next

Board of Governors as they have always done with so much
dedication in the past.

YLZV\YJLZ JOHSSLUNLZ (

I wish them and the next Board of Governors the best of
success.

;OPZ ZLJ[®PVU "HZ HSZV PUZ[Y\TLUI[H

AOLYLIT H UL
PUYIYLHZ oL

Dr Peter Grech
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DIRECTOR'S
REPORT

2019 marked my third year as Director of the FIAU, a year As part of the transformation process, the FIAU implemented

that was, once again, characterised by unprecedented a new bespoke technological solution — the Compliance and
NYVA[O JOHSSLUNLZ HUK PTWYV]LTL U[Z Spperwsion CParforfrOfor AssBgsitty Risk (CASPAR). This
LU[PYL VWLYH[PVUZ ;0L -0(<»Z Z[H\ JVWSLTUWHRUVILYLHZLKO(<»Z HIPSP[ Z[V YP

by approximately 60%, reaching a total of 70 employees by that are subject to AML/CFT supervision, and further allows

the end of the year. The Unit continued to implement several the FIAU to carry out risk-based supervision in line with

changes to its practices, policies and procedures to addres international standards.

the recommendations emanating from the Malta MONEY VAL

Mutual Evaluation Report that was adopted in the summer The intensive work carried out by the FIAU in 2018 and the

of 2019, as well as recommendations made in 2018 by the AYZ[ X\HY[LY VM PZ Z[HY[PUN [VMLHY N\

European Banking Authority and the European Commission. [OL X\HSP[" VM [OL <UP[»Z Z\WLY]PZ\WVPW L_t
the area of enforcement when serious breaches of AML/CFT

In fact, the FIAU implemented a comprehensive action plan regulations are uncovered. The results published in this aal

to fully overhaul its policies and procedures in the area of YLWVY[ ZWLHR MVY [OLTZLS]LZ /vALJLY Z\

supervision and enforcement. This work was carried out in total amount of administrative penalties levied during the year

JSVZL SPHPZVU ~P[O RL" V]JPHSZ MYVT ekCekbded €39 Tilldr, £éuplétd with a number of remedial

FISMA) and the EBA, and was successfully completed in directives and action plans. These results have strengthened

March 2019. [OL -0(<»Z YLW\[H[PVU PU[LYUH[PVWIHES" F

supervisors who consider the FIAU as a point of reference on
all AML/CFT matters.

14
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Kenneth Farrugia
Director & Secretary
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>OPSL P[ PZ [OL -0(<»Z K\[' [V LUZ\YL [OWR[EZ "YPVWNKWWY 2Y HMIS[LK PU H ZPNUPAJ

penalised and followed up, the Unit also works intensively to intelligence reports disseminated by the FIAU to its national
ensure that adequate AML/CFT guidance is made available — and international counterparts. As an example, the FIAU
an area where the FIAU also upped its game during the year. shared more than 1,500 intelligence reports to FIUs around

The FIAU now has a dedicated team of AML/CFT experts [OL NSVIL 9§ TVYL [OHU KV\ISL SHZ[ "LHY»Z
within its structure to ensure that the provision of guidance is
not overlooked, and developed a 2019/2020 Guidance and The technological solutions the FIAU deploys are critical in
Outreach Plan that is currently being executed. enabling it to process such volumes of STRs. During 2019, the

FIAU invested in specialised software to analyse suspicious
;OL YLZ\S[Z HYL JSLHY [V HU VUL PU [Cattivity B8kng @ldceHd Kite [[Ro¢kdhdiv, &@iLadvanced its
continuous stream of queries that the FIAU received and work with the implementation of goAML. GoAML is a fully
replied to in a timely manner to assist subject persons to PU[LNYH[LK ZVS\[PVU KL]JLSVWLK ZWLJP
understand and implement their AML/CFT obligations, in 5H[PVUZ 6]JL VU +Y\NZ HUK *YPTL ,<56+
2019 the FIAU participated in no fewer than 20 training events. FIUs, and is used by over 50 FIUs around the world. The FIAU
These events often had over 300 delegates participating. THKL V[OLY ZPNUPAJHU[ PU]JLZ[TLU[Z PU [OL
The FIAU also issued a completely revised version of the as IT and Information Security, to cater for the growth in the

FIAU Implementing Procedures — Part |, a document that resources and information processed by the Unit.

provides detailed guidance to subject persons on their AML/

CFT obligations. This was the most extensive overhaul since ou [OL -0(< PU]JLZ[LK L\WY[ HUK SH\UJOL

[OL KVI\TLU[ "HZ AYZ[ PZZ\LK PU [V YLHW M\Y[OLY ILULA[Z MYVT P[Z 7\ISP
(PPP) multi-pronged programme. In this regard, two strategic

Unsurprisingly, the number of STRs submitted to the FIAU ventures were developed and nurtured throughout the year,

continued to increase, exceeding 2,700 reports — 65% more and we look forward to taking these to new heights in the

AOLU JVTWHYLK [V [OL WYL]PV\Z "LHY »Zyean tordode. TheBeZard tHe ebtablishment of the AML/CFT

attributed to a greater level of awareness among subject Consultants Forum and the Financial Intelligence Reporting

persons of their STR obligations, together with improved Partnership (FINREP), through which the FIAU engaged with

AML/CFT compliance programmes in the private sector, SLHKPUN IHURZ PU JHZL ZWLJPAJ QVPU]J[ H

especially within the remote gaming industry — that now
accounts for more than half of the STRs the FIAU received.

16
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6[OLY PUP[PH[P]LZ \UKLY [OL -0(<AN777VWMPNYHURLHPUM\SAKPUMVYTH[PVU ~P[OPI
the Joint Committee for the Prevention of ML/FT and the endeavours are already in full swing to ensure that these two
-0(<»Z \PKHUJL HUK 6\[YLHJO 7YVNYHTMAUHPN PAUHMLSASYZSPUNILKKLK "P[OPK [OL <
HUK JVU[YPI\[L [V YHPZL [OL IHY VM AU bperatibhsSn 206 TL WYL]LU[PVU

PU 4HS[H HUK [V PUZ[PS H J\S[\YL ~OLYLI" AUHUJPHS JYPTL

compliance is embraced by all stakeholders. 2020 will not be a walk in the park for the FIAU. Although every
year has brought its challenges, 2020 may be like no other.

O[ NvLZ ~P[OV\N[ ZH PUN [OH[ [OL -0(<»Z HJOPL]JLTLU[Z

ALYL VUS® THKL WVZZPISL [OHURZ [V [fbé FKAU 5[ expediéd DRy & pivdtal role in combating

and hard-working personnel, and | take this opportunity to money laundering orchestrated by all forms of criminal
publicly extend my appreciation to all my colleagues at the actors, whether they are active in Malta or across our

FIAU for their professionalism, dedication and amazing work. borders. The Unit is certainly better positioned to achieve
Additionally, | thank the Minister, Parliamentary Secretary, improved results as it widens its resources and capabilities,

and Permanent Secretaries within the Ministry for Finance [O\Z ILJVTPUN TVYL L\LJ[P]L PU HJOPL]P
and Financial Services, for their trust and ongoing support. However, the year will bring about more attention to our work

from our international partners, who are looking more closely
Further challenges, or rather, opportunities are in store for H[ 4HS[H»Z YLZ\S[Z PU [OL ANO[ HNHPUZ]

[OL -0(< HZ ZLLZ [OL "PKLUPUN VM [ @ ktreQgtkenits YelpTt&iprnt®4l@w our international partners
another two functions. These are: to monitor compliance with [V OH]L JVUAKLUJL PU V\Y HIPSP[ [V ANO]
any restrictions on payments in cash, which are envisaged

to be introduced during the year; and to establish, manage Entities who ignore their AML/CFT obligations are not

and administer a register that will contain information on any welcome, and sophisticated money laundering actors need

person holding or controlling payment or bank accounts or to be confronted with co-ordinated and determined action by

HU® WLYZVU THRPUN \ZL VM ZHML J\Z[V &l thg antdrifldsZdn Waltar Tike FIAU is determined to carry

credit institutions in Malta. The latter, which is a welcome its weight.

requirement emanating from the 5th EU AMLD, is commonly
referred to as the centralised bank account registry — and
it will allow competent authorities, including the FIAU, to Kenneth Farrugia

17
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THE FINANCIAL

INTELLIGENCE
ANALYSIS UNIT

Establishment
and Composition

The FIAU was established on 1 October 2002, following the
publication of Legal Notice 297 of 2002. This legal notice
brought into force comprehensive amendments to the PMLA
(Chapter 373 of the Laws of Malta), enacted by means of Act
XXXI of 2001.

The Unit is an autonomous agency within the Ministry for
Finance and Financial Services and is governed by the policy
established by the Board of Governors, appointed in terms

of the PMLA. Heading the day-to-day operations of the FIAU,

the Director of the Unit is responsible for executing the policy
established by the Board of Governors.

The Unit includes six distinct functional areas, each having
its own responsibilities. These sections are tasked with:
Supervision and Enforcement; Intelligence Analysis; Legal
(\HPYZ" ;LJOUVSVN"
Services and People, Performance and Culture; and Strategy,
Policy and Quality Assurance.

18

HUK OUMVYTH[PVU

Functions

The functions of the FIAU are set out under Article 16 of the
PMLA. These functions focus on three primary areas:

1. Thereceipt and analysis of information on transactions
or activities suspected to involve ML/FT or suspected to
involve the proceeds of crime

6UL VM [OL -0(<»Z WYPUJPWHS M\UJ[PVUZ F

reports made by subject persons in terms of the PMLFTR
on suspicions of ML/FT and the proceeds of crime. The
Intelligence Analysis section is responsible for analysing the
STRs the FIAU receives and for obtaining further informatido
determine whether a reasonable suspicion of ML/FT subsists.
When itis determined that this is the case, the section favards

a detailed analytical report to law enforcement authorities for
further investigation.

LIVYP[™" *VYWVYH[L



2. Exchanging information and co-operating with foreign
FIUs and with other local and foreign authorities

The FIAU is permitted to exchange information with local
supervisory and competent authorities, any other foreign body
having regulatory or supervisory functions, as well as other
FIUs. This exchange of information can be carried out both
spontaneously and following a request for information. The
FIAU is free to exchange information with those authorities and
in those scenarios listed at law without the prior conclusion of a
MoU. Nevertheless, certain other jurisdictions require a written
agreement to enable the exchange of information. In such cases,
the FIAU has entered into an MoU with its counterpart FIUs.
The FIAU also maintains several MoUs with local supervisory
and competent authorities to ensure that the processes for

exchanging information are well regulated.

Annual Report 2019

3. Oversight and monitoring of compliance by persons
and institutions subject to the provisions of the
PMLFTR

;OL Z\WLY]PZVY™ M\UJ[PVU PZ HUV[OLY VN
YVSLZ ;V M\SAS [OPZ M\UJ[PVU [OW<APHL JVL
examinations of subject persons who are carrying out relevant
AUHUJPHS I\ZPULZZ VY YLSL]HU[ HJIPQP[" HZ
These visits are also carried out by supervisory authorities who

HJ[ VU [OL <UP[»Z ILOHSM JHYY PUN[V\[ L_
persons regulated under their authority, primarily the MFSA for
IHURZ HUK AUHUJPHS PUZ[P[\[PVUZ HUK [O
casino licensees. Once the FIAU, or its delegated authority,
KYH”AZ \W [OL JVUJS\ZPVUZ VM HU L_HTPUI
communicated to the subject person, who is also informed of

the time period within which they must take remedial action

AOLU ULJLZZHY  O0OU ZP[\H[PVUZ VM DVU JV
CMC determines the appropriate measures to be taken.

Other areas of responsibllity

In addition to the key functions outlined above, the FIAU carries out seral other functions set out in Article 16 of the PMLA.

These include:

to instruct any subject person to take such steps as the Unit may deem appropate to facilitate any ML/FT analysis in

general or the analysis of any particular report received by the Unit;

¢ [V NH[OLY PUMVYTH[PVU VU

[OL AURURIPH ® WHPBLIYV\TU[YJI PMBYHHUPHS [PJHS W

detecting areas of activity that may be vulnerable to ML/FT;
» to compile statistics and records, disseminate information, make acommendations, issue guidelines and advise the
Minister on all matters and issues relevant to the prevention, detectiganalysis, investigation, prosecution and punishment

of ML/FT;

» to promote the training of, and provide training for, personnel emplogd with any subject person in any matter, obligation

or activity relevant to the prevention of ML/FT;

< [V HK]PZL HUK HZZPZ[ Z\IQLJ[ WLYZVUZ VU LAZJWWVYTLIHBYYAZ -HUK WYVNYHTT
» toparticipate in international fora, including the working group ad plenary meetings of the Egmont Group and MONEY VAL,
and the meetings of the EU-FIU Platform and EGMLTF; and
» to report to the Commissioner of Police any activity that the Unit sspects involves money laundering or the underlying
criminal activity, or funding of terrorism and of which it may become awaresven independently from the receipt of STRs,

in the course of the discharge of any of its functions.
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The Board of Governors

The Board of Governors of the FIAU is responsible for the policy to be adopdeby
the Unit and to be executed and pursued by the Director, and to ensuwe that the
Director carries out that policy accordingly.

During 2019, the Board met ten times and discussed several matters conceing

[OL -0(<»Z KL]JLSVWTLU[ HUK P[Z WVSWERITZ U(HYRWUV
-0(<»Z HJ[PVU WSHU [V HKKYLZZ [OL JHHKRLVNZ[OLIMY VA
Commission, the European Banking Authority, the Venice Comission, and more
YLIJLU[S® [OVZL THKL I° 465,@ =(3 P UP&HISYHWZV T \[ OP
published in July 2019.

( U\TILY VM JOHUNLZ [V [OL -0(<»Z WVSPHBZX KPRJ
HUK HKVWI[LK 1" [OL )VHYK VM .V]LYUVYZ<wE {©®UJ[P(¢U
7VSPJ HUK [OL *4*»Z .VILYUPUN 7YPUJPWSLZ HUK -Y

;OL )VHYK HSZV KPZJ\ZZLK V[OLY TH[[LXZ]USVWLIMW
including its development plan for the period 2019 to 2021, and other admiistrative
THI[LYZ Z\JO HZ [OL -0(<»Z YLJY\P[TLW[PWWM\KJ[K\IYLLYL
[V YLALJ[ [OL LILY PUJYLHZPUN Z[H\ JMIWSLIK U}V \OMW
WSHJL L\LJ[P]L YLIJY\P[TLU[ WYVJLK\YLZ

2019 also saw the resignation of two members from the Board, namely Mr Silvio
=HSSL[[H HUK [OL )VHYK»Z SVUNLZ[ ZLYNBUYN TOVIIZH |
[OL JVHYK VM .V]JLYUVYZ VM [OL -0(< ZPUJL [OY XHUW[M
was a member of a task force appointed by the then Minister of Financé& make
YLIVTTLUKH[PVUZ VU [OL ZL[[PUN \WLVNM R AMWYF UL $I[$ M
subsequently appointed a member of the Board of Governors of the FIAU upon the
establishment of the Unit in 2002. He continued to be reappointed to the Boardoir
several terms and for the past years held the position of Deputy Chairman of ¢h
Board until the 31 March 2019. During his tenure as a member of the FIAU Board,

Dr Bartolo, who also served as Vice Chairman and Chairman of MONEY VAL for
several years, provided ongoing support, assistance and expert adeg to the FIAU

on a wide range of aspects of the functions of the Unit.
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Board of Governdrs

Director

Organisational
Structure |

Deputy Director

Director’s
Of ce

Executive PA

Corporate Service| Intelligence Legal Supervision & Technology & Strategy, Policy
& PPC Analysis Affairs Enforcement Information Securit & Quality Assurancke Communicatiohs
&PR
| | | | | |
Programme
Strategic Analysi Legal & Credit & Business Strate Manager
— Finance — &International — International — Financial Institutiops g — -9y
: ’ e Applications & Policy
Cooperation Relations Supervision
| | People, Performarjcq_| Oberations | | Guidance | | DNFBPs | Network | | Quality
& Culture p & Outreach Supervision & Security Assurance
| | Procurement | | Special | | Investments, VFA$ &
Operations Gaming Supervisipn
Processing & | | Risk
Prioritisation & Enforcement

;OL -0(<»Z NV]JLYUHUJL YLZWVUZPIPSPTRLZL MK & APSPoYi[AdMisEs ltheWnit, assists subject

the Board of Governors and the Director. The Board of
.VILYUVYZ PZ [HZRLK ~P[O ZL[[PUN
+PYLJ[VY
executing that policy.

In 2019 the FIAU continued to
enhancements to its organisational structure, and it now

implement planned

consists of six distinct sections, each comprising specialised
sub-sections. In some cases, the sections were renamed to

persons through the provision of training and guidance on

[OL sa(&xHB WNEBRYZHHKKOWMHUHNLZ [OL <UP[»Z
A"OV OLHKZ [OL -0(<»Z VWLYH [Ri¥ ¥ Zdorfe ZthhLgh W UsgaeibBsked Meénis: Legal and

International Relations; and Guidance and Outreach.

The Technology and Information Security section
THUHNLZ [OL <UP[»Z 0; ZL[ \W [OYV\INO [~V [I
Business Applications and on Network and Security.

YLALJ[ [OL IYVHKLY ZL[ VM YLZWVUZPIP Ste[Bdrgortité SRmitek Kandv Pedplel Performance

The Intelligence Analysis section is composed of
intelligence analysts who are responsible for the receipt

and analysis of STRs, and the dissemination of analytical

and Culture ZLJ[PVU [HRLZ JHYL VM [OL <UP[:

accounting and human resources needs.

The Strategy, Policy and Quality Assurance  section

YLWVY[Z HUK V[OLY AUHUJPHS PU[LSSPNLWPLTY [MWK7HIRPLZH UELV MONLLYYH[PVUZ VM

competent authorities. The work is carried out by four teams:
Processing and Prioritisation; Operations; Special Operations;
and Strategic Analysis and International Co-operation.

The Supervision and Enforcement  section monitors
compliance by subject persons with the relevant AML/CFT
obligations. There are four areas of focus within this section:
Risk and Enforcement; Credit and Financial Institutions;
DNFBPs; and Investments, VFAs and Gaming.

sections, and ensures that working methodologies, policies
and procedures are adhered to.

The Director or, in his absence, the Deputy Director, chairs

two internal committees, the FAC and the CMC, which play
JLU[YHS YVSLZ PU [OL -0(<»Z VWIPWUHRNPVU
framework. They ensure that deliberations are appropriately
discussed by committee members, and that any decisions

taken are informed and consistent. The Director also acts as

the secretary to the Board of Governors.
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-0(< :[HH

;OL -0(<»Z 7LVWSL 7LYMVYTHUJL HURKhe*RIBJ\cheristek dHePieds and diverse perspectives of
VILYZLLZ HSS HZWLJ[Z YLSH[PUN [V O\TaH its efriployeey, Bod sdlitrightly[ $olught their views when
motivation and retention. This section was recently renamed ZL[[PUN [OL <UP[»Z JVYL JHS\LZ L,HYK VW
[V YLALJ[ P[Z LUKLH]V\YZ [V WYVTV][L [OL plé(wa$ ZndHdhall Fowtisue th e, determined according to
of choice. In 2019 the section focused on consolidating and these key values, which are: Integrity, Perseverance, Trust,
JY Z[HSSPZPUN [OL -0(<»Z J\S[\YSP JPISZX MEticilougriesF andPadsion V
which had been growing and developing together with the
Unit itself. Throughout the year, the FIAU continued implementing its
2019-2021 development plan through the recruitment of 32
UL~ Z[H\ TLTILYZ HJYVZZ HSS P[Z ZLJ[PVU
UVTILY VM Z[H\ \W [V I [OL LUK VM

§:22
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With the exception of administrative
and support roles, all positions in
the FIAU require a minimum level of
education equivalent to MQF Level
5 (undergraduate diploma), with
the majority of positions requiring
H TPUPT\T 3L]LS X\H
JHIJOLSVY»Z KLNYLL -0(<
HYL X\HSPALK PU JHYPV\Z

the below:
Law Banking and Finance Criminology Computing
Insurance and Accounting/ Human Economics
Risk Management Auditing Resources and Management
Financial Philology Leadership and Engineering and
Management Management Management
Counter Fraud and Diplomatic Crime and Hospitality
Counter Corruption Studies Studies Forensic Science and Tourism

;OL YPJO LKVJH[PVUHS IHIJIRNYVIAUK VM [[@dgeriéxbalangd, tdd aPXecenthZn2019,
K\L [V [OL <UP[»Z HIPSP[ [V H[[YHX] [H Swab p7vhanafd 4Iwovhgrz ,\YV W

;V. KH[L [OL -0(< LTWSV'Z Z[H\ MYVT 4HS[H O[HS® 3P[O\HUPH
Romania and Poland.

‘mHun 38.6% [ 1[°) 61.4%
ale Employees “J LLU) emale Employees

W
23 5%
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OPERATIONS

INTELLIGENCE ANALYSIS

;OL -0(<»Z HUHS ' [PJHS M\UJ[PVU PZ NLYYRELK tha gualitpdf ta&if sudbBBsions. Feedback on the outcome of

Analysis section. This consists of collecting, processing and
analysing information obtained from various sources. The
information collected leads to its dissemination to be used as
intelligence to combat ML/FT. The main source of information
is the submission of STRs and the ensuing requests for
information from various sources, including persons subject
to the PMLFTR and foreign counterparts.

More information on this can be found under ‘Requests
MVY OUMVYTH[PVU»

the STR is also provided to the respective reporting entity on
completion of the analytical process.

Once an STR is received, a humber of preliminary checks
are carried out by a dedicated team tasked with establishing
whether the FIAU already holds any intelligence on the
subjects reported in the STR. At this stage, the STR is also
assessed to determine whether the elements surrounding
the report require further analysis, whether any of the

;9 ZNITPZZPVUZ HiMbrnvdtidh Kewelved) by UHeS Unit Bhidlld be disseminated

[OYVINO [OL -0(<»Z VUSPUL Z\ITPZZPVU {8 o TloneSte dompetedt HP dupkrvisory authorities or

are acknowledged and feedback on the quality of the STR is
provided to assist subject persons to assess

24

foreign FIUs for intelligence purposes, and to determine the
urgency of any such disseminations.



STRs, which form part of an in-depth analysis, are handled by
other dedicated teams within the section. Once this in-depth
HUHS ZPZ PZ JVUJS\KLK
which in turn evaluates and determines whether there is a
reasonable suspicion of ML/FT. In those cases where the
FAC concludes that there is a reasonable suspicion of ML/
FT, a detailed analytical report is drawn up and disseminated
to the Police for further investigation.

The FAC may at times also determine that a spontaneous
intelligence report to a foreign FIU, or to a competent or
supervisory authority, is required. More information on this

[OL AUKPUNZ

Annual Report 2019

ISivide 2010 | tRdrdJHds We g a[drstarftincrease in the
number of STRs received by the FIAU, year after year. In
2019 the FIAU received a total of 2,778 STRs, equivalent
to a 65% increase on the amount of STRs received in
2018. The increase in reporting is attributed to ongoing
outreach and training initiatives targeted at enhancing
awareness.

Naturally, the increase in STRs led to an increase in the
number of cases that the FIAU handled in 2019. The 2,778

HZWLJ[ PZ WYV]PKLK PU [OL °0U]J[LPYHR[PITB3HrEceivedaayultadH] P, 446 saskk, Yepresenting a 57%

of this report.

(UV[OLY [HZR JHYYPLK V\[ I

patterns, trends and typologies. More information on this

increase on 2018, and a massive 248% increase over 2017.

[OL KLKP JHgddiiong dHe 2,845 c&ses ile@uitidg from STRs, the FIAU
section is a series of strategic analyses to identify ML or FT

initiated a further 35 cases on its own initiative following
the receipt of information from sources other than subject

HZWLJ[ PZ HIHPSHISL PU [OL °; WV SW N PpeZsoHsJ RheseLdddeZ areZ tygi§aly the\tesult of ongoing

this report.

It is worth pointing out that, in 2019, the Intelligence Analysis
section experienced unprecedented growth, with 10
new employees joining the team. This growth allowed for
segregation of duties within the section, in turn contributing

sharing of information between the FIAU and its foreign
counterparts. Thus, the total number of new cases subject
to an analysis by the FIAU in 2019 was 2,481, which is a 54%
increase on 2018.

[VHTVYL Z[YLHTSPULK HUK L]JJPLU[ "VYRAV~A

STRs and Cases (2016 - 2019)

. STRs made by subject persons
Cases subject to analysis following STR submission

Cases subject to analysis on the basis of other

35
2019
I 275
58
2018 1556
) .79
78
2017 702
I /¢
47
2016 520
E=

information received by the FIAU (FIAU generated)
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:;9Z ASLK I ["WL VM YLWVY[PUN LU[P[® PU HIZVS\[L U\TILYZ 1

::9Z ASLK I ["WL VM YLWVY[PUN LU[P[" PU HIZVS\[L U\T

Reporting Entity Category 2016 2017 2018 2019

Remote Gaming Companies 87 218 700 1445

Retirement Scheme Administrators 2 2 3 0

Total 565 778 1679 2778
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::9Z ASLK I" WL VM YLWVY[PUN LU[P[" HZ H WLYJLU[HNL VM [OL [V[HS U\"

0.3% 0.2%
0.3%
0.3%

0.3%

34.6%

3.0%
0
0.9% 1.8%
1.2% 1.3%
Il Remote Gaming Companies Il Independent Legal Professionals - Advocates
Supervisory Authorities Credit Institutions
Il Company Service Providers B External accountants

-PUHUJPHS OQUZ[P[\[PVUZ ¢ 7H TLUJ[ :LY]PJLUM Virdisl]FriahcialZAssets Agent
Casino Licensees Trustees & Fiduciaries
Investment Services Licensees B Real Estate Agents

Il -PUHUJPHS QUZ[P[\[PVUZ 1 ,SLJ[YVUPJ 4V UM Collective Investment Schemes

Il -PUHUJPHS OQUZ[P[\[PVUZ 1 6[OLYZ Insurance Licensees
Auditors Tax advisors
Il Independent Legal Professionals - Notaries Fund Administrators (of Collective Investment Schemes)

M -PUHUJPHS OUZ[P[\[PVUZ T 4vuUL" 9LTP[[LY M Others
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There were 24 categories of subject persons who submitted Despite the marked increase in the number of remote

STRs in 2019. This is an increase of four categories over the NHTPUN SPJLUZLLZ ASPUN :;9Z ~P[O [OL -
previous year. New categories of reporting entities included :;9Z ~LYL ASLK I° VUS® [OYLL JVTWHUPLZ
tax advisors, fund administrators, regulated market activities/ [OL YLTHPUPUN :;9Z ~LYL ASL
central securities depositories, administrators of private JVTWHUPLZ ~OPJO JVUZ[P[\[LZ VM [OL

MVV\UKH[PVUZ HUK JPY[\HS AUH U JPWHLSU H ZadgoZy bf BubjedtPersbhsP Z W LY [
[V UVI[L [OH[ YL[PYLTLU[ ZJOLTL HKTPUPZ[YH[VYZ KPK UV[ ASL HU

STRs in 2019 (this sector submitted three STRs in 2018). >P[O YLMLYLUJL [V :;9Z ASLK I JYLKP[ P
:;9Z ~ALYL ASLK 17 [OL ZP_ JVYL KVT

Overall, 13 categories registered an increase in submissions in comparison to 573 STRs in 2018, thus registering a

VU AP[O [OL TVZ[ ZPNUPAJHU[ JSPTdedteasePdd M2%Oamoyig This[ group. Similar to previous

gaming sector. Remote gaming licensees registered an LHYZ VUL JVYL KVTLZ[PJ IHUR ASLK TVZ]

increase of 745 STRs, bringing their total submissions for 2019

to 1,445, which equates to a 106% increase in reporting on The non-core domestic banks A S L K 0,92 HU P

2018. Accounting for 52% of all STR submissions, the remote VM VU 6UJL HNHPU TVZ[ VM [OL :;¢

gaming sector secured the spot for top reporting sector in NYV\W VM IHURZ ALYL ASLK I° VUL JYLKP][

Accounting for 52% of all

STR submissions, the remote
gaming sector secured the
spot for top reporting sector

in 2019, a position traditionally
held by credit institutions, i
AOPJO ASLK [OL ZLJV \ il
number of STRs R —

SOV,

2019, a position traditionally held by credit institutions, which :OL :;9Z ASLK |0 [OVZL JYLKP[ PUZ[PI[\]
ASLK [OL ZLJVUK SHYNLZ[ U\TILY VM :;98HZPPS\S KI VWZY P U\ [PYdtalee \68BH &hidtHII R Z

to 35% of the STR submissions received. Credit institutions a 39412% increase on the previous year. The increase
registered a considerable 33% increase from 724 STRs within this group is largely attributed to one particular

in 2018 to 962 STRs in 2019. Together, remote gaming bank, which submitted 80% of all the STRs received from
JVTWHUPLZ HUK JYLKP[ PUZ[P[\[PVUZ AfteiationaNodhksd SS [OL :;9Z
the FIAU received in 2019.

OU HKKP[PVU [V [OL HIV]L YLZ\S[Z ZPNUF

A closer look at the statistics from the remote gaming VIZLY]LK PU [OL :;9Z ASLK I° H\KP[VYZ HI
ZLJ[VY ZOV~Z [OH] [OL :;9Z ALYL AS hd¢countants kmi\dupdrwispry authorities. On the other hand,
licensees, which is an increase of 29 entities in this category insurance licensees, investment services licensees, trustees
over the previous year. It was further noted that 36 of these HUK AK\JPHYPLZ ASLK SLZZ :;9Z PU [O]

YLTV[L NHTPUN LU[P[PLZ ASLK [OLPY AYZ[ :;9 PU

2. Refer to Central Bank of Malta, Eleventh Financial Stability Report 281p 10. O[[WZ! 22" JLU[YHSIHURTHS[H VYN AUHUJPHS Z[HIPSP[" YLWVY]
3. lbid., p 10.
4. lbid., p 10.
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Quality of STRs

One of the types of feedback provided by the FIAU to subject persons is feedb#&con the quality of the STR submitted. This is
distinct from the feedback that the FIAU provides on the outcome of the STR, ahit is to be noted that one is not dependant on
the other. Over time, the FIAU has often been asked whether an STR submissiom$ to result in dissemination to the Police for
it to have been of value. This is not the case. The FIAU has various channels of déssination and, while information provided in
an STR may not be suited to form part of any information disseimated to the Police, it may very likely form part of informain
disseminated to a foreign FIU or a domestic competent authority.

The feedback on the quality of the STR is provided to guide and assist subject pe rsons in submitting higher quality reports,
which in turn aid the FIAU in reaching its determination on the action to be take n, and in a timelier manner. This feedback
is also intended to assist subject persons to improve the quality of their eamissions over time.

In response to the consistent increase in the number of STRs submitted by theemote gaming industry, during the year under
YL]PLA [OL -0(< PZZ\LK H ZLJ[VY ZWLJPAJ N\PKHABPIPUN[LL[ILUPKRHOPZ ZI19F[VY PU Z\

It must be said that while some sectors are still falling shor t of the desired quality, over the years the quality of STRs

has improved substantially. Understandably, credit institutions rank among the highest scorerwhen it comes to quality of

[OL z\ITPZZPVU VM :;9Z NP]JLU [OH[ [OPZUZLVW YOQHIZVABS KW TZP UHU[ YLWVY[NVYZ ZPU
in 2002.

Persons subject to STRs
Of course, the increase in the number of STRs resulted in a greater number of natl and legal persons being involved. The
2,778 STRs involved a total of 4,788 natural and legal persons. This is a 77% irease over 2018. The average number of persons

involved per STR increased marginally from 1.61 in 2018 to 1.78 in 2019.

Almost 75% of the natural and legal persons reported during 2019 were

non-Maltese nationals or foreign-registered companies. Thiis similar to A|most 75% of the
AOH[ OHZ ILLU VIZLY]LK PU WYL]PV\Z[WBYUZA¥YIK natura| and |ega|
[OL PU[LYUH[PVUHS LSLTLU[ [OH[ [PEZ 4H\WMZUK AN persons reported

This strong international element is also evident when one considersah

during 2019 were
non-Maltese
nationals or

from the top two reporting sectors. In the case of the remote gaming forelgn_rengter_ed
industry, an overwhelming 98% of the reported subjects were foreign Companles.
nationals. The number of foreign-registered companies reported by

86% of the 2019 STRs involved foreign natural or legal persons.

These international elements mainly featured in the submissions reiwed

this sector was negligible, although this is attributed to the fact that th

service is typically used by natural persons. STRs from credit instifons

were more spread out: 77% of all natural persons reported were foreign nathals, and 26% of all legal persons reported were
registered in foreign jurisdictions.
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Number of Legal Persons subject to STRs
and whether foreign or local

330

Local

760 W Foreign

Requests for information

The FIAU made 13,696 requests for information to
approximately 1,650 entities. This 34% increase in requests
compared to 2018 is largely a result of the overall increase
in the number of STRs and cases dealt with in 2019. The
entities approached included subject persons, foreign FlUs,
the Malta Police, supervisory and competent authorities, as
well as government departments and agencies.

The FIAU sends out requests for information following the
receipt of STRs, the receipt of requests for information from
foreign FIUs and in cases generated by the FIAU itself. In 2019,
the requests for information made following the receipt of STRs
totalled 9,366, which is a 52% increase over the previous year.

Requests for information made by the FIAU by type
of initial disclosure (2019)

1,564

13,696

2,766
9,366

Il Requests following an international request for information

Requests in the course of analysis carried
out independently of the receipt of STRs

Requests following STRs received by the FIAU

Annual Report 2019

Number of Natural Persons subject to STRs
and whether foreign or local

486 \

3212

Local

W Foreign

Requests made on the receipt of requests for information
from other FIUs totalled 1,564, a decrease of 26% on
2018. It should be noted that the number of requests for
information sent in relation to requests from other FIUs is
highly dependent on the number of requests received as well
as the type of information requested. The FIAU made 2,766
requests for information following cases opened on its own
initiative. This represents a 43% increase.

Credit institutions remain the primary source of information
MVY [OL -0(< YLWYLZLU[PUN TVYL [OHU
requests for information. Other major recipients were

JVTWHU™ ZLY]PJL WYV]PKLYZ HUK [Y\Z[LL

Requests for information made by the FIAU by type
of initial disclosure (2019)

8,739

712

‘I 377

Credit Institutions
Request to FIUs
Il Government Agencies

Il Other Financial and Non-Financial Persons
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Outcome of analysis

;OL -0(<»Z OU[LSSPNLUJL (UHS ZPZ XM [P WisbeMindt\dd to hZ Madta Folif¥ (2619)

3,585 cases in 2019. A third of these cases were initiated before
2019. In 2019 the FIAU concluded 1,398 cases, which equate
to 39% of all the cases handled during the year. A total of 2,187
cases remained ongoing as at the end of the year.

Sixty-one cases were disseminated to the Police for further
investigation,
suspicion by the FIAU. These disseminations include
additional information reports that were connected to cases

following a determination of reasonable

previously forwarded to the Police for further investigation.

Additionally, 41 spontaneous intelligence reports were
disseminated to the Malta Police, following a determination
by the Unit that the intelligence revealed during the course
of an analysis would be of relevance to the Police. This
determination is reached on various factors. Most commonly
this intelligence would be shared following communication
between the FIAU and the Police. This brings the total
number of disseminations sent to the Malta Police to 102.

N gm
s <FIAU

processed a total of

The FIAU’s Intelligence Analysis section

3,585 cases in 2019

Itis pertinent to note that the percentage of analytical reports
forwarded to the Police declined to 4% of all closed cases

during the year under review. This gradual decline has been
a consistent trend in recent years, but is not to be attributed

to poor quality in the submission of STRs, but to a number of
other positive factors.

Over the years, the number of STRs received has been
steadily increasing, as is evident from the statistics provided
in this report as well as in previous Annual Reports. The
increase in the number of STRs received can be attributed
mainly to the remote gaming industry and credit institutions.
As was noted in the above section, ‘Persons subject to
1;9Z» VM [OL
legal persons.

32

As aresult, in a number of these cases, the FIAU considers it
more appropriate to send a spontaneous intelligence report
to foreign FIUs rather than initiating an in-depth analysis in
Malta, due to the jurisdictional limitations that are evident
PU [OLZL JHZLZ (Z
Report, broader powers at law to co-operate and exchange
information with competent authorities also resulted in the
FIAU sharing information directly with the relevant supervisory
or competent authority, which information would typically
have been shared with the Police instead.

792 YLIJLP]JLK YLSHI[L [V MVYLPNU UH[\YHS VY

AHZ UVI[LK PU [OL

-0
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Total disseminations in the form of spontaneous intelligence reports foreign FIUs, domestic competent and supervisory authorities
during the year under review totalled 1,844, which is a 78% increase on 2018.{@hese, a total of 186 disseminations were submitted
to domestic competent authorities.

Of all the STRs closed in 2019, the FIAU notes that 76% resulted in soe form of dissemination to a domestic competent or
supervisory authority, the Malta Police or a foreign FIU.

Total Disseminations (FIUs, Authorities, Police) Total Disseminations by Type (2019)
2000 2000
1500 1500 [~

1000 [~ 1000 —
500 [~ 500 [~
0 0
2016 2017 2018 2019 FlUs Competent Malta Police Supervisory

Authorities Authorities

STRs submitted by credit institutions were the source of 72% of the cases refred to the Police in the form of an analytical report.

Percentage of cases referred to the Police Outcome of cases (2019)
for further investigation (2016 - 2019)

Sent to Police

12 —

No Further Action

10
Intelligence Sent to CFR

8
No Case®

6
Total

4
Analysis in Progress

2
Total population

0

3585

2016 2017 2018 2019

5V JHZL YLMLYZ [V ZP[\H[PVUZ ~OLYL HU PU KLZZ[OYHUHILZRQ L'$HZZ BV [KUALT UK ZLIZIZ P N U R A PRIWI[P VUZUTHR L [V [V0 §@ LHIKZY [OL
spontaneous intelligence reports sent to the Malta Police.

W
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NZWLJI[LK WYLKPJH[L VHLUJLZ

;OL TVZ[ WYL]JHSLU[ Z\ZWLJ[LK WYLKPJH]JL
be fraud, with 596 instances reported. This was followed by
[H_JYPTLZ Z\ZWLJ[LK [LYYVYPZT PUJS\K
participation in organised criminal groups and racketeering,
forgery, and corruption and bribery, which together made up

VMM 4SS WYLKPJH[L VMLUJLZ YLWVY[LK F

The table below gives more details on the suspected
WYLKPJH[L V\LUJLZ PKLU[PALK PU [OVZ
disseminated to the Police for further investigation. Further
PUMVYTH[PVU HUK L_WSHUH[PVUZ VU [OL
for suspicion is available in the Typologies and trends section

of this report below.

NZWLJ[LK WYLKPJH[L VHLUJLZ PU JHZLZ YLMLYYUKV[W 48L;7VSPJL VU Z\ZWPJPV

21% \

2% ~—_

7%

8%
2% /

7%/

34

\8%

M Corruption & bribery
W Fraud
39%

llegal gambling

0SSPJP[ [YHIJRPUN PU UHYJV[PJ KY\N
psychotropic substances

Insider trading and market manipulation

Participation in an organised criminal
group and raketeering

Tax Crimes ( related to direct taxes and
inderect taxes)

;LYYVYPZT PUJS\KPUN [LYYVYPZ[ AUl

Unknown
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<W [V [OL -0(< YLWVY[LK VUS" [OVZILOHWYISYINPKZ HPKLKLPUKIHZLZ [OH[S MPESV
ALYL KPZZLTPUH[LK [V [OL 7VSPJL (MYPYNMPYADH Y[ VWLYH{RMPHVSUJOHUNL PEL PUSL}
JV VWLYH[PVU ~P[O V[OLY UH[PVUHB HUK PW\[WMYMRY ZHSH 8 SNOPWRN PO IZ WA (KP i\ Y
["WVSVNPLZ HUK [YLUKZ PKLU[PALK L]JLU HZ H YLZ\S[ VM [OL :;9Z YLJLP]LK

Reported Reason for Suspicion (2019)

5% 3%
6% \‘\

6%\.

[l Transaction activity which is unexplained or is inconsistent with

RUVAU J\Z[VTLY WYVASL
0,
32% Customer became uncooperative when requested to provide required
details and/or documentation on a transaction or operation

B <U\Z\HS VY Z\ZWPJPV\Z PKLU[PAJH[PVU KVJ\TLU[Z V

Large volume of deposits which is not in line with customer’s

0% —— @ RUVAU WYVASL

Subjects, or persons linked to subjects of STR are adversely
known on open sources

Company and/or transaction structure is unnecessarily complex
. V-
B Transfers to, or from, high-risk jurisdictions, without apparent
16% economic business reason/sense
12% Customer inexplicably stops contact

W
35:5¢
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The exponential growth in reporting from the remote gaming industry in 2@ marked the surpassing of credit institutions for the
U\TILY VM :;9Z ASLK ~P[O [OL PUK\Z[Y  ILIRUHNS3LEMAIGXZNYLZMVYH\K "HZ VUJL HNHP
YLWVY[LK VA\LUJL MLH[\YPUN PU UV MLAYYTMIHWNHTRWMN: ;ZTWSILKPLZ 6[OLY Z\ZWLJ[LK
although to a much lesser extent, were forgery, tax related crimes, pacipation in an organised criminal group and theft.

OU VILY OHSM VM [OL Z\ITPZZPVUZ MNMNTVNMQRPZLPUHKAZRYKPADH[WKYHERP\URUVYOLX THRPW W
reason for suspicion was transactional activity thatisUL_WSHPULK VY PUJVUZPZ[LU[ "P[O [OL RWLINEK WYV
person . This was prevalent in approximately 47% of STRs submitted by remote gandgrcompanies. As was the case in 2018, lack of
Z\]JPLU[ KVI\TLU[H[PVU PZ PUKPJH[LK PU VM HSSWHEZPAZLK |° YLTV[L NHTPU

As already outlined in this report, the STRs originating from this sectorakie a very high international element. As a result, information
received through these submissions accounted for 35% of the spontaneas intelligence reports shared with foreign FIUs in 2019. Further
information in relation to this topic is provided in the International coperation section of this report.

-VY JYLKP[ PUZ[P[\[PVUZ [H_ YLSH[LKHSYPTLZAZWYIL[URLWIWYLKPWYML VILUJIJL SHJIJIV\
Z\ITPZZzPVUZ | [OPZ ZLJ[VY O0OU VM [OLN; QD [P\IFMIPZ[KRK[OV[ YALKLWUYPMU HU™ ZWLJ
HUK THYRLK [OLT HZ °\URUVAU» -YH\K "HZLUR ZVAWY UK K W2 LKWPKPJL JYPTL YPWVYX[LK
featuring in 16% of all submissions.

\ZWLJ[LK SPURZ [V [LYYVYPZT PNJSMZPRWKRYYVKPZ) AUMMIRWL :;9Z OUKOQ®H[JHALZLP, PZ
ALYL ZVMITP[[LK THPUS I VUL IHUR HUK[LIQUZPZ{2K YIMSHWWNVVP[MY KP\LYLU[ YNZUZLAB[OL
indicated by credit institutions included corruption and bribey, illegal gambling and participation in an organised crimiharoup,

including racketeering.

7LYZVUHS HUK JVYWVYH[L IHUR HJJV\YMNH® LSK LV[®LSVHESSE ZHYKPHLZ V\LYLK I IH
[OL :;9Z ASLK 1" JYLKP[ PUZ[P[\[PVUZ ;OPZ "HZMMYZSWVYKIV]QCPLUVUALT F MN PIYUIK [W\H N\

Similarly to the remote gaming sector, the most frequently reported resn for suspicion for credit institutions is that transactional
HJ[P]P[" PZ \UL_WSHPULK VY PZ PYSYUNXPZAISU] "PPRZ [HZJ\ZLVIJHZL PU IVNYHKP[OL
PUZ[P[\[PVUZ 6[OLY YLHZVUZ MVY ZZZANB WY P PXIL\K[P AKKLYZ[IOBIDFO PUIQLSHMW U
[OL Z\IQLJ[»Z JSVZL HZZVJPH[LZ \UWHULZZNXP[SYWUXZ VWINYHUYHI[PVUZ HREVALSYKZ
documentation in relation to transactional activity.
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Although one of the top three reporting categories for 2019, Financial institutions submitted 88 STRs during the year under
supervisory authorities account for 3% of all STRs received, which review, which constitute just over 3% of the total number
PZ ZPNUPAJHU[S® KP\LYLU[ PU JVTWHYREZVbtf BTRDO tecéivadl PRayKerk NseWice providers were the

86% that was received from the top two reporting categories. main reporters, as was the case in 2018. The predominant
Z\ZWLJ[LK WYLKPJH[L V\LUJL "HZ MYH\K N
In 33% of the submissions from authorities, the alleged [OL :;9Z ( M\Y[OLY VM :;9Z SPZ[LK [OL W

WYLKPJH[L V\LUJL "HZ THYRLK HZ °\URUW» LPQIN WYURHSAMW[» 6[OLY Z\ZWLJ[LK W

YLWVY[LK Z\ZWLJ[LK WYLKPJH[L V\LUJL MnMpor{ed inchudedHax teatéd crim@g, forgery, corruption and

was participation in an organised criminal group, followed by bribery.

MYH\K HUK MVYNLY  ;OL TVZ[ JVTTVUS  YLWVY[LK YLK AHN ~"HZ

transactional activity that is unexplained or inconsistent with OU :;9 ASPUNZ I AUHUJPHS PUZ[P[K\®VUZ |

[OL RUVAU WYVASL VM [OL YLWVY[LK WL ¥ierahdi wad Fh& u¥eldf mAreWremitt@rs to send and receive

PKLU[PALK PU VM [OL Z\ITPZZPVUZ | Hnds diie[lRd tHe us©d? domdstie bank accounts. The most

followed to a lesser extent by the presentation of unusual or JVTTVUS® YLWVY[LK YLK AHN MVY [OPZ ZLJ

Z\ZWPJPV\Z PKLU[PAJH[PVU KVJ\TLU[Z V Yaf@ity $eitJiR udepleivedi\ drlibdansistent with the known
J\Z[VTLY WYVASL (Z "HZ UV[LK PU V[OLY ZL.

The use of domestic personal and company bank accounts included the subjects being adversely mentioned on OSINT,
HSZV MLH[\YLK HZ [OL THPU ZLY]PJLZ \Zlilke @& of Gomple® ZonfpSrly Ktruictures and the provision of
supervisory authorities. PUZ\]JJPLU[ Z\WWVY[PUN KVJ\TLU[H[PVU
Contributing to 2% of all submissions received in 2019, Submissions by casino licensees totalled 34 STRs in 2019, an
company service providers registered an 18% decrease in increase of 42% on the previous year. The suspected predicate

reporting on 2018. For half the STRs submitted, the predicate VVLUJLZ PKLU[PALK PU [OLZL :;9Z JVUZPZ
ViLUJL "HZ \URUV~AU (TVUN [OL YLZ[ M YyaiftidpatiohZn p@aniged Zriminal groups, racketeering and
WYL]J]HSLU[ HSSLNLK WYLKPJH[L V\LUJL PSSPJP[ [YH]IJRPUN PU UHYJV[PJ KY\NZ HUK

The most common reason for suspicion was that the subjects ;OL TVZ[ JVTTVU YLK AHNZ HUK YLHZVUZ MVY
of the report, or persons associated with them, were adversely by this sector included transactional activity that is unexplained
RUVAU [V 6:05; 6[OLY YLK AHNZ UV[LK Y bShafsuch petivRyUhas JakBrisistgnt with the known customer
supporting documentation or information in relation to WYVASL 6[OLY YLK AHNZ PUJS\KLK HK]LYZL
transactions or to the set-ups involved. PKLU[PALK VU [OL Z\IQLJ[Z VM [OL :;9 HUK

KLWVZP[Z [OH[ ALYL UV[ PU SPUL P[0 J\Z[V
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A substantial decrease was noted in STRs submitted by The number of disclosures received from auditors in 2019
investment services licensees. This sector submitted 24 STRs totalled 16, a 220% increase on 2018. Of those 16 STRs
in 2019, which amounts to a 40% decrease on the previous Z\ITP[[LK [OL TVZ[ WYL]JHSLU[ WYLKPJH[L

year. Of all the STRs submitted by this sector, the most prevalent related crimes, followed by fraud, and corruption and bribery.
WYLKPJH[L V\LUJL "HZ MYH\K HUK [H_ YLSH[LK JYPTLZ
Similarly to what was noted in reports raised by company

The predominant typologies involved the use of forex trading service providers, the most notable reason for suspicion
HUK WLYZVUHS MVYLPNU IHUR HJJW U [Zwa pOverse info¥hjadidn_an GSKNT ih[rBlétibn to the subjects,
were the use of corporate bank accounts in Malta. or persons linked to the subjects reported in the STRs.

This was followed by issues concerning the provision of
;OL TVZ[ JVTTVUS  YLWVY[LK YLK AHN VYIYOWXVYK KVY\ZLDWHP[PPAUU Z\JO HZ [OL PKL
was that subjects, or persons linked to the subjects of the documents, or the lack of necessary documents or details
STR, were adversely known to OSINT. Another reason for on a particular transaction or operation.
Z\ZWPJPVU PKLU[PALK "HZ H SHJR VM JV VWLYH[PVU MYVT [OL
subject when asked to provide details or documentation on
a transaction or operation.
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The exchange of information between FlIUs is crucial and
this is evidenced by the number of exchanges carried out
over the years. On a daily basis, the FIAU co-operates and
exchanges information with counterpart FIUs both when
pursuing its own analyses, and when assisting other FIUs in
their functions. Co-operation and exchange of information
with other FIUs is imperative for the FIAU to be able to carry

Annual Report 2019

being a member of the Egmont Group of FIUs, exchanges
information with other Egmont Group members via the Egmont
Secure Web. It also uses the FIU.NET system to exchange
intelligence with FIUs from EU member states. Under Maltese
law, the FIAU is authorised to exchange information with foreign
counterparts without the necessity of having MoUs or formal
agreements in place. However, it might be that the signature

V[ P[Z M\UJ[PVUZ L\LJ[P]LS® HUK WY VH JXfRAMS8U is a prerequisite for the exchange of information in

Information can be exchanged with other FIUs either through
requests for information, or spontaneously whenever the
FIAU believes that the information in its possession can be
of interest to one or more of its foreign counterparts. The
conditions applicable to any such exchange and the extent
of information that may be so exchanged will usually be

other jurisdictions.

In such circumstances the FIAU still actively pursues the
conclusion of MoUs. Over the years the FIAU has signed 16
MoUs with the FIUs of Belgium, Cyprus, the Principality of
Monaco, Latvia, Slovenia, Romania, San Marino, Canada,
South Africa, Japan, Tunisia, the Holy See, Georgia, Panama,

KL[LYTPULK VU [OL IHZPZ VM [OL -0<Z» HK¥4agllazd Mdcesibhiaz

Information is exchanged through secure channels. The FIAU,

Requests for co-operation and assistance (2016 - 2019)

Number of requests received by the FIAU

Il Number of requests made by the FIAU
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The FIAU sent 711 requests for assistance to 94 foreign FIUs in 2019. This is a 41%crease on 2018. These requests for
PUMVYTH[PVU HUK HZZPZ[HUJL YLALJ[ [QWZUBYLHZALY M RQLLUYUW[RYV HHIHBESIPZ | |

6M [OL YLX\LZ[Z MVY HZZPZ[HUJL ZLU[ KP\D¥PZU[ -OMZYPZLWVWL ;0OPZ "HZ MVSS
PUMVYTH[PVU ZLU[ [V -0<Z PU (ZPH HUKO[@&LZLTU[Y PINZLHYO*OPIO-0Q0<»Z [VW JMAU[LYW
the United Kingdom, ltaly, Germany and Bulgaria.

>P[O YLNHYK [V [OL [PTLSPULZZ VM -9kX\PD[¥ IMWY PUMYY TBLPVOU<PL "HZ [ZVILKY[O]
information sent were replied to within one week, 24% were replied to withione month and another 38% were replied to after

one month.
Requests for assistance made by the FIAU Timeliness of responses by foreign FIUs to
- by region and number of FIUs (2019) requests for assistance made by the FIAU (2019)
Number Number
of requests of countries 200
EU/EEA 479 30
250
Europe (non-EU/EEA) 81 _
200
Asia 61 16
150
Americas 61
. 100
Africa 25 11
711 94 0 - - ‘ J
Within a Within a Longer than
week month a month
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;OL YLX\LZ[Z MVY PUMVYTH[PVU YWJLK]IUK |- [YV-D(< RB\LYLW[TYV\U[YF
decrease on 2018. European FIUs sent 79% of the requests received.

The ltalian, Indian, UK and German FIUs made the most requests for assistaato the FIAU.

Of the 228 requests for information received, the FIAU regld to 73% of all requests within a week of receipt. A further 2% of
replies were sent within a month of receipt and a further 3% were replied to aft@ne month.

Requests for assistance received by the FIAU Timeliness of responses by the FIAU to requests
- by region and number of FIUs (2019) for assistance received from Foreign FIUs (2019)
Number Number
of requests of countries
EU/EEA 153 27
Europe (non-EU/EEA) 26 13
Asia 26 4
Americas 10 4
Africa 6 6
Oceania 6 2
227 56

The process of exchanging valuable intelligence with other
FIUs has always been of great importance to the Unit. The
FIAU received 90 spontaneous intelligence reports from 24
FIUs during the year under review, 19% fewer than in 2018. In
turn, the FIAU disseminated 1,547 spontaneous intelligence
reports to 104 FIUs. This is a 107% increase on 2018.

This substantial increase in disseminations of spontaneous
intelligence reports to other FIUs is predominantly as a rest

VM [OL U\TILY VM :;9Z [OH[ "LYL ASLK PU
having a very limited connection to Malta. In these cases,
OVALILY [OL PU[LSSPNLUJL OLSK A"VASK SPI
[V [OL -0(<»Z MVYLPNU JVAU[LYWHY[Z 9LML
has also been made in the Outcome of analysis section of

this report.
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Requests for co-operation and assistance (2019)

Requests received Requests made Requests received Requests made
by the FIAU Country to other FIUs by the FIAU Country to other FIUs
No Replies No Replies No Replies No Replies
0 0 Albania 2 0 1 1 Georgia 0 0
1 1 Algeria 0 0 12 12 Germany 49 42
0 0 Angola 1 0 0 0 Gibraltar 6 5
0 0 Anguilla 1 1 1 1 Greece 6 3
0 0 ,;rzlrgbtzf 2 1 0 0 Guernsey 3 3
2 2 Holy See 0 0
1 1 Argentina 1 0 0 0 Hong Kong 1 9
0 0 Armenia 1 1 1 1 Hungary 13 12
1 1 Australia 3 2 1 1 \celand 3 3
1 1 Austria 16 13 23 23 India 1 1
0 0 Azerbaijan 1 1 0 0 Indonesia 2 2
0 0 Bahamas 1 1 1 1 reland 9 6
0 0 Bahrain ! 0 3 3 Isle of Man 1 1
0 0 Bangladesh 1 1 1 1 Israel 8 8
g 0 Belarus s s 39 38 Italy 56 47
4 4 Belgium ! ! 0 0 Ivory Coast 2 0
0 0 Belize 3 3 1 1 Jersey 2 0
= L Benin 0 0 0 0 Kazakhstan 1 1
0 0 Hfrzzrggvia 1 1 1 1 Kosovo 0 0
0 0 Brazil 5 5 9 9 Latvia 22 19
British Virgin 0 0 Lebanon ! !
0 0 Islands 5 2 4 3 Liechtenstein 3 1
0 0 Brunei 1 0 9 9 Lithuania 9 8
0 0 Bulgaria 30 25 7 7 Luxembourg 9 8
2 2 Canada 6 4 1 1 Macedonia 2 2
1 1 Cape Verde 0 0 0 0 Malaysia 2 2
0 0 Cayman Islands 1 1 0 0 Mauritius 1 1
0 0 Chile 2 2 0 0 Mexico 1 1
0 0 Costa Rica 1 1 3 & Moldova 3 2
2 2 Croatia 6 1 2 2 Monaco 5 5
0 0 Curacao 7 5 1 1 Montenegro 0 0
3 3 Cyprus 18 15 0 0 Morocco 2 1
3 3 Czech 15 15 4 4 Netherlands 19 12
0 0 Denmark 3 2 5 5) New Zealand 1 1
0 0 Egypt 1 1 0 0 Nigeria 3 1
1 0 Estonia 10 10 2 2 Norway 2 2
3 3 Finland 1 9 0 0 Panama 6 5
11 11 France 18 18 0 0 Paraguay 1 0
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Requests received

Requests made

by the FIAU Country to other FIUs
No Replies No Replies
3 2 Peru 1 1
3 3 Poland 15 14
1 1 Portugal 7 5
4 4 Qatar 18 18
6 6 Russia 11 11
2 2 San Marino 13 12
1 1 Saudi Arabia 1 1
0 0 Senegal 2 2
1 1 Serbia 0 0
7 6 Seychelles 8 8
1 1 Singapore 8 6
1 1 Slovakia 2 2
1 1 Slovenia 7 5
1 1 South Africa 5 5
0 0 Spain 2 2
4 4 St Vince_nt & 18 15
Grenadines
0 0 Sweden 1 1
0 0 Switzerland 11 10
0 0 Syria 26 23
0 0 Taiwan 3 0
1 1 Tunisia 0 0
1 1 Turkey 3 2
0 0 U.AE 12 9
0 0 Ukraine 12 4
R AR
19 19 USA 71 54
0 0 Venezuela 1 0
227 222 711 577

Annual Report 2019
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Spontaneous Intelligence Reports (2019)

Spont_aneous Spontaneous Spont_aneous Spontaneous
e Intelligence TS IEEEs Intelligence
reports Country reports Country
received by fyp&rés;liﬁ received by rbeypfhr;SFSIZrS
the FIAU the FIAU
0 Albania 8 14 Germany 160
0 Angola 3 3 Gibraltar 5
0 Antigua & Barbuda 1 0 Greece 11
0 Anguilla 1 1 Ghana 1
2 Argentina 1 1 Guernsey 2
0 Armenia 4 0 Hong Kong 17
0 Australia 7 0 Hungary 19
5 Austria 36 0 Iceland 5
0 Azerbaijan 1 0 India 33
0 Bahamas 1 0 Indonesia 2
0 Bahrain 1 0 Ireland 16
0 Bangladesh 10 1 Isle of Man 3
(0] Belarus 8 0 Israel 6
2 Belgium 10 0 Italy 98
0 Belize 3 0 Ivory Coast 4
0 Bosnia & Herzegovina 2 3 Jersey 1
0 Brazil 20 0 Kazakhstan 1
0 British Virgin Islands 2 2 Latvia 14
0 Brunei 1 0 Lebanon 5
0 Bulgaria 32 0 Liechtenstein 5
0 Cameroon 1 0 Lithuania 12
1 Canada 32 3 Luxembourg 14
1 Cape Verde 0 0 Macao 1
0 Chile 1 0 Macedonia 3
0 Colombia 1 0 Malaysia 2
0 Costa Rica 1 0 Mexico 6
0 Croatia 13 0 Moldova 9
0 Curacao 10 0 Monaco 3
0 Cyprus 33 0 Morocco 2
1 Czech 13 0 Nepal 3
0 Denmark 5 32 Netherlands 124
0 Dominica 1 0 New Zealand 6
0 Ecuador 2 0 Nigeria 6
0 Egypt 1 0 Norway 49
0 Estonia 5 0 Panama 2
1 Finland 43 1 Paraguay 1
0 France 20 0 Peru 5
0 Georgia 3 0 Philippines 2

S
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Spontaneous

Intelligence Spont_aneous
reports Country Intelligence
received by fypg:ésgi':}
the FIAU
0 Poland 26
1 Portugal 20
0 Qatar 1
2 Romania 32
0 Russia 25
0 S.Korea 1
0 Saudi Arabia 2
0 Senegal 1
0 Serbia 16
0 Seychelles 5
0 Singapore 2
1 Slovakia 11
0 Slovenia 3
0 South Africa 5
1 Spain 24
0 Sri Lanka 3
0 St Vincent & Grenadines 1
0 Sweden 85
0 Switzerland 32
1 Syria 3
0 Thailand 5
0 Tunisia 24
0 Turkey 15
0 U.A.E 21
0 Ukraine 24
9 United Kingdom 134
1 USA 29
0 Uzbekistan 1
0 Vanuatu 1
90 1547
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SUPERVISION AND ENFORCEMENT

Introduction

;OL -0(<»Z :\WLY]PZPVU HUK ,UMVYJLTAW{; ZMTPNEP HVUP [VYZXI QAL JI[ WLYZVUZUHNXIVHFE N
IN\ZPULZZ VY YLSL]JHU[ HJ[PIP[® HZ KLAVUMK QUKA4A3-9BNVWSWH{PRNUPILZ JVTWSPMYJILTIOMV\N
actions and other measures. These roles emanate from Article 16(1)(d)the PMLA and are based on three main pillars:

a. PKLU[PAJH[PVU HUK HZZLZZTLU[ VM [OL 43 UZYPZREMSBELKPEZRZNHZIL K[ ZN WAV
b. supervision of adherence to AML/CFT obligations by subject personsand
c. application of enforcement actions and implementation of other measgres for breaches of AML/CFT obligations.

In July 2019, the Supervision and Enforcement section was segmented intdistinct teams responsible for each of the
aforementioned functions:

a. Risk;
b. Supervision; and
c. Enforcement.

AA\WLY]PZPVU "HZ M\Y[OLY ZLNTLU[LKVPU{P\EVLUHIZ[MNVNYPRIZNM Z\I1QL J[ WILLIVPZH/SFZZ LHK
and targeted approach. This approach, along with various other initteves, including the recruitment of additional human resources,

the sourcing of IT tools to automate a number of processes, and an overhaul of vi@us internal supervisory and enforcement

policies and procedures, has contributed to enhanced standards of supevisory and enforcement work.

The Risk-Based Supervisory Strategy
In accordance with the 4" AML Directive, the FIAU adopted a risk-based supervisory approach, gmifying that the frequency,
ZJVWL HUK TL[OVK VM Z\WLY]PZPVU PULUXMALZ HIVYPYRPWMNZIIMK [DLHSZ\IQLJ[ WLY.

LUOHUJLK YPZR IHZLK Z\WLY]PZVI AYPYH{LMY [ANZVMKVW[HR TRLK [HO] HRVW[P
IHZLK Z\WLY]PZPVU ;0OPZ Z[YH[LN  PZ L_LJ\EKURK PQYLQALTANWY WIQISXLZ HZ V\]

Risk-based supervisory strategy

RLVN ,GHQWLOASFDWJupe€yisory coverage Supervisory
and assessment determination action
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'[HNL 1 9PZR PKLU[PAJH[PVU HUK HZZLZZTLU][

:OL AYZ[ Z[HNL VM [OL YPZR IHZLK Z\WAY]PZP WWEZRJIKA[ W U[S¥BPRZ ~P[OPU *(:7(9»Z
[OL PKLU[PAJH[PVU HUK HZZLZZTLU[ VMT4A30VKNPSARYZ WIYZLRSIS\Z[YH[LK PU [OL AN

the subject persons, as well as the sectors in which they a wide array of information, including information collected
operate. Although this process is carried out on an annual from subject persons themselves, information held by the
basis (prior to the commencement of the supervisory cycle), FIAU through its operations, information obtained from other
ML/FT risks are updated on an ongoing basis throughout regulators or authorities, important data sourced from the
the supervisory cycle, in line with incoming information on S5H[PVUHS 43 -; 9PZR (ZZLZZTLU[ HUK [OL ,
ZWLJIJPAJ Z\IQLJ[ WLYZVUZ ML/FT Risk Assessment, as well as information obtained

through open sources, including media reports.
Although the FIAU has been carrying out the subject person
risk assessment process for a number of years, towards the
end of June 2019 the FIAU carried out risk assessments
IHZLK VU LUOHUJLK ZLJ[VY ZWLJPAJ TL[OVKVSVNPLZ
The implementation of the risk assessment process was

managed by the newly set up Risk team. The launch of Block 1
Subject person

the Compliance Assessment and Supervisory Platform for self-assessment

Assessing Risk (“CASPAR”) system in January 2019 gave

YPZL [V [OPZ LUOHUJLK YPZR HZZLZZTLL Block 7 *(:7(9 PZ HU Block 2
automated tool that enables the FIAU to gather and analyse ?\dvefse Prudential

. . information regulator
ML/FT risk data from multiple sources, and replaces the Subject information
manually intensive data gathering and analysis processes. person
(SS Z\IQLJ[ WLYZVUZ» 4VUL" 3H\UKLYPUN SLWVY[P gverall risk
(“MLROs") and Designated Employees (“DEs”) were required Block 6 rating Ir?L?r:;(tign
to register on CASPAR. SNRA, from the FIAU

Information

Analysis Section

ML/FT RISKS ARE UPDATED
ON AN ONGOING BASIS Block s e e
THROUGHOUT THE SUPERVISORY information review results

CYCLE, IN LINE WITH INCOMING
INFORMATION ON SPECIFIC
SUBJECT PERSONS.

CASPAR evaluates ML/FT risk on the basis of seven risk 6UL VM [OL YPZR KH[H ISVJRZ VM *(:7(9»
blocks, each representing a distinct risk data source. The methodology was the 2019 Risk Evaluation Questionnaires
PUMVYTH[PVU PU LHJO ISVJR PZ AS[H[YLK (REQSY, Whioh EIlUsuHjSchpe s ensvErd Expected to compile
translates the information into numerical scoring, indiding HUK Z\ITP[ ;0L [HISL ILSV”™ V\[SPULZ [OL
[OL PUOLYLU[ YPZR YH[PUN [OL JRWWNY \&e lpek 3¢6drL Brifctcemeém Aol Hgs meanwhile been

and the overall residual risk rating for each subject person. taken against all subject persons who failed to submit the

Any new information received in the course of a supervisory REQ or submitted the REQ beyond the stipulated timeframes.
J'JSL PZ AS[LYLK [OYVANO [OPZ HSNVYP[OT HUK YH[PUNZ HYL

automatically revised.
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Subject person REQ submission rate by sub-sector ¢ (2019)

. RE
Subject Person - Q
Sector Category : Submission
Population
Rate
Credit Institutions 23 100%
Financial Institutions 52 90%
Financial Sector
Life/Long-term Insurance 126 87%
Investment Service Providers 428 96%
Land-Based Casinos 4 100%
Gaming Sector
Remote Gaming 223 73%
TCSPs (entities) 430 98%
Non-Financial Businesses TCSPs (individuals) 254 88%
and Professions (DNFBPs) Other DNFBPs (entities) 176 95%
Other DNFBPs (individuals) 493 93%

Enhancement of the 2020 REQ

In 2017, the FIAU repealed the annual compliance report that had been in placsince 2012 and which all subject persons had

[V Z\ITP[ HUU\HSS® [V YLWSHJL P[ YPZOVUYAAUYXOUZUPPUUHRY[Z ;OPZ ~8ZVMJIPOPL]I
Risk Evaluation Questionnaires in 2019, which were much merextensive and enabled the FIAU to achieve a more accurate Ks
HZZLZZTLU[ YLZ\S[] JHW[\YPUN HSZV ZLJ[VY ZWLJPAJ YPZRZ

;OL UL” 9,8 "HZ SH\UJOLK PU [OL AYZ[ XMHYWLYYWUZ ILPRN YZLXQLZ[LK [V Z\ITP[ [OL
I (WYPS OU [OL SHZ[ X\HY[LY VMNYVJI[QF [O(Y¥X APEYL[HUK PTWYV]L [OL ;®PZ[ P[L
WYVJILZZ PU]JVS]LK LJHS\H[PUN HSS [QAKMYVYPFLZ\ MUK [MLLKZNUZ KMYPRIN [OLMNAYZ[ Z\
as feedback received following an explicit request made by the FIAU in Augti2019 to representative bodies sitting on the Joint
Committee for the Prevention of Money Laundering and Funding of Terrem. A number of enhancements were made, which were
YLALJ[LK PU [OL 9,82 6U [OPZ IHZPZ [OL -0(< LNOPHOJLKS[® LLIYRA IHIZ LMKVFSIS [ OZ

< ZVTL VM [OL 9,8Z "LYL M\Y[OLY ZLNYLWHYUKZIM UHVLY [ MWL [OL[&WXL Z\IQLJ[
HS[OVANO VWLYH[L "P[OPU [OL ZHTL ZLJZVY JVUK\J[ KP\LYLU[ HJ[P]P[PL

* new REQs were created to cover sectors that were not included in the 2019 REQ;

<« ZWLJPAJ X\LZ[PVUZ ~0OPJO Z\IQLJ[JWSUPZY U'P[LlQJPV\YUWSKPKN][V PU [OL 1
ensure that questions are easily and consistently understood by all siéxct persons;

¢ H U\TILY VM X\LZ[PVUZ “"LYL HTHSNHTH[LK [YPMHJIPM HPH[LO [®'L L]IJPLU[ JVTW

e aguidance document was created, to be circulated among subject persams, to ensure that REQ questions are clearly
understood; and

* pop-up boxes providing information on certain questions within tle REQ were inserted to assist with understanding
and completion.

;OLZL AN\YLZ YLALJ[ [OVZL 9,8Z "OPJO ~ALYL Z\IDP{LYK \ZUITPTLLK VR [@RZLLCIOBH[L WH TLU[ WL XRVHKM [IUY VPO LA E'\S TIRE X® KWZ L
penalized accordingly, and the data within the REQ was considered for FIAdformation purposes only. Such late submissions are not included in the statistics.

W
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:[HNL 9§ :\WLY]PZVY  *V]JLYHNL +L[LYTPUH[PVU

;OL -0(<»Z YPZR IHZLK Z\WLY]PZVY" Z[YH[UK ZZHNL WM UL MPZR IHZLK Z\WILKX]PZP\
by stipulating the mechanism through which the results of tl risk assessment carried out through the CASPAR system are

[V IL [YHUZWVZLK PU[V H MV\Y "LHYJRIWPRY]MXVYNOLY ZSNSPPPU[Y HUU\H SO ZUWIOWN]P Z
WVW\ISH[PVU VM Z\IQLJ[ WLYZVUZ ~PSS IL ' ZNHWLY JBZLRU GIVYVVNEWY JOPPME\YOL YLZ\
methods of supervision will also vary on the basis of the risk posed by the subjeperson, and would include the following:

Full-scope examinations;
Thematic examinations;
Targeted examinations;
Follow-up examinations; and

©® o0 oo

Supervisory meetings.

:OL ULA YPZR IHZLK Z\WLY]PZVY  Z[YHAYNT] fRZLHRUN SPLKWKVN ZOWLY]PZVY  WSHS JV]L
AHZ Z\MZLX\LU[S  KL]JLSVWLK ;OL PTWSEZTHWWLIRY Z WKW YORZVY  WSHU 1\S YAH[V 1\U

The MGA and MFSA assist the FIAU in its supervisory work by carrying out supésery examinations of subject persons
MHSSPUN \UKLY [OLPY YLZWLJ[P]LONYNVB HIMOYH SIW TAWWIL MLYU LV PLLP[[S® ~P[O [DEY-RTE
*VTWSPHUJL HUK [OL 4.(»Z (U[P 4VUL" I3NWJUKYX FZUML ZRAPRN\SLE OKIIKPJIH[LK MVY [OPZ
between the three authorities on AML/CFT supervision dates back to prigyears, and in 2019 the FIAU continued to enhance the
processes, procedures and agreements which regulate the agency retmnship. When assisting the FIAU in carrying out AML/

*.: Z\WLY]PZPVU [OL 4-:( HUK 4.( MVSSMX[DLZWMSPW PLKZ IHJ® LW-YY<»Z \WLY]PZPVL
ZLJ[PVU KLAULK PU [OL -0(<»Z Z\WLY]PZVY  THU\HS

:[HNL ¢ :\WLY]PZVY"  (J[PVU
From July 2019, supervisory action in line with the formulated superwsy plan is being carried out through three distinct teams
within Supervision:
a. Credit and Financial Institutions Supervision;
b. Investments, VFAs and Gaming Supervision; and

c. DNFBPs Supervision.

The rationale for splitting the supervisory teams is to allow better supeision across all sectors, as well as to increase sectorial
knowledge and expertise within teams.

Method and Nature of Supervision
;:OL TL[OVK VM Z\WLY]PZVY" ' HJ[PVU KIATDWBREU PUYLYZP] [VML[OUKLY[HRLUY HQIZKP H

[OL KP\LYLU[ ['WLZ VM L_HTPUH[PVUZ HUK Z\WLY]PZVY  TLL[PUNZ!
\WLY]PZVY  L_HTPUH[PVUZ HSZV KP\LY PU WHISWILPHMK JHU PUJS\KL HU> VM [OL M
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Purpose

Location

Duration

Review
Procedures

Subject
matter

On-Site

Examination

To determine the level
of adherence to AML/
CFT obligations

On-site

2-3weeks

System walk-through
via interviews,
observation and system
and documentation
review in combination
with sample-based
testing

Full-scope targeted or
follow-up

6H :P[L
Examination

To determine the level
of adherence to AML/
CFT obligations

6H ZP[L

1-2weeks

System walk-through
via interviews and
documentation review.
May be substained with
limited sample-based
testing

Thematic, targeted or
follow-up

Annual Report 2019

Supervisory
Meeting

To determine whether

the subject person’s

YPZR WYVASL PZ JVYYL
addressed

6U ZP[L 6H ZP[L

1 day

System walk-through
via interviews and
documentation review
(limited)

Thematic, targeted or
follow-up

a. Full Scope Examination — this covers the entire spectrum of risks and aetties of the subject person from an AML/CFT

perspective, producing a holistic view of its AML/CFT framework at a potrin time.

b. ;HYNL[LK , HTPUH[PVU ¥ [OLZL LVN[TPR[MAREYUZHRAYLVVMHYL]PLLKPUNWUL[Z YV NV

the AML/CFT framework of a subject person (e.g., risk assessment procades or ongoing monitoring processes),

thereby gaining an in-depth understanding of that particular spect.
c. Thematic Examination — this is a particular type of targeted examinati, which focuses on a particular theme (e.g.,
types of transactions or activities) across a number of subft persons. This approach allows for better understanding

of particular activities and ML/FT trends/typologies that may be assoated therewith.

d. Follow-up Examination — this is aimed at assessing progress made in ingghenting remedial actions or corrective
measures further to a previous examination.

Supervisory meetings, on the other hand, are held with representatigeof a subject person with the aim of maintaining an up-to-

KH[L \UKLYZ[HUKPUN HUK RUVASLKNL VWPARZA| HZ KWLYZWVUAK 4®Y¥YVYI\NO [OL YPZR H
the mitigated controls applied in this regard. The meeting may result in reg@sting the subject person to provide an action plan.

:OPZ ~V\SK IL [OL JHZL "OLU [OL -0(< PHZ U[PA\PZY [OMTWYYJHPLWHY.OL AUKPUNZ VM
YLZ\S[ PU [HRPUN HKKP[PVUHS HJ[PVUZ WOPHHKPIUN_ HT PN H[PMUVY VU ZP[L JVT
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Supervision during 2019

During 2018, the FIAU embarked on an ambitious project to overhaul its supeision and enforcement process. The implementation
of this project continued in 2019 and included:

« enhancement of human resources and expertise, through rewitment and training, to ensure adequate supervisory
coverage across all sectors;

» introduction of a new risk understanding and assessment framework cmbined with an investment in a dedicated
automated system (CASPAR) to facilitate and enhance the process;

» introduction of a risk-based supervisory strategy and supervisor procedures to enhance the frequency, depth and
content of compliance reviews;

« enhancement in the governance of enforcement decision-making; ad

< PU[YVK\J[PVU VM H UL LUMVYJLTLULZWNWVKL[ZZ $CYWLANOPWIN® WY SRUIMPVYJILTL
applied to AML/CFT breaches.

*YTWHYH[P]L [HISL VM JVTWSPHUJL L_HTPUH[PVUZ 1

No. of compliance examinations carried out

Sector Category 2017 2018 2019
January to July to
June December
Credit Institutions 5 1 2 6
) ) Financial Institutions 6 3 1 6
Financial
Sector )
Life/Long-term Insurance 1 0 0 0
Investment Service Providers 13 3 1 3
) Land-Based Casinos n/a 1 0 1
Gaming
Sector )
Remote Gaming n/a 27 0 5
DNFBPs (entities) 29 13 3 9
DNFBPs
DNFBPs (individuals) 15 7 2 2
9 32
Total 69 55 41

JL[ALLU 1HU\HY > HUK 1\UL H ZPNUPAJHU[ WYVMZVXPREBUV M LO:MWILYZ]PZPVU HUK
section was dedicated to the implementation of the enhancements describ ed throughout this section. This, coupled

with the fact that a number of resource-intensive intrusive on-site examinations were taking place in the same year,

SLK [V H YLKVJ[PVU PU [OL U\TILYVM[BVUW PRIHUQL AYAT OHSM VMWYL]PO/LE J
years. The FIAU immediately compensated for this upon commencement of the ne w supervisory cycle in July.
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*VTWHYH[P]L [HISL VM Z\WLY]PZVY  TLL[PUNZ 1

No. of supervisory meetings carried out

Sector Category
2017 2018 2019
Credit Institutions 2 3 0
) ) Financial Institutions 0 0 0
Financial
Sector
Insurance 0 0 0
Investment Service Providers 0 0 2
Land-Based Casinos 0 0 0
Gaming
Sector ]
Remote Gaming n/a 0 7
DNFBPs (legal) 0 0 i3
DNFBPs
DNFBPs (individuals) 0 0 6
Total 2 3 28

As part of its enhancement project completed in 2019, the FIAU establisitka new dedicated section — Enforcement, which is
LU[Y\Z[LK "P[O PTWSLTLU[PUN LUMYYHUTKLHP[PLVSH[IMKVYLPERLYLPALK IYLHJO)IZPEZM (
restructuring was coupled with a revamp of the enforcement policies, mrcedures and frameworks aimed at facilitating and
streamlining enforcement decisions. Enforcement has also forntated new tools that assist the FIAU in determining consistent

and fair enforcement measures.

Enforcement policies

ou [OL -0(< MVYT\ASH[LK [*V THPWPWN $OI LKWINMYUIUTZ K[LAU[OVKVSVN" HUK [OL T
that indicate how AML/CFT breaches are to be dealt with:

This document governs the composition, decision-making processes d record-keeping procedures of the CMC. This ensures
that the CMC maintains high standards and good governance when deciding onrdorcement actions.
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The sanctions policy stipulates and explains the administrative
measures that the FIAU may impose for breaches of AML/
CFT obligations. This policy also provides the CMC with
rules and guidance to assist it in determining the appropriate
measures to take depending on the seriousness of the
breach and on whether it is systematic and/or repetitive.
;OL ZHUJ[PVUZ WVSPJ> HSZV KLAULZ
measures that the CMC can apply, namely:

(KTPUPZ[YH[PILHWWUHMSPHY  AUL

-VSSVAMN \W K-Rh¥sLdirgétiye binds the subject person
to develop and implement a corrective action plan within a

authorities responsible for the authorisation, licensing,
registration or regulation of a subject person, the CMC may

YLX\LZ[ [OH[ [OLZL IYLHJOLZ IL UV[PALK

the CMC may recommend that these authorities take further
regulatory action, in line with their respective legal framework,

[V WYVWLYS HKKYLZZ [OL KLAJPLUJPLZ
[OL JHYPV\Z HKTPUPZ[YH[P]

>YP[[LU Y LWhHhéEWME tddy impose a written reprimand
for minor contraventions of AML/CFT obligations. The
reprimand is intended to communicate to the subject person
that, although a breach is not particularly concerning, it is
nonetheless a shortcoming that should be remedied and not
repeated. Written reprimands are taken into consideration by

ZWLJIJPALK [PTLMYHTL [V YLTLKPHI[L P KL theFFIAU Wh&n@asaspiny ank uthr& cases of non-compliance.

 LYTPUH[PVU VM WHY[PJ\SH¥th¢ERU&ISDZ YLEHIBYUTRZIOPAYLAL (43 *-;

hasthe powerto requestsubjectpersonstoterminate aparticular
business relationship thatis exposingitto an extreme levef &L/
FT risk, which the subject person cannot appropriately mitigate.

5V[PAJH[PVU VY YLJVTTLUKH[PVU

H\[OVYP[PLZ -Viy cade& Rheh information relating
to breaches of AML/CFT obligations are relevant to other

The Compliance Monitoring Committee

CMC, as well as the circumstances relevant to the case,
may lead the CMC to impose other measures. These may
include a directive for the subject person to carry out an
internal audit and to provide a copy of the audit report to the
FIXU ot & direttiVe toYkeBpZteYFIAU informed, within strict
timeframes, on any action or activity that the subject person
is undertaking.

;OL *4* PZ HU PU[LYUHS JVTTP[[LL [OW] HZPZ[Z0R<»ZOLUMMYI[AVU[ WVALYZ
breaches of AML/CFT obligations and determining the most appropriatadministrative measures to take. Although the CMC has

been operating for a number of years, its role was further stngthened in 2019 through the revision of its governing pritiples,
AOPJO LUOHUJLK NV]JLYUHUJL PU [OL JVTTP{AL»Z KLIJPZPVU THRPUN WYVJ

The members of the CMC are the FIAU Director, the FIAU Deputy Director anceisior representatives of the Supervision and

,UMVYJLTLU[ ZLJ[PVU HUK VM [OL BLOHSYTHPYA ZIPHUROWPYLK I" [OOW(< HWYLHNYLIYVY 6]JL°

responsible for conducting AML/CFT supervision present cases to the ClJ, with the committee determining the enforcement

action or measures to be taken based on the current enforcement policies, qpcedures and tools.

;OPZ WYVJILZZ HSSV”AZ MVY [OL ZLNYZRWYPNUKILUMMVMY JOLLED\WM\W]P[PVUZ V[OLYEI"

involved in conducting compliance examinations are not also involden deciding the enforcement measures to be taken for any

AML/CFT infringements.

The convening of CMC meetings, the upkeep of meeting minutes and ghimplementation of enforcement actions decided on
by the CMC fall within the remit of Enforcement. The CMC convened 23 times in 201to discuss enforcement related matters.
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The tables below provide statistical information on the administrate measures imposed by the CMC during the year under
YL]PLA MVY PKLU[PALK (43 *-; IYLHJOLZ

*VTWHYH[P]L [HISL VM HKTPUPZ[YH[P]L TLHZ\YLZ 1
Administrative Measure 2017 2018 2019
No. of reprimands issued 14 78 (*) 12
No. of administrative penalties imposed 7 70 (**) 20
Value of administrative penalties imposed EUR 61,145 EUR 996,180 EUR 3,932,801
(*) 75 of which related to non-submission of ACRs
(**) 60 of which related to non-submission of ACRs
Details of administrative measures (2019)
No. of No. of Total value of
Sector Method of AML/CFT renri anas administrative administrative
J)YLHJO OKLU[PAJH] EVaN] penalties penalties imposed
issued X
imposed (EUR)
Supervisory Examination 0 3 3,875,501
Financial ) . .
Sector Action following failure
to reply to request for 1 2 21,200
information/ late reply
Supervisory Examination 2 1 1,450
Non-Financial ) ) )
Sector Action following failure
to reply to request for 9 14 34,650

information/ late reply

The CMC has at its disposal tools and policies that guide its members to determe, with consistency and uniformity, the
type and extent of enforcement measures to be taken to ensure that actions areffective and dissuasive but at the same

time proportionate.

WY
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The FIAU sought to strengthen the monitoring of AML/CFT compliance by syéct persons in 2019 by enhancing its collaboration
with other supervisory authorities or bodies:

Co-operation Agreement with the Sanctions Monitoring Board

On 31 May 2018, the FIAU, the MGA, the MFSA and the Sanctions Monitoring BoardSMB”) entered into a co-operation

HNYLLTLU[ ~P[O H JPL”A [V ZHMLN\HYKPHTNP UNL HAIHIS [+ZD) 7AUHAHIUIRNSMNWVT ILPUN TPz
WA\YWVZLZ PUJS\KPUN MVY [LYYVYPZIT AMHUKPWN WM WYYSPRZIVYH[PIW WM 2 DNWWL
[OPZ JV VWLYH[PVU [OL -0(< 4-:( HUK BVUPRZYRZY N 2\ ) JIPWQ Y ZVUZ» JVIWSPHU

emanating from the National Interest (Enabling Powers) Act (Cap. 365 dfde Laws of Malta) (the “NIA") by conducting the following
reviews during AML/CFT supervisory examinations:

<« TVUP[VYPUN [OH[ Z\IQLJ[ WLYZVUZSOHITWSL WMSHJIJRUHUKUIHEIJPU{YVSZ BUK W
compliance with their obligations arising from the NIA;

monitoring that subject persons have measures and systems in place to seen prospective clients and client
databases against the relevant lists of designations, to dermine whether any prospective or current customer or
ILULAJPHS VAULYZ VY HU® WHY[ [V [HKYHWZHIYP WW KP[OH[KDZPNZHLTZ HSSV

VM J\Z[VTLYZ HUK ILULAJPHS VAULYZLKOBUMHYLPHSQAHU JVYP VYNV [LYYVYPZ
weapons of mass destruction;

< LUX\PYPUN ~OL[OLY Z\IQLJ[ WLYZVUXLOH]W \WPKUPPMHSLYKYIBWMLZLYQ J\Z[VTLY VY
a designated person or entity; and

< LUX\PYPUN "OL[OLY HU [HYNL[LK VKYNWK W Y\0aHZ IILLH PWRQUPRALLYZVU HUK
YLWVY[Z "LYL ASLK ~"P[O [OL :4) HZ YLX\PYLK \UKLY [OL 50¢(

"OV\SK [OL -0(< 4-:( HUK 4.( PKLU[PK\YWVN. BWHS JIFZHYOLZHTPUH[PVB¥L JEOILK PYULNA
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directly to the SMB for further action. This arrangement startéto yield the desired results in 2019, providing a more enhanced
VILYZPNO[ VM AUHUJPHS ZHUJ[PVU[®LSPNH[FMUHLIHUHIPYUX\MYYFALZ [OLUURHIZY
shortcomings reported to the SMB during the year under review.

Number of cases reported to the Sanctions Monitoring Board (2019)

Cases reported to

Sector Category the SMB in 2019
Financial Sector Credit Institutions 9
Financial Institutions 4
Life / Long-term Insurance 1
Investment Service Providers 11
Gaming Sector Land-Based Casinos 0
Remote Gaming 0
Non-Financial Sector (DNFBPs) DNFBPs (entities) 60
DNFBPs (individuals) 49
Total 134
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Memorandum of Understanding with the Co-operation with the MFSA'’s

European Central Bank Authorisation Unit

In line with Article 57(a)(2) of the™#AMLD (as amended by Interaction with prudential supervisors is of utmost

the 5" AMLD), the FIAU, as the Maltese competent authority importance to ensure a comprehensive, holistic regulatory
YLZWVUZPISL MVY (43 *-; Z\WLY]PZPVU W\WMWW\LKPQ HHWK AVHUHMHIS\HYK [OL PUJ[LN
institutions, entered into an agreement with the European gaming and DNFBP sectors.

Central Bank (“ECB”) stipulating the practical modalities for

the exchange of information between the two authorities. oOU JPY[\L VM [OPZ PU [OL -0(< ZPNL
The agreement was signed on 14 January 2019. P[z JV VWLYH[PVU ~P[O [OL 4-:(»Z (\[OVY

is responsible for reviewing licence applications by various
OUMVYTH[PVU PZ L_JOHUNLK LP[OLY»U YAYMHWZ]PHSVALYQRPWRAW[WILXH[VYZ ;9PZ SPL
own initiatives. The ECB can, among other information, [OH[ JVUJLYUZ Z[LTTPUN MYVT IV[O [OL -
request information on; and analytical functions are brought to the attention of the
4-:(»Z (\[OVYPZH[PVU <UP][
e AML/CFT sanctions or measures imposed on

supervised entities; At the same time, the FIAU is able to provide feedback on the

» reports received by the FIAU on potential breaches HWWSPJHU[»Z I\ZPULZZ TVKLS WYVWVZLI
by supervised entities of AML/CFT obligations; control framework, and the suitability of its shareholders or

» information in relation to material weaknesses in members of its management body, senior management and
[OL Z\WLY]PZLK LU[P['»Z (43 *-; kedyWhttvtuhdlderd. In this regard, the prudential supervisor
systems and control framework; and and the Supervision and Enforcement sections hold meetings

¢ PUMVYTH[PVU PU YLSH[PVU [V [O]V RPZUIYZP ZQKZL UMH[[RYZ» ;0L 4-:(»Z (MOVYP
L_WVZ\YL [V ZPNUPAJHUJ[ 43 ;- Y Pipdates the FIAU on the status of applications received.

Similarly, the FIAU may submit a request to the ECB for Additionally, tripartite meetings also take place between
information that is relevant and necessary for the FIAU in the the MFSA, the applicant and the FIAU when these are
performance of its AML/CFT supervisory role. To safeguard needed to discuss any AML/CFT related issues during the
JVUAKLU[PHSP[" PUMVYTH[PVU PZ L_JIOWWSPKH[GVYVU\NOY\VZILIAXL ;OL 4-:(»Z (\[OV
channels. invites the Supervision and Enforcement section, on a risk-

based approach, to attend tripartite meetings with proposed
In 2019, the FIAU exchanged information with the ECB on applicants for the role of MLRO, in the case of potential
multiple occasions pursuant to the multilateral agreenm. licence holders, and when licenced entities replace their
The FIAU provided the ECB with information that was MLRO. Although in 2019, the FIAU mainly engaged with the
YLSL]JHU[ HUK ULJLZZHY  MVY [OL L_LWYRRLUVAMWHI @MW EYPZVY MVY JYLKPA[ HUK
supervisory tasks, and provided updates on enforcement Supervision and Enforcement section is currently extending
action taken by the FIAU. The ECB has also provided this co-operation to other sectors.
information in relation to Maltese credit institutions, which
was useful for the FIAU in pursuing its AML/CFT supervision.
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OTHER WORK OF THE FIAU

In 2019, the FIAU published the following documents: ou [OL 3LNHS (\HPYZ ZLJ[PVU KLSP]L
Maltese AML/CFT framework to University of Malta law

* FIAU Implementing Procedures Part | (Revised Z[\KLU[Z ;0PZ ~HZ [OL AYZ[ [PTL [OH] [OL

Version) (July 2019) deliver lectures on anti-money laundering measures.
» Guidance Note on Submitting Suspicious Transaction

Reports by Remote Gaming Licensees (April 2019) In October, the FIAU organised a full-day seminar on the
» Guidance for Credit Institutions, Payment Institutions revised Implementing Procedures Part |, which was attended
and Electronic Money Institutions Opening Accounts by over 470 persons from across the various sectors.
for Fintechs (in conjunction with the MFSA) Throughout the year, the FIAU continued to demonstrate its
(June 2019) commitment to educate subject persons by participating in
panel discussions and delivering presentations at training
The FIAU recognises the increasing importance of promoting events organised by sector representatives and major
JVTWSPHUJL [OYVINO V\[YLHJO L\VY[Z Hstakehdlderd O ltheSarea [of AMLNCFL. YThe sessions tackled
of 2019 a dedicated Guidance and Outreach Team was topics primarily relating to VFA agents, remote gaming

LZ[HISPZOPUN "~P[OPU [OL 3LNHS (\HPcompadies] hBtarids andldy@ professionals.
team has enabled the FIAU to better focus on identifying

and addressing the guidance needs of subject persons. In The FIAU was also invited to present at events organised by
October, this team took over the ongoing work on sector [OPYK WHY[PLZ V\[ZPKL 4HS[H O0OU 4HYJO
ZWLJPAJ WYVJLK\YLZ HUK RPJR Z[HY[LR[DPW WIYNHEZAHRMYX WHY[PIJPWHI[LK PU
number of other guidance documents and initiatives. Meeting organised by the FATF and MONEY VAL in Tel Aviv,

Israel. Her presentation was on best practices for jurisdictions
As at December 2019, the Implementing Procedures Part Il JHYY PUN V\[ [LYYVYPZT AUHUJPUN YF

for providers of Virtual Financial Asset services were in their November, the Director of the FIAU participated in the
AUHS Z[HNLZ WYPVY [V WAISPJH[PVU HUXHKQVZLVMVXYYMNLHUTBHA»Z (UU\HS *VUM
Gaming Sector were in the process of being updated. In Money Laundering in the EU, sharing the challenges of AML/

the meantime, guidance for the property sector, banks CFT supervision with other supervisors.

HUK AUHUJPHS PUZ[P[\[PVUZ JVTWHU  ZLY]PJL WYV]PKLYZ HUK

accountants and auditors were underway at various stages of

completion, and are all planned to be published during 2020.
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The European Supervisory Authorities’
Anti-Money Laundering Committee

European Supervisory Authorities (i.e., the European Banking
Authority, the European Securities and Markets Authority
and the European Insurance and Occupational Pensions
Authority) have a dedicated sub-committee for AML/CFT
matters (“AMLC") aimed at ensuring closer co-operation and
consistency in AML/CFT practices. On a quarterly basis,
the FIAU, together with other relevant AML/CFT supervisory
authorities from EU member states, are invited to attend
meetings held by the ESAs. In 2019, the AMLC met on 25-26
March, 3 July, 1 October and 12-13 December.

Council of Europe’s Conference of the
Parties to the CETS-198

The FIAU also forms part of the Maltese delegation to the CETS-
198 Conference of the Parties, a Council of Europe body that
monitors how signatories to the Convention on Laundering,
:LHYJO
and on the Financing of Terrorism are implementing the
convention. Monitoring is carried out through annual thematic
reviews focusing on particular requirements of the convention,
which do not otherwise arise from other international standards
in the area of AML/CFT.

At the last meeting of the Conference of the Parties, held

' VWPJZ VU [OL (43*»Z HNLUKH P UJSNKL Knh BttashouwgTird QBtoéber Z000HsYgRatories were assessed

between EU supervisory authorities, updates from the
AYVWLHU *VTTPZZPVU
Action Plan, discussions on the interpretation of ‘serious AML/
*-o IYLHJOLZ»
pay-outs and discussions on the AML/CFT regulation of

Virtual Financial Assets Service Providers, which included a

presentation delivered by the FIAU.

60

on their implementation of two provisions of the convention

\WKH[LZ VU [OLrelad)td th8 allity 48ndtional FIUs to postpone domestic
Z\ZWPJPV\Z [YHUZHJ[PVUZ HUK [OL WVZZF
\WKH[LZ VU [OL +LWYVZP [ mohkeY ldundéring: ari@ingTwhere one suspected or ought to

have suspected that the assets being handled were proceeds
of criminal activity. Malta was found to be compliant with
both provisions.

Of note is that, in the course of that meeting, Dr Alexander
4HUNPVU 72OV OLHKZ [OL
elected to the Bureau of the Conference of the Parties. The
Bureau assists the President of the Conference of the Partse
and ensures the preparation and continuity of meetings.

:LPa\YL HUK *VUAZJH[PVU VM [OL 7°

-0(<»Z 3LNHS (\I



EU’s Expert Group on Money Laundering
and Terrorist Financing

The Expert Group on Money Laundering and Terrorist
Financing, commonly referred to as the EGMLTF, is chaired
by the European Commission and brings together the national
(43 *-; L_WLY[Z MYVT [OL

Annual Report 2019

The Egmont Group of FIUs

The Egmont Group (EG) of FIUs is a body that brings together
164 FIUs from across the globe. The group has as its strategic
objectives: facilitating bilateral and multilateral exchangesf

information; strengthening FIU capabilities; expanding the

,< TLTILY Z[H[INZY VWO s 2V WIPSKSX¥M RUVASLKNL" HUK ERL]LSVV

MYVT [OL 3LNHS (\HPYZ ZLJ[PVU H[[LUK [Adtitidh¥ly,\tié-E Managesthd Egidaht Secure Web (ESW),

national experts. The EGMLTF advises and provides expertise

to the European Commission and serves as a co-ordinating
body and a platform for the exchange of views on various
AML/CFT matters.

In 2019, the EGMLTF met six times in Brussels, Belgium.
+\YPUN [OVZL TLL[PUNZ ,\YVWLHU
national experts discussed and formulated various key EU
(43 *-; WVSPJ THJ[[LYZ
the assessment of high-risk third countries and a number
of legislative proposals, such as on facilitating the use of
AUHUJPHS PU[LSSPNLUJL
board by the European Commission on various initiatives and
proposals, enabling national experts to discuss and provide
their feedback.

The topics discussed during the year under review included
the state of play of the 4th and 5th AMLD transpositions, the
\WJIJVTPUN
on EU member states, the European Semester Fact Finding
Missions in all member states, as well as the state of play of
[OL PU[LYJVUULJ[PVU VM ,<
registers and the publication of a consolidated list of trusts
and similar legal entities.

The EGMLTF was also involved and contributed towards a
number of European Commission reports that were published
in July 2019 (AML package). This AML package included reports
on the co-operation between EU FIUs, the Supranational Risk
Assessment (SNRA), a post mortem report reviewing recent
alleged ML cases involving EU credit institutions and a report
on the possible interconnection of bank account registers.

which is an electronic communication system that allows
LUJY W[LK ZOHYPUN VM AUHUJPHSTRLFYBSP
among member FIUs.

The EG convenes two meetings per year. Typically, these
meetings are used by FIUs to identify ways in which international
co-operation may be improved, launch new projects, conclude

MoUs, endorse new EG members and share best practice.

During 2019, these meetings took place in Jakarta, Indonesia,
and The Hague, The Netherlands.

In Jakarta, the EG held Working Group meetings that
consisted of the Information Exchange Working Group,

*V T TNeemmb @& shlp, BliggdoH SEd K bnkpliance Working Group,

Policy and Procedures Working Group, and the Technical

ANOPJO PUJS\KLK As8idtance» ZndNTvathihd "Wdrlding Group. These working

groups advance operational projects and form new initiatives
[OH[ TLL[ [OL VYNHUPZH[PVU»Z Z[YH[LNPJ

;OL L_WLY[ NYV\W PZ \ZLK HZ H ZVV\UKPUN

[O (43+ L\LJ[P]JL PTWSLTLU[H[PVU HZZLZZTLU]

ILULAJPHS T¥hdvd niateCsRanegiP, dedision DHeed Bnd consequential

discussions among each other, in 2015, the Heads of Egmont

Group FIUs decided to focus the plenary meetings around
ZWLJPAJ [OLTLZ ;0L [O ,NTVU[ .YV\W 7S
The Hague addressed the topic of Enhanced Public-Public
Co-operation (PPC) from the perspective of an FIU. The goal

was to raise awareness among members on how FIUs could
enhance their co-operation with other competent authorities

to better identify, understand and tackle ML/TF risks and to

ANO[ 43 ;- HUK WYLKPJH[L V\LUJLZ TVYL L
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The EU’s FIU Platform

iOL ,<»Z -0< 7SH[MVYT PZ HU PUMVYTHS NM{D LYP[HNSWPM OTLLK IRY Z[H]L [OL ,FPMWUMHJ
between EU FIUs and to provide advice and expertise to the EC on FIU operations @rfunctions. In 2019, the FIU Platform was
convened in Brussels, Belgium, four times, on 5 March, 11 June, 19 Septembeand 11 December.

During these sessions, the EC updated the representatives present on ¢hstate of play of various legislative initiatives, many of
AOPJO HYL PU[LUKLK [V LUOHUJL JV WWUYHEPAM UHMNOVMLR[PQEZ KPN[L WSH' H YMWSAUPU |
PUJLZ[PNH[PVU HUK WYVZLJ\[PVU VM JYPTPUHS V\LUJLZ PUJS\KPUN 43 -;

;OL ,* WYLZLU[LK P[Z (43 7HJRHNL [V WH/Y[© ILPAWNWY[MVUKPZW\IZZIPWU VU [OL JVUJ:
namely:

H Z\WWYHUH[PVUHS YPZR HZZLZZTLU[ VM [OL 43 ;- YPZRZ H\LJ[PUN [OL <UPV
H YLWVY[ HZZLZZPUN [OL MYHTL"AV YPROMNOYP YK<ZW¥\UVYWPWZYH[PRW WIZ[HISLZ H
enhance co-operation between FIUs within the EU;
H YLWVY[ HZZLZZPUN [OL JVUKP[PYUHE[PMYKZ[BUKLWOVBUKSY ZAVEVPLUZ\YL ZI
interconnection of centralised bank account registers and data reteval systems; and
4) areport assessing recent alleged ML cases involving EU credit institons

;OL WSH[MVYT TLTILYZ JVU[PU\LK [OLIPYMPEZJI\EZZPVOZ VU[PYY M{QW[ Z\WHANIP[S[O
PU[LSSPNLUJL IL[ALLU ,< -0<Z HUK [OL SLNHSZ HUKJWYH [PIHIS] VPALIUY H.[ PANOUHHEN B 2V M

MONEY VAL

The Committee of Experts on the Evaluation of Anti-Money Laundering Meares and the Financing of Terrorism (“MONEY VAL")
is a permanent monitoring body of the Council of Europe entrusted withwaluating compliance with the principal international
AML/CFT standards (“FATF Recommendations”). Malta is a member of MONKXL, along with a number of other Council of

AYVWL TLTILY Z[H[LZ 4HS[H»Z (43 *-LWUNPRKLI PZ6BL®-BYSP[YO [OL SH[LZ[ 4\[\HS ,]
on Malta having been published in 2019

:OL -0(< PZ WHY[ VM 4HS[H»Z KLSLNH[PMXK[K 45BK@\EHY [ PIURKWOIHIZKHRU [OL [*V 465, @ -
[OH[ [VVR WSHJL PU :[YHZIV\YN -YHUJL -B(k MBEIPHISE #LYLTHISZV PU]VS]LK BHpE@L J
5" Round Mutual Evaluation.

VY M\Y[OLY PUMVYTH[PVU VU 465,@=(3»Z [ICHIV\UKMIMIVH[PY BENMYHE[HSWH TLU[Z HUK OUP[PH[P]LZ ZLJ[PVU
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During the 2019 Plenary Sessions, MONEY VAL adopted four The sharing of best practices and concerns on common
Mutual Evaluation Reports for Malta, Moldova, Cyprus and areas of interest enable competent authorities to strengthen
the British Overseas Territory of Gibraltar, as well as a number their capabilities to combat ML/FT. A discussion on the
of other follow-up reports. Apart from adopting country 465,@=(3 Z[YH[LN® [OH[ PSS ZOHWL 465,
assessment reports, during these Plenary Sessions member for the period 2020-2022 was another important matter
states have also discussed a number of relevant topics, tackled at the December plenary session. During the
such as asset recovery, the autonomy and independence of same session MONEYVAL member states elected a new
-0<Z TVKLYU ZSH]JLY® HUK O\THU [YH]JP&réaN fof e upkbrivig Pid Neat§ [ which is responsible
of ML/FT national risk assessments and the revised FATF for preparing the work of the MONEYVAL Committee and
Recommendations on virtual assets. consists of a Chairperson, two Vice-Chairpersons and two
other members.

Cash Restriction Regulation

( YLIJLU[ WVSPJ® KLJPZPVU [HRLU I [OUVVTAYBIHWLKVI UHEBNHEIHAZILY »Z )\KNL]
Finance Minister and seeks to limit cash payments to €10,000 for the acquiison of certain goods, such as immovable property,
cars, boats and yachts, diamonds, precious stones and works of art.

The FIAU has been entrusted by the same Minister, as well as the National Co-Omdting Committee on Combating Money
Laundering and Funding of Terrorism, to implement this policy decisim including the drafting of the required legislation, and its
LILU[\HS Z\WLY]PZPVU HUK LUMVYJLYVULZZV [FORK- 0O+ EMNHAMMUINIW K YLZUHYNOZVU
and is in communication with foreign FIU counterparts for a bettemnderstanding of their respective legislative and implementing
mechanisms on cash payment restrictions.

Despite a relatively recent initiative at EU level to harmonise cash réastion policies, culminating in a study published by the EU
Commission in 2017, this was later abandoned with no legislation begnenacted at EU level to restrict cash payments. That said, the

majority of member states have legislated in favour of cash payment regttions on a national level, with Malta seeking to do the same

I [OL AYZ[ X\HY[LY VM -VY [OPZ YUBZVW/ YIRRUN(RVPE YIWYWWZL [OL YLSLIHYPVKNISN[RUU®
with the appropriate way forward in its implementation and supervision.
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The CBAR Project

One of the new requirements introduced by the Directive (EU)
2018/843 (“5"" AMLD") is the obligation by member states
to establish centralised automated mechanisms to allow
the retrieval of information on anyone holding or controlling

Directive (EU) 2019/1153 further widened the spectrum of
authorities that are to have access to the information retrievable
through these centralised automated mechanisms. Authorities
responsible for the prevention, detection, investigation and

WH TLU[ HUK THUR HJJV\U[Z PKLU[PAHISWYVD)JS[ANUNIS ZIHYZPV\NZ JYPTPUHS Y\LUJL?Z

safe-deposit boxes held by credit institutions. The purpose of
this centralised mechanism is to allow FIUs and other national
competent authorities to have timely access to informatioon
bank and payment account holders, and owners of safety-

KLWVZP[ IV_LZ ZV HZ [V PTWYV]L [OL

they discharge their functions. These mechanisms are to be
functional as of 10 September 2020.

64

access to them. Member states have until 1 August 2021 to
transpose them into national law.

Atthe national level, the FIAU was designated as the authority
tepenksibld fortRe EstabsRnieédt and management of this
centralised automated mechanism for Malta, referred to as
the Centralised Bank Account Register. Amendments to
the PMLA were proposed at the end of 2019 to expressly
provide for this new function of the FIAU. Eventually, these
amendments will have to be complemented by subsidiary
legislation to set out the functional requirements of this
mechanism, as well as the authorities that are to have access
thereto and under what conditions. It has to be remarked
[OH[ [OL SLNPZSH[P]L JOHUNLZ HYL [V YL
arising from both Directive (EU) 2018/843 and Directive (EU)
2019/1153.

Given the nature of this project, any legislative action

needs to be complemented by operational and technical
developments. Key functional requirements have already

ILLU PKLU[PALK ~P[O [OL UL_[ Z[LW ILI
of IT development companies to create the necessary
infrastructure. In addition, the FIAU is also in contact with

the MFSA and the Central Bank of Malta since these two
authorities are seen as key in identifying new institutions that
AVASK ULLK [V YLWVY[ KH[H [V WVW\SH[L
automated mechanism.

Key to this project is interaction with the parties that will
eventually have to provide the data retrievable through
[OPZ TLJOHUPZT P L JYLKP[ PU2IPHE PV
PUZ[P[\[PVUZ [OH[ WYV]PKL WH TLU[ HJJ
IBAN. A series of meetings have already been held with
the respective representative bodies of these two sectors
to raise awareness about the impending introduction of
additional reporting requirements as well as for the FIAU
to better understand how particular products work and the
volume of reporting activity that eventually can be expected.
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Malta’s MONEY VAL 5th Round Evaluation

;OL *VAUJPS VM \YVWL»Z *VTTP[[LL VWU _WMYWPVEVOL FJHOUVKLFPUN 4LHZ\YLZ HL
;LYYVYPZT 465, @=(3' JVUJIS\KLK»ZU(UJRA SAHYRYV 3 HAM KIIHYSHHN HUK *V\U[QKYN-PTUMHUJ
with the publication of the Mutual Evaluation Report that was adopted by 8aMONEY VAL Plenary at its 58 Session in July 2019.

;OL LJHS\H[PVU WYVJLZZ "~"OPJO RPJIJRYRJVKHOLSMH[ODILYPUN PM]L_[LUZP]JYUWPHM¥KYT!
statistical data, and the carrying out of a two-week on-site mission dunig which MONEY VAL evaluators met and interviewed
JHYPV\Z 4HS[LZL JVTWL[LU[ H\[OVYP [ALQLAUKVW¥BH[LSILWFPIBH[PVU ;0P OHK [O]
undergone such an evaluation process since 1998, with the last evaluath having been carried out in 2012.

;OL LIHS\H[PVU WYVJLZZ PU]JVS]LK H YLFRINPYBH[RS[HPZ KALJLY-TPUL [V "OH[ LHKOLYQK SL
[V [OL -(;-»Z OU[LYUH[PVUHS (43 *-; {HUKMYRZUKHLPVWA HZ ~"LSS HZ HU HZZLZZT
PTWSLTLU[H[PVU VM [OPZ SLNHS MYHWMMNWZAR Z7AIJ[QLPIN [LNY[YWLK V\[ MAW[QOL
J'JSL VM L]JHS\H[PVUZ 4HS[H»Z SLNHBZ[(K3WV,ZPLRJRBSL MNHPAZZL [OL -(;- OPUWTI TL|
10 compliant ratings®, 21 largely compliant ratings and nine partially compliant ratings. N of the 40 FATF Recommendations

were rated as non-compliant.

AHS[H»Z L\LJ[P]L PTWSLTLU[H[PVU VM FZOL]H&3H[L K: [HNH LY KZwithéMalia/oblaining two
A\IZ[HU[PHS \\LJ[P]LULZZ YH[PUNZ ZPZZAYK[PWNEZ NIUHQYWLL 3VA \LJ[P]LULZAZVZAP[PYNST R
PU[LYUH[PVUHS JV VWLYH[PVU HUKURBHS LZ A TW[PLVTUAD YH[SH/[UL W W AVYX KR HELY\H [PV U
6U [OL V[OLY OHUK 4HS[H YLJLP]LK SV[/OL\HMPHLUMZZPYHUZPNAN MUK (43 *-; ZXWUN]PZ
PUJLZ[PNH[PVUZ WYVZLJ\[PVUZ HUK JVR[P JYPIMUZA ZHH [LL SVSY WZL MK/Z \PNIZJN FPTS

8. Technical compliance ratings range from compliant (the highest rag) to largely compliant, partially compliant or non-complianbging the lowest rating).
ALJ[PJLULZZ YH[PUNZ JHU IL LP[OLY H /PN® :\IZ[HU[PHS 4VKLYH[L VY 3V
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On the conclusion of the assessment, Malta was placed in
enhanced follow-up and requested to report back to the

MONEYVAL Plenary in December 2020. Moreover, in view
of the results obtained, Malta is being reviewed also by the

-(;-»Z OU[LYUH[PVUHS *VTWSPHUJL 9L]PL"

has entered an observation period that will end in October
2020. During this period Malta is urged to address the
KLAJPLUJPLZ PKLU[PALK
Malta will once again be assessed to determine whether
Z\]JPLU[ WYVNYLZZ PU YLJ[PM PUN
would have been made and whether any follow-up actions

are to ensue.

Malta is currently taking active steps to address the
shortcomings highlighted by MONEYVAL in its Mutual
Evaluation Report. The various Maltese competent authorities
involved in combating ML/FT have committed to a detailed
action plan that is being monitored closely by the National
Co-ordinating Committee on Combating Money Laundering
& Funding of Terrorism. This action plan is intended to

[OL

.YVAW  0*9. HUK

([ [OL LUK VM [OL VIZLY]H[PVU WLYPVK

KLAJPLUJPLZ UVI[LK

HKKYLZZ [OL PKLU[PALK KLAJPLUJPLZ ~P[OPU 4HS[H»Z (43 *-;

regime by the stipulated deadlines.

The FIAU, being the authority in Malta responsible for the
receipt, analysis and dissemination of ML/FT suspicious

YLWVY[Z HUK V[OLY AUHUJPHS PU[LSSPNLUJL

AML/CFT supervisory body, has in turn developed its own
action plans to enhance its operations and address the
MONEY VAL Recommendations. As already reported earlier
in this Annual Report, the FIAU, in close liaison with the EU
Commission and the EBA, implemented by March 2019 an
action plan designed to strengthen its supervisory function,
through which the FIAU managed to implement the vast
majority of recommendations made by the MONEYVAL
assessors related to AML/CFT supervision.

In line with a detailed action plan, the FIAU is also actively
enhancing its ML/FT analytical processes, as well as its

[YHPUPUN HUK V\M\[YLHJO JHWHIPSP[PLZ HUK

ensure the implementation of the remaining MONEYVAL
recommendations that necessitate action by the FIAU.
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Proposed Amendments

to Malta’s AML/CFT Regime

HzZ "LSS HZ [OL THPU

During 2019, the FIAU started drafting the amendments to
the Prevention of Money Laundering Act (PMLA) and the
Prevention of Money Laundering and Funding of Terrorism
Regulations (PMLFTR) with the aim of transposing into
national law the 3" AMLD (amending the 4 AMLD). The

proposed amendments continue to strengthen and enhance
the legislative framework in place for the prevention and
combating of ML/FT.

The draft Bill amending the PMLA was drawn up by the FIAU

WHY[S® PU JVUZ\S[H[PVU ~P[O [OL 6]JL VM

and was presented to the Ministry for Finance.

L\VY[Z [OH[ ~PSS

The FIAU concurrently issued for consultation its proposed
amendments to the PMLFTR on 14 October, giving
representative bodies of the various sectors, subject persons
and other stakeholders three (3) weeks to provide their
comments and feedback. The FIAU subsequently received
feedback from various subject persons and stakeholders,

AOPJO "HZ [HRLU PU[V JVUZPKLYH[PVU PU

set of proposed amendments to the PMLFTR and were
subsequently presented to the Ministry for Finance.
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Internal IT Tools

The Technology and Information Security section launched

a new internal IT Service Desk System based on the ITIL
framework to automate a number of processes related

to service management, and to ensure that IT resources

HYL \ZLK TVYL L\LJ[P]LS® ;OL :LY]PJL +L
prioritises IT service requests, allowing the section to provide

the FIAU with a better level of support while respecting intaal

service level agreements (SLAs) based on the request type.

This system provides the FIAU with a full audit trail of all types
of IT requests, such as incidents, service requests, access
requests and changes within the IT Infrastructure. These
requests are executed according to the approval of the
respective manager or director through the approval system,
AOPJO PZ PU[LNYH[LK PU [OL "VYRAV~Z VN

Aninternal IT Knowledgebase System has also been deployed
and integrated with the IT Service Desk System to provide
instant FAQs and related help topics before submitting an
IT Service Request. This system provides the Technology
and Information Security section with an Internal IT Wiki to

TEC H N O LOG I CAL consolidate all IT procedures and technical documentation

in a centrally indexed location.

DEVELOPMENTS o

knowledgebase systems, a Project Management tool has

been implemented to plan, co-ordinate and keep track of
:LIVYP[® JVU[PU\LZ [V IL H[ OLHY[ VM [OOOQ(<GEZ<»2DRNLHYWV\YX[Z ;0O0PZ PZ HU LEZLUIF
In 2019 the FIAU engaged IT security experts to perform a leaders and project members to provide timely and up-to-
UNTILY VM WLUL[YH[PVU [LZ[Z VU [CHUHO ( <dateOepdrid M W0pl Mavagement.
on the new systems deployed to the public. The Technology

further complement the IT service desk and

and Information Security section was also responsible for To be able to proactively pre-empt any downtime or data
disseminating information on e-mail phishing and malware as loss, further Monitoring Systems have been implemented to
part of security awareness campaigns organised by Interpol TVUP[VY [OL -0(<»Z 0; PUMYHZ[Y\J[\YL >l

HUK |7 40;(»Z * ILY :LJ\YP[" (NLUJ" OUMYV YnetwprkVedotreled. ZOH Y LK

PU[LYUHSS [V Z[H\ [OYVANO JHYPV\Z JOHUULSZ HUK TLKPH HUK

L_[LYUHSS VU [OL -0(<»Z ~LIZP[L HUK 3PThR [FKAQLha# El$dLimplemented a new digital and user-
MYPLUKS® =PZP[VY 4HUHNLTLU[ :"Z[LT H[ [O
which together with numbered visitor tags, securely and
L\LJ[P]LS® SVNZ [OL KH[L HUK [PTL PUZHUK V!
]JPZP[PUN [OL -0(<»Z WYLTPZLZ ;0L Z Z][
transparency of the location of each visitor for physical
ZLJI\YP[' HUK AYL HUK LTLYNLUJ® ZP[\H[P"
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New Team Structure

The technology and information security team was restructuredot future grow the team into two new sub-teams, to dedicate
resources on new projects and tasks. The two new teams are:

* Network and Security: focusing on threat detection and network managment; and
* Business Applications: focusing on assisting internal departmentsvith their internal tools and
Business Intelligence reporting.

Ongoing Projects

The FIAU initiated a number of other critical technological projects #éhare currently being developed and planned to be deployed in

2020. The Centralised Bank Account Register and the new Angtical System (goAML) will provide the FIAU further automati in the
YL[YPL]JHS VM AUHUJPHS KH[H PTWIYVHPRWUHS -D(<HA RPIJLNUK P V] IVANMN[OH P H\ W Y M DR
the reporting process for subject persons. Most importantly, these telenological developments will fully address the MONEY VAL
recommendations that have been recently reported in the 5SMONEY VAL report.
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EMPLOYEE EDUCATION

"OYV\NOV\[ HUK HZ PU WYL]PV\Z KHYZP UJQZ[-® HVK[BUVWVY[ P[Z P[BN [OW V\
LUOHUJL [OL ZRPSSZ ULLKLK [V JHYYPNM\$ [OKRYHWRVU[PY WA INIOJ[[OYV\NO ZLYRUBKPALKUK
" [OPYK WHY[PLZ VY I° V[OLY H\[OVYRFP MZSHUIK [IW[lOP & ¥ J YSHSP UHPUKN H I Y VHEK< ZPHO H|

having attended training overseas during 2019.

The training opportunities provided in 2019 ranged from soft skills sutas minute writing and public speaking, to leadership
HUK THUHNLTLU[ ZRPSSZ HZ ~LSS HZ;[ZHRPYPDUNHVUK [WWRZZ ¥YM O ;HXZWVSZ [V SBOHUJL
major proportion of the educational initiatives pursued in 2019 related tAML/CFT and legal and regulatory developments. More
ZWLIJPAJHSS H ZPNUPAJHU[ U\TILWPVRUMNYVWZ AUWNUJPWISUZ LPYQP[XYLZ ARJJLAOH B UKH

crime and new technologies, to name a few.

-YVT [PTL [V [PTL [OL -0(< HSZV VYN NWRAZP MIZIVWRLHX.NPMWPY [OL \UPX\L L\KMJIPI[2 ZUHAS
LUNHNPUN [OPYK WHY[  L_WLY[Z [V KLSPOLY -V (K HPHK NLUKK AHUHNWUT LW [ [OLTZLS]LZ

the FIAU to address gaps in a swift and comprehensive manner.

ou [OL -0(< VI\LYLK [V ZWVUZVY HUU PU[HPUP[UK [OWSNY[RPELK (U[P 4VUL  3H
*(4: JLY[PAJH[L H X\HSPAJH[PVUYDR NZPRUKLYR[OPY JGIS$43 *-; ZWOLY L[ H\O[WW\R OW\[

this opportunity and commenced their studies.

"OYVANOV\[ [OL "LHY [OL -0(< OLSK [GYLLONIZULYHISFPUNY TYP[PN [VNL[OLYLHS® [OL
[OL V]JL [V RLLW LHJO V[OLY HIYLHZ[ WP[ONWLRHE[HU KPURQRY[RWEZVTPUN WKSQLJ[Z
environment. During these meetings, the FIAU often invites various gst speakers to address the employees on a number of

topics.

In 2019, for instance, guest speakers delivered interventions on meakthealth on one occasion, and on motivation and leadership
VU HUV[OLY VJIJHZPVU 4LL[PUNZ HYNVY WABJHSIES SO LZPKN B B ANV S PIH[P ¥ UID HYA/ [OK 4

Cittadella in Gozo and the Maritime Museum in Birgu.
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