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Introduction and legal basis

1. Financial institutions and credit institutions (héte F G SNJ WA y a i A ( dplake2ayicdt Q0 K |

maintain policies and procedures to comply with their legal obligations in accordance with
Article 8 of Directive (EU) 2015/849 (AMLDhese policies and procedures include policies and
procedures to identify and manage the risks to which they exposed, for example credit risk

or the risk that they may be used for money laundering and terrorist financing (ML/TF) purposes.
Where a financial institution takes a decision to refuse to enter into, or to terminate, business
relationships with indiidual customers or categories of customers associated with higher ML/TF
NAa1Z 2N 02 NBFdzasS (2 OF NNB 2dzi KA INASANI Aay] KQEdC

2. While decisions not to establish or to end a business relationship, or not tgy carr a
transaction, may be in line with Article 14(4) of Directive (EU) 2015/849 (AMLIikdw of

SYGANB OF{iS3a2NARSa 2F OdzaG2YSNEX ¢A0GK2dzi RdzS O

can be unwarranted and a sign of ineffective ML/TE m&nagement.

3. To assess the scale and impact ofridking across the EU and to better understand why
institutions decide to deisk particular categories of customers instead of managing the risks
associated therewith, the EBA launched a series of irdtion gathering exercises in 2020,
reaching out to all relevant competent authorities across the EU, as well as to external
stakeholders.

4. Based on this, the EBA assessed whether it should take additional steps to complement relevant
provisions in exishg EBA instruments to address unwarrantedr&ing in the EU and to
promote further sound ML/TF risk management practices. This Opinion sets out what these
additional steps should be.

5. The EBA has consulted stakeholders on the issues raised in thisrOfniroughinter aliaa
public Call for Input, public roundtable discussions and through a number of engagements with
the Banking Stakeholder Group. These consultations were performed in addition to ongoing

! Directive (EU) 2015/849 of the European Parliament and the Council of 20 May 2015 on the prevention of the use of
the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 648/2012
of the European Parliaemt and of the Council, and repealing Directive 2005/60/EC of the European Parliament and of
the Council and Commission Directive 2006/70/EC (OJ L 141, 5.6.2015, p. 73).
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discussions on emerging findings and recommerdgtia Ay  { K $naking cofriittees? £ A O &
as well as through bilateral exchanges with competent authorities and international standard
setting bodies such as the secretariat of the Financial Action Task Force. The costs and benefits
assessments made infrde G A2y G2 GKS 9.! Qa 3AdzA RSt bas&la 2y a
AML/CFT supervision also apply to the proposals made in this Opinion.

6. The EBA competence tteliver an Opinion is based omrticle 16a(1) andirticle 29(1)(a)of
RegulatioEU) No 1093/20%01 & LJ- NI 2F GKS 9. ! Qa 202S0GA@GS i
a common Uniorsupervisory culture and consistent supervisory practices, as well as in ensuring
uniformprocedures and consistent approaches throughoutlthionin relation to financial and
ONBRAG AyalAaddziaizyaQ | LILINE |-riSkng, iurkler Dieegtive /(BL) NRA & | 3
2015/849.

7. The Board of Supervisors has adopted thgnionwhich is addressed to competent authorities
and the Europeand@nmission and the EU degislatorsin accordance wittArticle 14(7) of the
Rules of Procedure of the Board of Supervisors

General comments

8. The EBA found that désking occurs across the EU aftects different types of customers or
potential custoners of institutions, including specific segments of the financial sector such as
respondent banks, payment institutions (PIs) and electronic money institutions (EMIs), as well
as certain categories of individuals or entities that can be associated withrigL/TF risks, for
example asylum seekers from high ML/TF risk jurisdictions offangirofit organisations
(NPOs)While the impact and scale of d@esking within different categories of customers vary,
de-risking can lead to adverse economic outcornesmount to financial exclusion. Financial
exclusion is of concern, ascess to at least basic financial products and services is a prerequisite
for participation in modern economic and social life

9. At EU level, deisking, especially if it isnwarranted, has a detrimental impact on the
I OKASOSYSyYyid 2F (KS 9! Qa 202SO0AGS&E AYy LI NIAOC
LINEY20GAY3 FAYFEYOALFf AyOfdzaAzy FyR O2YLISGAGAZY
respondent bankare being derisked, this can also affect the stability of the financial system of
that Member State.

10¢KS 9.1 ARSYGATASR | ydzYo Stdeisk. TReSFd@Erdde ndtT Ay a
mutually exclusive and in practice are often combin€dese include situations where ML/TF
risks or reputational risks exceed institutions' risk appetite, where the institutions lack the

2 Regulation(EU) No 1093/2010f the European Parliament and of the Council ofNtsvember 2010 establishing a
European Supervisory Authority (European Banking Authority) amending Decision No 716/2009/EC and repealing
Commission Decision 2009/78/EQJ L 331, 15.12.2010, p. 12).

3 Decision adopting the Rules of Procedure of the Eurofgearking Authority Board of Supervisafs22 January 2020
(EBA/DC/2020/307).
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relevant knowledge or expertise to assess the risks associated with specific business models or
where the real or expectedost of compliance exceeds profits.

11.Since 2016, the EBA has issued guidelines and opinions to help institutions manage ML/TF risks
associated with individual business relationships in an effective manner by setting clear,
regulatory expectations of theteps institutions should take in that regard. These include the
9.1 Q& HnAamMc hLJY A%y the FBANMA/ER Righ FactdBsSSidehBs from 2017
(revised in 2021y These instruments are designed to be used by competent authorities as well
6KSY RSGSNNXAYAYTI 6KSOGKSNI AyadadAaAddziazyaQ ! afk/
effective, and are complemented by EBA guidelines orbasled supervisidrand consecutive
EBA Opinions on ML/TF risksSection 7 of the annexed report summarises the existing
LINEGAaAz2ya Ay 9.! AyadNHzySyida GKI G Orsking NRA o dzi S
and, if applied effectivelygshould contribute to reducing significanilystances of unwarranted
de-risking.

12.The EBA commits to following up with competent authorities on the steps they have taken to
tackle unwarranted deisking to inform the next EBA Opinion on ML/TF risks under Art 6(5) of
the AMLD, which is due to be isslim 2023.

13.TKS 9. ! Fdz2NIKSNJ y2iSax |a aSid 2dzi Ay Alda NBal
future AML/CFT framework, that in making decisions taidk certain customers or categories
of customers, institutions may face conflicting provisian EU law, in particular in relation to
Directive(EU) 2015/849 (AMLD), Directive (E2014/92 on access to payment accounts with
basic features (PABPAnd Directive (EU) 2015/23@6 payment services in the internal market
(PSD2j.

14 Specifically, inglation to the PAD, the EBA notes that while Article 16 of that Directive creates
a right for customers who are legally resident in the Union to obtain a basic payment account,
the PAD also provides that this right applies only to the extent that ingiitatcan comply with
their AML/CFT obligations. No clarification is provided on the interaction between AML/CFT
requirements and the right to open and use a payment account with basic features.

4 EBA Opinion on the application of customer due diligence measures to customers who are asylum seekers from higher
risk third countries or territoriesEBAOp-2016:07.

5 Guidelineson customer due diligence and the factors credit and financial institutionsldhconsider when assessing

the money laundering and terrorist financing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4) of Directive (EU) 2015/849.

6Guidelineﬁﬂy i KIS o Kl NJ (o)1} AS NR & i A (“)é)\vreYFZvyl- S“é[\lJ\f &l 1 dmyoR Sél\@R/,E‘supELmr ICBKNINE2N AL
andthea U SLJA U2 0S 0l 1SY 6KSYy 02y Rdasia dngedArtkldA38 0B DaektRe/(ELR Y | NA
2015/849 (amendinghe Joint Guidelines ESAs 2016, EBA/GL/2021/16

"EBAOpinion2y (KS NA&1a 2F Y2ySeé 1l dyRSNAY3I FyR (SMIMBMAEG FAY
00¢CKS hLAYA2Y 2y a[k¢C wAalacoo

8 Directive 2014/92/EU of the European Parliament and of the Council &f122014 on the comparability of fees related

to payment accounts, payment account switching and access to payment accounts with basiesf@ext with EEA

relevancg, OJ L 257, 28.8.2014, p. 2246.

9 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in
the internal market, amending Directives 2002/65/EC, 2009/110/EC and2®'E®) and Regulation (EU) No 1093/2010,
and repealing Directive 2007/64/EC (Text with EEA releva®dd) 337, 23.12.2015, p.c(327.



https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1359456/4d12c223-105f-4cf0-a533-a8dae1f6047e/EBA-Op-2016-07%20%28Opinion%20on%20Customer%20Due%20Diligence%20on%20Asylum%20Seekers%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1359456/4d12c223-105f-4cf0-a533-a8dae1f6047e/EBA-Op-2016-07%20%28Opinion%20on%20Customer%20Due%20Diligence%20on%20Asylum%20Seekers%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20Report%20on%20Guidelines%20on%20revised%20ML%20TF%20Risk%20Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/EBA-GL-2021-16%20GL%20on%20RBA%20to%20AML%20CFT/1025507/EBA%20Final%20Report%20on%20GL%20on%20RBA%20AML%20CFT.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2021/963685/Opinion%20on%20MLTF%20risks.pdf
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151In relation to this, he EBA notes that whereas Artidlg(4) of the PAD provides that consumers
must be given the grounds and the justification for a decision to terminate the contract for a
payment account with basic features , the right to be told can be in conflict with the
requirements of AMLD that prohibi Wi-2 EJEXRY I+ a RSGFAE SR Ay aSO0GAz2

16.n relation to the PSD2, the EBAnotesthalli A Of S oc 2F (G(KS t {5H LINRJA
aKIff SyadiNB G(GKFd LI eySyid AyadAiddzirnzya KF@S
services onan objective, NnolRA A ONA YA Y 12 NE | YR YyIRNRGSING A& y I (
AyailAabdziazy akKlFff LINPOARS O2YLISGSYyd | dziK2NRGA
¢KS 9.1 Q& TFAYRAY Jevel datz? af & provisiénladd thé Kdk guiahce K
for credit institutionson the circumstances in which the closure of an account must be notified
have given rise to divergent application across the EU and divergent interpretations across CAs.

171n light of the above, the EBA considers thataddress unwarranted desking and promote
sound ML/TF risk management, further action by competent authorities and thegislators
is required to support the effective implementation of provisions in existing EBA instruments
and to address provisiorteat may be conflicting across Level 1 instruments going forward.

Proposals addressed to competent authorities

18.The EBA invites competent authorities to support institutions and their users and take the steps
necessary to promote the financial inclusiohaategories of customers that are particularly
affected by unwarranted deisking. The EBA guidelines on AML/CFToasled supervisiof
have relevant provisions in that regard. The EBA reminds competent authorities that creating
the conditions to provid access to financial services to legitimate consumers is a necessary
means of fostering their participation in the internal market.

19 Furthermore, the EBA encourages competent authorities to:

a. engage more actively with institutions that disk and with uses of financial
services that are particularly affected by-deking to raise awareness of the rights
and responsibilities of both institutions and their customers and set out in practical
GSNya ¢KIG SIOK OFy R2 (2 ¥FhHOMmdndal 0SS ¢
services. Where specific information gaps exist that contribute to unwarranted de
risking, competent authorities should consider taking steps to close those
information gaps. This could, for example, take the form of information leaflets on
the type of evidence customers who are asylum seekers can provide to satisfy
AyailAaddziazyaQ AYyF2N¥IOGA2Y ySSRaz 2y GKS
identity institutions should establish and verify, and consumer leaflets that set out
what type of infomation institutions need to comply with their AML/CFT

OGuideline y G KS OKI N} OGSNRAGAOE 2F | NAa]
and the stepsto belt1 Sy 6KSYy O2yRdzOUAYy 3 a dzLJS NI A &
2015/849 (amending the Joint Guidelines ESAs 2016 72), EBA/GL/2021/16.
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https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/EBA-GL-2021-16%20GL%20on%20RBA%20to%20AML%20CFT/1025507/EBA%20Final%20Report%20on%20GL%20on%20RBA%20AML%20CFT.pdf
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obligations. Similarly, where innovative financial solution providers are being de

risked, competent authorities could work with the sector to strengthen
AyailiAahadziA2yaQ dzy RS NilkelatyhR dagiatime thke stdp2td S & 2 f
ensure that solution providers that are themselves obliged entities comply with

their AML/CFT obligations. Further examples of targeted initiatives competent

Fdz K2NRGASE KFE@GS (GF 1Sy | Npor;arid 2dzi Ay as

b. remind credit and financial institutions that, if this is warranted by the outcome of
their assessment of ML/TF risk associated with a customer, they can opt to offer
only basic financial products and services in order to restrict the abilitgers to
abuse these products and services for financial crime purposes.

Proposals addressed to the European Commission, Parliament and
Council

20.1In July 2021, the European Commission published an AML/CFT package that contains a number
of legislative prposals that could go some way towards mitigating unwarrantedisiéng and
associated financial exclusion. In particular, the Commission put forward its Proposal for-an Anti
Money Laundering Regulation (AMER)vhich states in Recital 42 and Article )#{2at where
institutions take a decision to not enter into a business relationship with a prospective customer,
the customer due diligence (CDD) records should include the grounds for such a decision. In the
| 2YYA&aA2yQa @ASs> (K Avisory gadtiiafitiBs tol &sSeys wBethero t S &
institutions have appropriately calibrated their CDD practices.

21.The EBA, based on its finding in its report orridking, considers that this provision should be
complemented by steps to clarify the relationship beemeprovisions in the PAD, PSD2, and the
l'yA2yQa !a[k/ C¢ NBLAANBYSydGad Ly LI NIOAOdzZ I NE |
the following action:

a Ly NBflFrGA2y (G2 (GKS t!53 FyR Ay ftAYyS gAl
framework in the EW? take steps to clarify the interaction between AML/CFT
requirements and the right to open and use a payment account with basic features,
for example by including in the PAD a mandate for guidelines on this point, which
could be prepared jointly by the BBand the new AntMoney Laundering
Authority (AMLAY that the Commission is proposing to establish. Such guidelines
could clarify in which situations an account with basic features should be rejected
or closed, or the basic features be curtailed, andsticontribute to ensuring that

11 proposal for a Requlation on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financingCOM/2021/420 final

PwSalryasS G2 GKS 9wc@NG ddifickoy defininy thielséopeloPagplication and the enacting terms of

a regulation to be adod in the field of preventing money laundering and terrorist financing (EBA/REP/20202%) . !
NBELER2NU 2y UKS FdzidzNB !a[k/ C¢ FTNIYSPg2N] Ay UKS 9] 0o

13 Proposal for eReqgulation establishing the Authority for AMioney Laundering and Countering the Financing of
Terrorismand amending Regulations (EU) No 1093/2010, (EU) 1094/2010,q#8J201Q0 COM/2021/421 final



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0420
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0420
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2020/931093/EBA%20Report%20on%20the%20future%20of%20AML%20CFT%20framework%20in%20the%20EU.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0421
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0421
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the balance is maintained between financial inclusion and the application of
AML/CFT requirements. Consideration should also be given to ensuring, through
changes to the PAD or through guidelines, that a review prooesmpgaint
mechanism is in place in institutions to ensure a transparent and fair process for
customers.

b. To contribute tomitigating significantly the risk of unwarranted impediments to
competition, clarify the application of Article 36 of PSD2 duringftimdhcoming
review of PSD2As part of this, the Commission may wish to consider mandating
the EBA to develop technical standards to ensure the consistent application of
Article 36.Such a mandate could include the creation of a template that credit
institutions would be required to use when notifying competent authorities when
they decide to reject an account. Regulators at EU level could gain more robust
insight on the most common reasons for rejection and take targeted steps to
address those reasons if necabg

Finally, asArticle 36 limits the notification process to the onboarding stage, the
Commission may wish to considekpanding this requirement to also include
decisions made by credit institutions to offboard payment institutions in existing
busines relationships.

¢CKA&d hLAYAZ2Y @Attt 068 LdzotAaKSR 2y GKS 9.1 Qa

Done at Pariss January 2022

[signed]

[José Manuel Campa]

Chairperson
For the Board of Supervisor
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AMLD Anti-Money Laundering Directive
AML Anti-Money Laundering

CA Competent Authority

CFT Countering the financing of terrorism
EMI Electronic money institutions

FATF Financial Action Task Force

ML Money Laundering

MONEYVAL C.omml.ttee of Expe.rts on the Evaluation of amtbney laundering Measures and the
Financing of Terrorism

MoU Memorandum of Understanding
NPO Not for Profit Organisation
NRA National Risk Assessment

PEP Politically Exposed Person

Pl Paymentinstitution

SNRA Supranational Risk Assessment
TF Terrorist Financing

UBO Ultimate Beneficial Owner

VASPS Virtual Assets Providers

VCs Virtual currencies
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Financial institutions and credit institutions (héte ¥ § SNJ WAy aGAGdziA2yaQo KI €
maintain policies and procedures to comply with their legal obligations. These policies and
procedures include policies and procedures to identify and manage the risks to which they are
exposed, for example edit risk or the risk that they may be used for money laundering and

terrorist financing (ML/TF) purposes. Where a financial institution takes a decision to refuse to

enter into, or to terminate, business relationships with individual customers or catyaf

customers associated with higher ML/TF risk, or to refuse to carry out higher ML/TF risk

GNF yal OQlAz2yaz OMAERIMEY INRFSNNBER (2 a WRS

While decisions not to establish or to end a business relationship, or not to carry out a transaction

may be m line with the provisions of Directive (EU) 2015/849 (AMLDjisléng of entire categories

2F OdzaG2YSNRI gAlGK2dzi RdzS O2yaARSNI GA2Y 2F AYyR)
and a sign of ineffective ML/TF risk management.

To assess thecale and impact of dasking across the EU and to better understand why institutions
decide to derisk particular categories of customers instead of managing the risks associated
therewith, the EBA launched in 2020 a series of information gatheringercises, reaching out

to competent authorities across the EU, as well as to external stakeholders. The EBA found that:

9 derisking occurs across the EU aaffects a great variety of customers, including
customers that are themselves institutions suchrespondent banks, payment institutions
(Pls) and electronic money institutions (EMIs), as well as certain categories of individuals or
entities that are associated with higher ML/TF risks, for example asylum seekersfor-Not
Profit Organisations (NPOs).

1 while the impact and scale of desking within the different categories of customers vary,
it can lead to adverse economic outcomes or amount to financial exclusion. Financial
exclusion is of concern becauaecess to at least basic financial productd aarvices is a
prerequisite for participation in modern economic and social life, and creating the
conditions to provide access to financial services to legitimate consumers is a necessary
means of fostering their participation in the internal market.

1 at EU level, deisking, especially if unwarranted, has a detrimental impact on the
I OKASOSYSylG 2F (GKS 9! Qa 202S0GA@Sas Ay LI N
effectively, and promoting financial inclusion and competition in the single mafkietre
I aSYOoSNI {dFdSQa NBaLaskeRk Sefiskingochnyalsad affdctNi® 6 SA Y
stability of the financial system of that Member State.

¢KS 9.! ARSYUAFASR I ydzyo SNJ 2k Fbsk driSekkkare acF A y &
mutuallyexclusive and in practice are often combined. These include situations where ML/TF risks
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or reputational risks exceed institutions' risk appetite, where the institutions lack the relevant
knowledge or expertise to assess the risks associated with spgacsiitess models or situations in
which the real or expected cost of compliance exceeds profits.

Since 2016, the EBA has issued guidelines and opinions to help institutions manage ML/TF risks
associated with individual business relationships in an effectianner by setting clear, regulatory
expectations of the steps institutions should take in that regard. Applied effectively, these
instruments should contribute to reducing unwarranted-dgking. The EBA assessed whether
further steps should be taken twomplement provisions in existing EBA instruments. The Opinion
that accompanies this report sets out what these additional steps could be.
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maintain policies and procedures to comply with their legal obligations. These policies and
procedures include policies and procedures to iifgrand manage the risks to which they are

exposed, for example credit risk or the risk that they may be used for money laundering and
terrorist financing (ML/TF) purposes. Where an institution takes a decision to refuse to enter

into, or to terminate, business relationships with individual customers or categories of
customers associated with higher ML/TF risk, or to refuse to carry out higher ML/TF risk

GNF yal OQlAz2yaz OMAEIMEY INRFSNNER (2 a WRS

2. While decisions not teestablish or toend a business relationship, or not to carry out a
transaction, may be in line wittihe provisions of Directive (EU) 2015/849 (AMER)e-risking
2F SYGANB OFGS3aI2NARSa 2F OdzaG2YSNBRI 6AlGK2dzi R
profiles can be uwarranted and a sign of ineffective ML/TF risk management that ultimately
can affect wholesale categories of customers.

3. The EBA has taken a number of steps to address unwarrantadkileg and promote sound risk
management from an AML/CFT perspectivet haluded:

1 GKS 9.1 Q& Hnanmc hLAYA2Y 2y I aeéfdzy aSS{USNEZ
to mitigate risks of financial exclusion of asylum seekers in situations where they are
unable to provide the standard Customer Due Diligence document&tion;

1 the EBA ML/TF Risk Factors Guidelines from 2017 (revised int20t)set clear
SELISOGIGAZ2YyEa NBIFNRAYI AyaldAaddzZiaz2yaQ Yyl 3
that AMLD does not require institutions to no longer offer services to some catasgorie
of customers associated with higher ML/TF risk, but to manage associated risks on a
risk-sensitive basis;

Yy NI A Ot S  mn & mMembér ISiEtsisFal Bduire dhét - wiheredan obliged entity is unable to comply with the
customer due diligence requirements laid down in point (a), (b) or (c) of the first subparagraph & B3(t), it shall

not carry out a transaction through a bank account, establish a business relationship or carry out the transaction, and
shall terminate the business relationship and consider makiBgsaiciousTransaction report to the FIU in relatioo t

the customer in accordance with Article 8B.

15 Opinionof the European Banking Authority on the application of customer due diligence measures to customers who
are asylum seekers from highesk third countries or territories, EBBp-2016-07.

18 Guidelineon customer due diligence and the factors credit and financial inatitstshould consider when assessing
the money laundering and terrorist financing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4) of Directive (EU) 2015/849.



https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1359456/4d12c223-105f-4cf0-a533-a8dae1f6047e/EBA-Op-2016-07%20%28Opinion%20on%20Customer%20Due%20Diligence%20on%20Asylum%20Seekers%29.pdf?retry=1
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20Report%20on%20Guidelines%20on%20revised%20ML%20TF%20Risk%20Factors.pdf
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1 the EBA revised Ridlased Supervision GuidelinEsyhich emphasise the importance
for CAs to understand why institutions resort to-dgking andwvhy some segments of
the financial sector and/or categories of customers are particularly affected by de
risking. The guidelines also require Cis consider whether their guidance or
communications could have unintended consequences and could poterigalilyto
unwarranted, wholesale desking of entire categories of customers.

4. In addition, the EBA highlighted in its three successive Opinions on ML/T#thiaksustomers
affected by derisking may resort to alternative payment channels in the EUedselvhere to
meet their financial needs. As a result, transactions may no longer be monitored, making the
detection and reporting of suspicious transactions and, ultimately, the prevention of ML/TF
more difficult.

5. On 1 January 2020, the EBA received w legal mandate under Article 9a of Regulation (EU)
No 1093/2016°G 2 f S RX O22NRAYFGS FTYR Y2yAd2N 4§4KS 9!
and to approach that fight holistically across all areas of its work. In light NJ&& { A Yy 3 Qa
detrimental img Ol 2y 9! Qa 202S0iA@Sa (2 FAIKIG FAYLY
simultaneously, financial inclusion and competition in the single market while maintaining the
stability of the financial system, the EBA decided to assess the scale and imgecisiing at
EU level with a view to tackling the drivers ofriking comprehensively and not purely from
an AML/CFT perspectiye

6. For this purpose, and to acquire a more comprehensive and robust understanding of the scale
of derisking at EU levelhe EBA launched in spring 2020 a series of informagathering
exercises to better understand the scale and impact ofigikeing at EU level. These included a
call for input on derisking” to reach out to all stakeholders across the financial sectoriand
users, and extensive engagements with all relevant competent authorities.

7. The EBA assessed on this basis whether further steps should be taken to tackle unwarranted de
risking, including by exploring the interaction between provisions in theMatiey Laundering
Directive (AMLD), the Payment Account Directive (PAD) and Payment Service Directive 2 (PSD2)
that, together, could help ensure that legitimate customers have access to the financial system.

YGuideline2 y G KS OKI NI OGSNAAGADE FEARYNF S8 b | dz§ R Suehsiah} P
andtheda i SLJA G2 0S Ul 1SY 6KSYy 02y Rda3ia dnged ArtieldA38 0)I8f Daettie/(ELY
2015/849 (amendinghe Joint Guidelines ESAs 2016, EBA/GL/2021/16

8 The EBA is mandated to issue under Art. 6(5) of Directive (EU) 2015/849 eveygampinionof the European o
Yyl AYy3 VdzZUK2NRAGE 2y 0KS NRala 2F Yz2ySe flhdzyyRSNAYy3I IyR US
00¢CKS hLIAYA2Y. 2y a[k¢C wAalaco

19 Regulation (EU) No 1093/2010 of the European Parliament and of the CounciNof/@hbe 2010 establishing a

European Supervisory Authority (European Banking Authority), amending Decisidh6/2009/EC and repealing

Commission Decision 2009/78/KEQJ L 331, 15.12.2010, p.c¥Z.

20EBA Regulation, Article 1(5)
2/ F £ £ T2 NINAWALIdRD, 3 | WARS Koifisanciklsardicés i EugyeantBENKIR) A dthority (europa.eu)

< &



https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/EBA-GL-2021-16%20GL%20on%20RBA%20to%20AML%20CFT/1025507/EBA%20Final%20Report%20on%20GL%20on%20RBA%20AML%20CFT.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2021/963685/Opinion%20on%20MLTF%20risks.pdf
https://www.eba.europa.eu/regulation-and-policy/anti-money-laundering-and-countering-financing-terrorism/call-input-%E2%80%98de-risking%E2%80%99-and-its-impact-access-financial-services
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8. To assess the scale, impact and reasons afstténg at EU level, the EBA carried out a series of
information-gathering exercisethroughout 2020 and 2021

1 Firstly, the EBA gathered information from CAs:

0 as part of the questionnaire that circulated &ML/CFT CAaend wasprepared
insdzY YSNJ vnun F2NJ 0KS LldzN1}2asS 2F GKS 9. !
included a dedicated section onisking in order to gain insiglnto the/ ! Qa
assessment of the scale of the issue in their jurisdictions;

0 througha series of structured discussions throughout 2020 and 2021 at the level
2F GKNBS 2F Ada aidlyRAy3a O2YYAlGGSSa
protection and financial inclusion, and with payment services. The purpose of
these exchanges was to gain compeakive insights from all relevant CAs and
to cover all the angles of desking;

0 in autumn 2021, the EBA conducted-diepth interviews with five AML/CFT
NCAs about their experience of-dsking and the initiativethey had taken to
address it.

1 Secondly,ri addition to information gathered through CAs, the EBA reached out to
SEGSNYI € a0l 1SK2f RSNA OKNRdJAK | Lz f A O W/
understand better the scale and impact of-deking in the EU. The Call included a first
set of questims that targeted institutions that take decisions to-dgk, to identify the
drivers of derisking, whereas the second set of questions targeted those affected by
these decisions. In total, 293 respondents contributed to the Call, including 11 financial
and credit institutions and consumer organisations.

1 Thirdly, as part of the Call for Input, the EBA organised a virtual panel in September 2020
where it invited Notfor-Profit Organisations (NPOs) as one of the customer groups that
is most impacted by deasking, to share their experiences and concerns abotrisléng
in the EU.

9. The EBA adopted a muitii SLJ | LILINR I OK (2 aasSaa NBalLRyRSyl
Input.The9 . ! Qa FANRBRG aidSLI G2 FylfeasS (KScchBrglLl2zyaSa
02 GKSANI NBRBESANVAQIKBIRPOBSE A 6 A OEskand thes@difectéd | A y 3
by it at the onboarding or offboarding stage) and to classify them according to their status (i.e.
credit and financial institutions, private indduals, NPOs, etc.). An overview of the contributors
to the Call is presented in the Annex to this report. This exercise was followed by the
identification of all the issues reported by all respondents in order to better understand the

problems and chatinges caused by disking.
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10.When the EBA considered the responses received though the Call, four important caveats were
kept in mind:

1 the number of respondents by category may not reflect the categories that are most
affected by derisking across th&U;

9 the distribution of responses was such that the vast majority of the respondents originated
from individuals and entities that are affected by-dsking, rather than those that take de
risking decisions;

1 in the responses submitted by those affecteddsyrisking, it was not always possible to
determine whether they had been désked on the basis of ML/TF risks, or for other
reasons, such as credit risks or lack of profitability;

1 while all respondents indicated that they were operating in the EU, earaonclusions
related to the scale of deisking across the EU could be drawn from the geographical
repartition of the respondents.

11In light of these caveats, the EBA presented and discussed different aspects of the input received
through the Callatthéd S@St 2F (KS 9.1 Qa NBtSOIyld aidl yRAY
views on the matters raised, refine its analysis and gain a comprehensive view of the issues at
stake. Therefore, in drafting this report, the EBA took into account all the views sgprdaring
this series of informatiomgathering exercises.

12¢KS 9.! fa2 RNBg FTNRBY AYyF2NNIGA2Y 3FFGKSNBR |
trends (the Consumer Trend Repqr€ TRY¥ that isprimarily based on the consumer protection
priorities identified by NCAs, and that uses further input from a selection of national and EU
consumer associations, the members of the Financial Dispute Resolution NetweN&IF)Nnd
EU industry association§he EBA used additional information such as thdyacarried out
by international organisations like the Financial Action Task Force tEAfd-Council of Europe
(CoE¥, the Basel Committé@and the World Bartk.

13.The EBA then conducted its own assessment of the driversiigklag in the EU artthe impact
ofdeNAalAy3a 2y GKS adloAratAade FyR STFFSOUAOBSYySa
effectiveness of the fight against financial crime.

22 EBAConsumer Trends ReppREP/§21/04.

2EATF clarifies ridkased approach: cadey-case, not wholesale desking October 2014 FATFDrivers for "derisking"
go beyond AML/CEPR015; FATRitigating the Unintended Consequences of the FATF Stand20d4.

22COEMONEYVAL Rep@ty -HsBAS/ 3 gAGKAY azySeghtft adlisa yR (SNNRG2NRS:

25Basel Committee on Banking Supervisi@nidelineson Sound management of risks related to money laundering and
financing of terrorism, 2014 (updaden 2020).

26 \World Bank reportThe Decline in Access to Correspondent Banking Services in Emerging Markets: Trends, Impacts
and Solutions2018



https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/963816/EBA%20Consumer%20trend%20report.pdf
https://www.fatf-gafi.org/documents/documents/rba-and-de-risking.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/derisking-goes-beyond-amlcft.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/derisking-goes-beyond-amlcft.html
https://www.fatf-gafi.org/publications/financialinclusionandnpoissues/documents/unintended-consequences-project.html
https://rm.coe.int/report-de-risking-within-moneyval-states-and-territories/168071510a
https://www.bis.org/bcbs/publ/d505.pdf
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/552411525105603327/the-decline-in-access-to-correspondent-banking-services-in-emerging-markets-trends-impacts-and-solutions-lessons-learned-from-eight-country-case-studies
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/552411525105603327/the-decline-in-access-to-correspondent-banking-services-in-emerging-markets-trends-impacts-and-solutions-lessons-learned-from-eight-country-case-studies

EBA REPORT ONRIEKING w
F BANKING
) '((‘(‘(: AUTHORITY

dzSa NBLIZ2 NI SR ¢
=

=

N\

Pal

R&$NA a

od Laa
1A

14.This chapter provides an overview of the issugsorted by those affected by dasking that
NBaLR2yRSR (G2 GKS 9.1 Qa /I ff Gs# tNé greythadmy of I dzy OK
respondents that contributed to the Call, the EBA classified these issues reported by
respondents in the following two nia categories:

I Those issued reported by institutions (i.e. Cls, Pls, EMIs, other FinTech firms, trust managers
etc.);

I Those issues reported by the respondents that are not institutions, such as private
individuals, precious stones businesses or NPOs.

3.1. Issues reported by credit institutions affected by-mlgking

15Among the respondents, the EBA has received contributions from several Cls that are
respondent banksindicaing that they have seen their correspondent banking relationship
(CBR) terminated betise of ML/TF concerns.

16. Respondent banks that have lost their corresponding banking relationships claimed that:

9 the decisions made to end the business relationships were based on certain characteristics
(e.g. banks operating in higtisk jurisdictions orjurisdictions greylisted by the FATF)
ANNBALISOGADGS 2F (GKS o0lyl1aQ AYRAGARZ € ! a[ k/

9 the termination of the business relationship led to a loss of access to USD clearing and/or
EUR/SEPA clearing, as well as to cash management services and imeinaayment
services;

1 the termination also led to reputational damage, andight of widespread closures of CB
relationships and the associated risk of losing access to dollar clearing in particular, some
respondent banks took steps to lower their riglofiles by turning down or closing business
relationships.

17.Where decisions were made to end an existing business relationship, several respondents
complained that thewo or three months notification provided by Cls before the termination of
the business relationship was not sufficient. For those respondents that did not find alternatives
in the meantime, a decision to terminate a CBR led to disruptions in the business continuity
such as account closures, loss of customers and, ultimately, closuusioEbs. However, some
respondents indicated that as they were relying on more than one CBR, they were able to
maintain their operations, but had to review their pricing fees for their customers. Among the

10
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solutions found to overcome difficulties inducey & loss of CBRs, some respondents indicated
they have sought new CBRs with institutions located outside of the EU.

3.2. Issues reported by PIs/EMIs affected byr&ing

18 Most of the respondents that are Pls affecteddsyrisking claimed that these decisions were
0laSR 2y olyl1aQ LRtAOASE & FLIWXASR (2 G(KS 6K
Woflyl1Sid SEAG LREAOASEAQD { SO SinlcdrrespdBdencewitiR Sy G &
banks in this @ntext often remained vague, with no clear explanations as to whyiskeng
RSOA&aA2ya 6SNB YIRS wSalLRYyRSyda adAaA3aSaiaSR (K
to reduce competition in the market.

19In terms of impact, the respondents stated that whaecisions were made at the onboarding
stage, this forced some Ptsespecially small ones out of the market. When firms made
decisions to terminate existing business relationships, and especially when the decision was
sudden andat very short notice, repondents also reported that this led to significant service
RAANHzZLIGA 2y as AyOfdzRAY3 tLa v 2withtbedanksandlasd S (2
result, forcing them to store and secure large amounts of aashtheir own premises. One
respondent stated that this situation meant that banknotes had to be moved by plane or
armoured car, involving more expensigand risky- cash collection processes.

20.0ther respondents also claimed that decisions toerigk affect customers who cannot, for
instan@, send money to their relatives abroad. These respondents (mostly trade associations)
claimed that this could lead to a lack of means of payment, which would consequently cut off
0KS WLI afySysda 2ZRAFEKS LR2NBald O2 dpywolNdckie KA O
obstacles to poverty alleviation worldwide.

21.In terms of opportunities for Pls to request banks to review theidking decision, most of the
respondents indicated that decisions made by banks were very often irrevocable, without an
opportunity of appeal or review.

22 Respondents also indicated that very few alternatives to access financial services were possible
once they were deisked. Options included the use of other PSPs (rather than banks), or seeking
new banking relationships with alteative partners (other banks, but also FinTech firms) that
may come aamuch higher price, with an impact on fees applied to their own customers.

23.Similar to Pls, EMIs claimed that decisions taigle them amounted to decisions afféag the
entire sector. Banks are said to simply refuse servicing Hivdspective of their business
offering and customer profiléAccording to the respondents, the main argument used by banks
for terminating an existing business relationship is the @agk NR&A &1 | LIWISGAGS | yR
EMIs are unable to meet their AML/CFT obligations.

11
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24In terms of impact, EMIs indicated that decisions toeridgé& them led to disruptions in their
business continuity. Respondents mentioned, for instance, the time spahiassociated cost
to secure and switch to new bank accounts.

25.Trade associations indicated that several of their members wergsited by institutions with
whom they had had business relationships éight to tenyears, with sometimes short notice
(one or two months). According to these associations, the firms in question had varying risk
profiles and included small staups, as well as large waktablished firms with a considerable
customer base.

26 EMIs furthermore indicated that they were not provilavith an opportunity for review and
that the appeal process was often opaque.

27 EMIs that had been ddasked indicated that very few other options were available to have or
maintain access to financial services. These included, similar to Pls, the userd8Ps. Some
respondents further indicated that to preserve business continuity, they tended to have several
bank accounts when possible.

28 Both EMIs and Pls argued that Article 36 of PSD2, which provides that Member States shall
ensure that Plshaveacées 12 / LAQ LI &@YSyid | OO02dzyia aSNIIAOS:
notify CAs when accounts of PIS/EMIs are rejected, was not properly implemented across the
EEA. Respondents to the Call claimed in particular that very few Member States currently have

1 aformal mechanism in place for Cls to report to the NCA under this Article;

1 guidance for Cls in relation to their obligations under this Article (i.e. at what stage a refusal
to onboard must be notified, what mechanism to use, and in what circumstatiees
closure of an account must be notified);

9 transparent or formal mechanisms for Pls or EMIs to submit a complaint about being de
risked.

3.3. Issues reported by other respondents from the financial sector

29.n addition to Cls, PlIs and EMIs, the E&ived input from additional respondents affected by
de-risking and operating in the financial sector. These include fund managers, trust providers
and FinTech firms handling virtual currencies (VCs).

30.The EBA received feedback from fund m@&rs and trust providers. Some respondents referred
to the cancellation of bank accounts, and restrictions imposed on internet banking and all other
banking services.

12
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31 According to the respondents in this category, the reasons provided by banks that hesse t
decisions included the fact that customers were not authorised and supervised in the Member
{GFrGST 2N GKIFG GKS Odzad2YSNBRQ Of ASyiGaQ a2 dzaNOS

32.Several respondents mentioned that in the end, they had to open accatrdasank outside
the EU and/or with a PSP.

33.Several respondents provided information that would tend to indicate that FinTech firms
handling virtual currencies (VCs) are particularly affectedeaysking:

1 Some respondents claimed that some card networks have implemented new sections into
their security rules and procedurespecifically requiring all acquirers dealing with
merchants that handle VCs to provide an amount of information deemed as
WiLINP L2 NI A2YF10SQ o0& GKS NBalLRyRSyiliao

1 Respondents also indicated that banks require what they described as excessive
documentation to justify specific transfers, propose unreasonable terms and/or
extraordinary fees at the onboarding stage.

1 Respondents indated furthermore that they were denied access to operational bank
accounts used for transfers, salary deposits and accounupsp and bank accounts to
enable fiatgateways to crypto and/or access to some transactions (i.e. cancellation of cross
border ppyment services when moving client funds, wire transfers for GBP to EUR).

34 Respondents indicated that as a result of these decisions, they were unable to process incoming
payments from clients, which affected their profit and led to reputational damage.

35.Repondents indicated that alternatives included trying different banking institutions and/or
engaging withstartizL) 9alL &> o6dzi GKA&A 41 & &AFIAR (2 0SS Wdz/a

3.4. Issues reported by respondents that are not institutions

36.The EBA received input from respondentsttivare not operating in the financial sector. These
included NPOs and dealers in precious stones, in particular diamonds.

37.The EBA received input from NPOs, in particular NBSsciated with highisk jurisdictions,
both through the Call and via theedicated event organised with NPOs in September 2020.
Respondents in this category reported a number of difficulties in accessing financial services,
echoingA Y i SNy I G A2y f 2NEespyniients indictel ahat inN@rielhstdncesp
they had bea denied opening a bank account. In other instances, they reported difficulties with

27 FATFFEinancial Inclusion and NP®ErU Paris EU Public Interest ClisEnk DeRisking of NoiProfit Clients2021.

13
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their existing accounts, such as excessive delays in cash transfers in certain jurisdictions where
they are conducting their humanitarian interventions; freezing accoantsin extreme cases,
closing accounts and exiting a customer relationship.

38 Respondents indicated these decisions were made because they are operating in bighear
risk jurisdictions, or because their activities are linked to such jurisdictions (€2 th&t deliver
aid and need to transfer funds in jurisdictions that have high ML/TF risks such as Syria). This is
explained, in their views, by | Y feaisQf breaching sanction egimes adopted at the level of
the EU, the UN or the US. This is saikk&al to risk avelisnin the banking sector when dealing
with NPOs operating in those jurisdictions.

39.As a consequence of disking, respondents in this sector indicated thdiere they were able
to obtain access to payment accounthgy were spending mer time getting transactions
processed, while being unaware of the systemic drivers behind the decisions made by
institutions to delay these transactionfRespondents furthermore reported that these
difficulties can lead to significant delay in programmdivaey (especially inhe context of
humanitarian operatios), or even programmelosures.

40.To overcome these challenges, respondents indicated they resorted to a number of
Wg2N] I NBdzyRaQ GKI G AyOf dzZRSR OF NNE peysdnal@dnii K | ONJ
accounts for transferring and receiving funds, or resorting to the services of money transfer
businesses.

41 Individuals and businesses operating in the diamond trade represented a significant proportio
of the submissions to the Call for Input. Respondents in that category reported the following:

1 Respondents claimed they had been denied access to bank accounts, including saving
accounts and business accoant

9 Access to other financial products for whatcess appears to be denied also included
credit card, loans, mortgage (for both private and business use) and overdraft
facilities. Several respondents furthermore indicatttht high rates and increasing
fees had been imposed on them.

1 They reported thaho explanation was provided to explain these decisions, but many
claimed the main reason behind these decisioves a wholesale deisking of the
sector, which is associated with high ML/TF risks.

42In terms of impact, respondents indicated that-deking decisions affected their business
significantly, with fewer banks accepting business relationships with them. They referred to
fines from suppliers because of delayed in payments. This was deemed to have an impact on
the competitivity of the sector worldwie.

14
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43 Most of the respondents indicated that they could not appeal the decisions and on rare
occasions where a review was made possible, the maintenance of the business relationship was
offered in exchange of much higher fees.

44 Most of the respondents indicatl they were not able to find an alternative channel to access
financial services. When alternatives were found, they included the opening of accounts in
another jurisdiction either in the EU, but mostly in a third country (e.g. India or Dubai), the use
of PSPs or the use afforex account. Several respondents indicated they used cash payments
as temporary workarounds.

3.5. Issues reported by individuals

4A5wSTFE SOGAYy3I az2YS O2yadzYSNBAQ @AasSgas GKS 9.1 N
ombudsman. The respondent indicated that in the kestenyears it had received a number of
complaints pointing to ongoing difficulties for certain categories of individ(lg. asylum
seekers, individuals from jurisdictions under embargo or similar measures, but also third country
nationals witha residence permitin opening or maintairing bank accounts. However, the
respondent did not indicate whether, and to what extetite transposition date of the Payment
Accounts Directive (PAD) in 2018lithanged this observation. Difficulties encountered by third
country nationals to access financial services was also pomtedn the same Member State,
by arespondentthatis O2y adzYSNRAQ | a420A1 GA2Yy NBLINBaASY Ay

46) Y2 UKSNJ ANRdzL) 2F NBALRYRSyida 6SNB (K2aS AYRAQD
(i.e.customers to whom the US Foreign Account Tax Complianeg=RdiCA applidsy decision
of the US authorities). Respondents in this category reported the following:

1 In decisions made to desk them, clear reference was made to FATCA requirements.
One respondent indicated being told explicitly that the US requirements were too
burdensome and tht US sanctions were too important.

1 Respondents referred to denied access to bank accounts, mogges and/or
have experienced restrictions on bank accounts, such as limitations imposed on the
savings account and restrictions in accessing some investment products and life
insurancepolicies

15
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47 Turning to the institutions thamake decisions to dask some of their customers (that include
Clsand PIs/EMIs those that submitted their contributions to the Call for Ingeported that
they refuse to onboard ne& customers or make decisions to offboard existing customers in
accordance with their AML/CFT obligatipaad that they do not deisk entire categories of
customers.They indicatedhey would typicallyde-risk customers that belong to the following
categries:

1 CQustomers with links to jurisdictions that are associated with higher ML/TF risks
WdzZNA AaRAOQGA2y A | Aa20AF G-BRAPAGKAKNRIRKS tid/ INKE § 3
by the European Commission as having strategic deficiencies in theilCAWEgime
pursuant to Article 9(2) of AMLD and for which enhanced due diligence (EDD) is
required under AMLDThey also include those jurisdictions that give rise to particular
a[k¢C O2yOSNYya& 2NINR&ala o6dzi | NB ggoips Ay Of dzR
most affected in this category areostlylegal entities (including NFPDoperating in or
having business relationships with these jurisdictidmst also individuals from these
jurisdictions (e.g. asylum seekers).

1 Qustomers that fall within the sope of US legislationCustomer groups in this
categoryares® | £t f SR Wl OOARSY{ilFf ! YSNAOIYyaQ O0A®dSc
Account Tax Compliance AFEATCA applies}lsoffering USD clearing also report that
they cannotconduct business witmdividuals or entities that are listed under the US
sanction egime (that can differ from the sanction regime applied in the EU or the UN).

1 Qustomerswho are politically exposed persons (PERs) require the application of
EDD measures under EU law.

I Qustomers that are obliged entities under the AMLRNd are associated with
perceived higher levels of inherent ML/TF risks or AML/CFT systems and controls
vulnerabilities. Those firms include faistance thosehat offer products and services
that may benefit from exemptions from CDD requirements, such as anonymous
prepaid cards or occasional transactions below the monetary CDD threshtiidse
that belong to categories flagged as presenting HM@b/TF risks byhe European
Commission in its Supranational Risk Assessment (SNRA)NCAs and MS
governments. Customer groups most affected in this category are Virtual Asset Service
Providers(VASPs)PI/EMIspbureaux de change, respondent banks, gayniperators
and wealth managers.

16
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1 Qustomers that provide products or services that involve significant cash
transactions.Customers groups most affected in this category comprise for instance
customers in casintensive business, such demond dealers, mey remitters, car
traders, hairdressers or coffeshops.

I CQustomers with anunusual business modedr a business model otherwise associated
with higher ML/TF riskr that involves complex legal structures$n certain instances,
some businesses are deemei lack transparency, for example because the
identification of the¥ A N Qa  Quitmaaie?Bere il @wner (UBO)demplex
Other businesses in this category may process fast or potentially anonymous
transactions, making the traceability of funds angstomers ID more difficult, such as
gaming operators or VASEome Cls and Fls also recognised that they at times find it
difficult to understand the business model of NP@sypecially those whose sap is
very complex, with trustees and multiple areafsactivities and beneficiaries that can
be all over the world, including in jurisdictions associated with higher ML/TF risks, as
described above.

48¢2 | fINBS SEGSYyilds (KS OdzA(2YSNARQ 3INRdzZLIJA F2NJ
entering irto or ending a business relationship because of Mitél&ed concerns match those
categories of respondents that contributed to the Call.

17
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49.0n the basis of the inpyirovided in the context of the Call for Input and of additional sources
of information?® the EBA conducted its own assessment of the drivers efsiténg in the EU
andthe impactdNA & {1 Ay 3 Kl a 2y GKS aidloAfAldemaidk STFSC
on the effectiveness of the fight against financial crime.

51. The9 . ! Qa | aaSaayYSyud #skinglKS {(Seé

502 KAfS Ay GKSANI NBalLRyaSa G2 GKS 9. ! Qa-rigkl £ F2I
entire categories of customeraibinstead apply a sound individual risk management in line with
their AML/CFT obligations, input provided by those affected byiskéng, information provided
by NCAs and additional information sources suggests that this is not always the case.

51.From the responses received, and its broader work onridking, the EBA identified the
F2ft26Ay 3 1Se@ RNAJDSth@eriskdustdmgra i A ldziA2yaQ RSOA&A

1 ML/TF risks exceed institutions' ML/TF risk appetite and give rise to legal as well as
reputational isks
T [FO1 2F SELISNIAAS o0& AyadAaddaZiazya Ay &LISO
1 Cost of compliance
These drivers are similar to those identified in existing reporting omiskéng such as that

published by the FATF or the World Bafie drivers are not ntually exclusive and in practice
are very often combined.

522 KSy ARSY(GAFTeéAy3a a[k¢C NR&]l FYyR Fa asSid 2dzi Ay
are required to refer to different sources of information, which include the European
/| 2YYAEAA2Y Q& adzLINI yIGA2yFE NARAal FaaSaavySyid o{

28 EATF clarifies ridbased approach: cadey-case, not wholesale desking October 2014FATFDrivers for "derisking”

go beyond AML/CEPR015; FATRitigating the Unintended Consequences of the FATF Stand202%, John Howell &

Co. LtdDrivers & Impacts of&isking a study for the Financial Conduct Authority, 206, MONEYVAL Rep@ty” -W5 S
NRAlAY3 6AGKAY a2ySedl;iBasél ComittBeion Bafikng SupenisbmuRiNFedrdE Svind H 1 M p
management of risks related to money laundering and financing of terrorism, 2014 (updated in\&@il) Bank report,

The Detline in Access to Correspondent Banking Services in Emerging Markets: Trends, Impacts and, 26t&ons
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https://www.fatf-gafi.org/publications/fatfrecommendations/documents/derisking-goes-beyond-amlcft.html
https://www.fatf-gafi.org/publications/financialinclusionandnpoissues/documents/unintended-consequences-project.html
https://www.fca.org.uk/publication/research/drivers-impacts-of-derisking.pdf
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originating from AML/CFT regulators. Across these sources of information,issecifors or

categories of customers, such as Pls, EMIs, businesses dealing with virtual currencies, gaming
operators, businesses generating high volumes of cash, NPOs, or services such as correspondent
banking, have been identified as giving rise to bBigML/TF risks. These sources of information

can furthermore include lists of jurisdictions associated with higher risks, for instance the
9dzNR LISy [/ 2 YY Ahitch dodnyie3 &hat fpreserit stratdgic deficiencies in their
AML/CFT egimes, or thosadentified by the FATF in Mutual Evaluation Reports or through
AyOfdzaArzy 2y GKS Cl¢cCcQa WwWaNBe ftAradQ 2N wotl O

53.In many instances, the ML/TF risks associated with customers falling into either category excee
institutions' ML/TF risk appetite and give rise to legal and reputational risks that institutions are
not prepared to accept. In those situations, institutions appear to adopt a conservative approach
and may derisk such customers with common charactécs (e.g. those in higher ML/TF risk
jurisdictions, including those operating in jurisdictions with weaker AML/CFT supervisory and
regulatory framewaorks), irrespective of mitigating factors.

54 1 O1 2F dzyRSNREUOlI yYyRAY3 o0& AyaidAaldzirzya 2F aLlsS
institutions to refuse to enteinto or maintain a business relationship. For instance, institutions
NB LJ2 NIi SR Galforlapkt$hat@hey! c@direfuse to onboard customers whose business
model they do not understand, as this may make it difficult to determine whose identity should
be established and verified, and where the ML/TF risks lie. Respondents indicated that they lack
for instance the epertise to understand the way NPOs operate (i.e. a model based on trustees
and beneficiaries located in multiple jurisdictions, etc.), or that they do not have enough
knowledge to deal with gaming operators or FinTech firms, many of which are not (yet)
regulated and supervised.

55.The cost of compliance is also a key driver ofidking. For instance, dealing with customers
with links in jurisdictions presenting higher ML/TF risks will entail a requirement for enhanced
steps in the monitang of cros®® 2 NRSNJ G NI} yal OGAzyas AyOfdzRAy3a S
relationships andheir network of transactions.

56.Moreover, higher capital requirements and higher liquidity thresholds appear to have led
AyalAaddziazya G2 |cRtahdd policiksS andlio asdedsiicarefi@yNie @ostloD
compliance against profitability.

5.2. Scale of deisking

57.As explained in the chapter presenting the methodology, the EBA considered the input received
through the Call alone was insufficient to assémsdcale of deisking the EU comprehensively.
Therefore the EBA complemented the information provided in the content of the Call with the
information gathered as partdhe9 . ! Q&4 ¢2NJ] | yR SEOKIy3aS&a gAGK 7
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58.The scale of deisking @nnot be quantified as no comprehensive statistics are currently
available. Furthermore, it is likely that those affected byridking do not always submit
complaints or make their cases known. As a resuliny instances of dasking may go
unreported.

59. Nevertheless, information available to the EBA suggests thaising occurs across the EU.
tKAa Aa SOARSYOSR o0& G(GKS NBaLRyasSa NBOSAOSR i:
on ML/TF risks, where the EBA found indicatithvat de-risking had been identified across the
EU by the vast majority of CAs responsible for the AML/CFT supervision of credit institutions, Pls
and EMIs?

60.Moreover, discussions at the level of standing committees confirmed thaisélang occurs in
the great majory of Member States, affecting a great diversity of customers, althaogh
varying degrees. Competent authorities suggested thatisidng in those cases was often
unwarranted. For instance,

T in jurisdictions where credit institutions are relying significantly on correspondent
banking relationships to offer certain services to their customers, CAs reported concerns
related to decisions of correspondent banks in other jurisdictions to termitiage
business relationships with national respondent banks on account of their location,
rather than on account of their individual risk profil@his was the case in particular in
Member States whose approaches to AML/CFT supervision and enforcementelsr |
of compliance with applicable AML/CFT rules, were perceived to be uneven, for example
because of recent ML/TF scandals involving local banks or because of recent adverse
findings in the context of FATF or Moneyval Mutual Evaluations. CAs from tiese M
noted that what they considered to be unwarranted-dsking continued even after
significant reforms had been implemented, as negative perceptions persisted. These
findings are in line with reports relaigto adecline in correspondent banking globalty

1 Injurisdictions where a large number of PIs/EMIs are operating, CAs shared evidence of
multiple, and in their view unwarranted, closwiey banks of accounts of PIs/EMIs. This
confirmed a trend of deisking affecting PIs/EMls, in the EU and worttbfi The EBA
FdzZNI KSNXY2NB 3 GKSNBER SOARSYOS FTNRBY /! aQ LN
the provision requiring Cls to notify their NCAs when a PI/EMI account is rejected appear
to be applied inconsistently across the EUpé#mticular, the EBA received indication
that whereas some PIs/EMIs that contributed to the Call for Input indicated their
accounts were rejected, this was not reflected in the notifications received by NCAs.

NCAs also suggested that the purpose of theifiwation process was not entirely

29 EBAOpinionof the European Banking Authority on the risks of money laundering and terrorist financing affecting the
9dzNR LISHY | YA2YyQa FAYIFIYOALFf aSOU2NI 0a¢KS hLAYAZ2Y 2y a[k¢C
30 \World Bank reportThe Decline in Access to Correspondent Banking Services in Emerging Markets: Trends, Impacts

and Solutions2018

31 The World Bank Grougyn Analysis of Trends in Cost of Remittance Service: Remittance Prices Worldwide Quarterly
Issue 36, December202BSB{ G 2 O]l Gl 1 S 2F NBEYA U U yo@&hking SeNddg2018. LINE JA RSNAR Q |
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https://remittanceprices.worldbank.org/sites/default/files/rpw_main_report_and_annex_q42020.pdf
https://www.fsb.org/wp-content/uploads/P160318-3.pdf
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evident to them and that as there was no standard format or process for those
notifications, the required content and deadlines were unclear. This suggests that the
provision, as currently drafted, gives rise to diverganerpretations. Another issue
raised was that the scope of the Article 36 was limited to refusal to onboard but did not
include the equally significant offboarding of existing customers.

T {SOSNIf /'!'a NBLR2NISR (2 GKSOARSYuGKE (! ¥YES8A X
have been brought to the attention of their national authorities. The EBA also notes that
0KS AaadzsS KIFLa Ffaz2 0SSy oNRdzZAKG G2 GKS 9 dzN
petitions submitted to the European Parliaméhtand subsegent debate$® and
resolutio* & GKS tIFNIAIFIYSydiQa fS@Sftd ¢KS 9dzNPB LX
issue at the level of the CommissithiThe EBA notes on that matter that the European
Commission made clear that a bilateral agreement between EUbdeBtates and the
United States implementing the Foreign Accounts Tax Compliance Act (FATCA) was not
within the competence of the EU, unless a breach of Union law was found. The
Commission indicated in that respect that it had so far found no evidendgelafion of
the EU legal framewor¥.

1 Several CAs confirmed that disking of NPOs also occurred increasingly in their
jurisdictions, and suggested that this was largely unwarranted. Work carried out at FATF
level also echoes similar concerns, notablyrélation to the application of FATF
wSO2YYSYRIGAZ2Y y | YR Auhdue tAgefyd NRObro@MNg | RRN
nonA YL SYSY (I A2y0RASBRKEYICINECOK QNI &

1 Some CAs furthermore reported regular complaints received from particulastgpe
customes, such as staff oembassies and/or consular representations from third
countries (including but not exclusively from third countries presenting high ML/TF
risks),diamond traders, gambling operators, who claim they are affected bys#tng
decisions that apply to the entire categories of custogibey belong to.

61¢ KSaS GNBYR& INB O2yFANNSR o0& (GKS 9.1 Qa 42N
(CTR¥ that showed that derisking was flagged as one of the main issues affectimgumers.
A large majority of CAs in this context reported many complaints from consumers who claimed

32 petition 1088/2016 Petition 1470/202Q Petition 0394/202% Petition0323/2021

33EP Public Hearingn FATCA and its extraterritorial impact on EU citiz&asober 2019

34 European Parliamenesolutionon the adverse effects of the US Foreign Tax Compliance Act (FATCA) on EU citizens
F'yR Ay LI NI AOdzf | NJO18PRED Syualf T'YSNRAOFIyYyaQ

35 Question for oral answeBP-000053/2018to the Commissiomn The adverse effects of FATCA on EU citizens and in
particular ‘accidental American2018.

% \written answerd A @Sy ©6& aNJ DSydAf2yArA 2y o68SKHEFT 2F (GKS 9dNBLISIHY
reference: ED00816/2020, April 2020.

37 FATF,Combating the abuse of NP@sRecommendation 8; FATHighLevel Sgopsis of the Stocktake of the
Unintended Consequences of the FATF Stang@dtober 2021.

38 EBACONsumer Trends ReppREP/2021/04
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https://www.europarl.europa.eu/petitions/en/petition/content/1088%252F2016/html/Petition-No-1088%252F2016-by-Mr-J.R.-%2528French%2529-on-the-US%25E2%2580%2599-Foreign-Account-Tax-Compliance-Act%25E2%2580%2599s-%2528FATCA%2529-alleged-infringement-of-EU-rights-and-the-extraterritorial-effects-of-US-laws-in-the-EU
https://www.europarl.europa.eu/petitions/en/petition/content/1470%252F2020/html/missinglink
https://www.europarl.europa.eu/petitions/en/petition/content/0394%252F2021/html/Petition-No-0394%252F2021-by-Lee-Nicholas-%2528American%2529-on-exemption-of-US-nationals-from-PRIIPS-regulations-due-to-FATCA
https://www.europarl.europa.eu/petitions/en/petition/content/0323%252F2021/html/Petition-No-0323%252F2021-by-G.L.-%2528French%2529%252C-bearing-four%25C2%25A0signatures%252C-on-alleged-infringement-of-certain-rights-of-bi-national-European%252FAmerican-citizens-resulting-from-FATCA
https://www.europarl.europa.eu/committees/en/public-hearing-on-fatca-and-its-extrater/product-details/20191104CHE06441
https://www.europarl.europa.eu/doceo/document/B-8-2018-0306_EN.html?redirect
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2018/2646(RSP)
https://www.europarl.europa.eu/doceo/document/O-8-2018-000053_EN.html
https://www.europarl.europa.eu/doceo/document/E-9-2020-000816-ASW_EN.html
https://www.fatf-gafi.org/media/fatf/documents/reports/BPP-combating-abuse-non-profit-organisations.pdf
http://www.fatf-gafi.org/media/fatf/documents/Unintended-Consequences.pdf
http://www.fatf-gafi.org/media/fatf/documents/Unintended-Consequences.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/963816/EBA%20Consumer%20trend%20report.pdf
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they had been denied access to a basic payment account based mainly on AML/CFT grounds.
Consumer associations also noted a risk of financial exclustbatinregard.

5.3. Impact of derisking

62.The EBA notes that while the impact of-dgking on different categories of customers varies,
derisking carhavel RSONARYSy dFf AYLI OG 2y GKS | OKAS@SYS

1 A decline incorrespondent banking may affect the ability to send and receive
international payments in entire regions, or drive some payment flows undergréund.
Loss of access to the correspondent banking system can lead to a loss of access to dollar
clearing and trde, which in turn impacts the national economy, thus affecting market
stability;

1 When PIs/EMIbse access to accounts, this may lead to severe business disruptions and
ultimately to business closure, thus affecting competition and potentially innovation.
The EBA further notes that respondents to the call for input suggested that they had
been derisked by Cls not because of ML/TF risk, but because they were direct
competitors in relation to their products and services offering, including in providing
innovative payment solutions;

1 Legitimate customers who are individuals can become financially excluded when they
are preventedfrom accessg financial services, thus affecting market integrity and
consumer protection.The CTR in that regard stressed that suomer associations
highlighted that in the current world where more and more transactions are digitalised
and the acceptance of cash declines, the need to access a bank account is essential.
Providing access to at least basic financial products and serid@prerequisite for the
participation in modern economic and social liféany entities/individuals have in that
respect claimed that, after having been offboarded, they were unable to secure
alternatives to access financial services in the EU, or wele able to access these
aSNIAOSa I G 'y AYONBIFasSR 02ai:x NF AaAy3
perspective.

1 Inthe case of NPOs, disking can havasevere impact on the delivery of international
aid in conflict zones where the populations argyreat need of humanitarian assistance.

63 Furthermore,with regardto &t KS 9! Q aof fyhiirg) Sn@rnitial grithe and maintaing the
integrity of the financial system, in its three successive Opinions on ML/TF risks the EBA
underlined its concerngn particular in cases where customers affected byrid&ing may resort
to alternative payment channels in the EU and elsewhere to meet their financial needs. As a

39 Basel Committee on Banking SupervisRavised annex on correspondent banking
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result, transactions may no longer be monitored, making the detection and reporting of
suspiciais transactions and, ultimately, the prevention of ML/TF more difficult.

64.This is exacerbated by customers who have beerigked moving from the banking sector into
other segments of the financial sector to meet their financial needs. These other sicioide
iK2a$8S GKIFIG KIFI@S 0SSy ARSYUAFTASRIT Ay GKS {bw!
risks, as presenting higher ML/TF risks as a result of their business model, or that have raised
concerns in relation to the quality of their AML/Chtrols.

65.In light of the above, the EBA considers that unwarrantedisléng is a significant issue across

0KS 9! 3 gAGK | LRGSyYyGAlrtfte aiA3ayAFAOryd | ROSNA
stability.
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66.As part of its informatiorgathering exercise and to inform further the way forward, the EBA
reviewed the initiativeghat CAs had taken to address unwarrantedrag&ing and to promote
sound ML/TF risk managemie

67LYy (KS O2yGSEG 2F (GKS 9.1 Q& ljdSaidiAz2yyl ANB LIN
collected evidence that a significant proportion of CAs across the EU had not yet assessed the
scale of derisking in their jurisdiction. However, the majority of these @hcated that such
an assessment was envisaged in a near future, suggesting that the issue may be of concern to
them.

68.At the same time, several CAs across the EU have already performadiaied indepth
assessments to understand better the reasons foridking and the categories of stakeholders
most affected in their jurisdictions. This assessment is an important first step to design and
implement appropriate measures to address tloet causes of deisking.

Box 1: Conducting a national survey to assessridking¢ On the basis of complaints received
from customers affected by desking, a competent authority in one Member State initiated a
survey at national level, with targeted gstions addressed to the key customers groups that
appeared to be the most affected, in particular financial markets participants (credit institu'jions,
Pls/EMIs) and private consumers. The aim was to determine the extentrigldieg, the main
reasons fordeNA &1 Ay 3z Ada AYLI OO 2y TFAYlLIYyOAlf aSND.
regulatory and supervisory actions.

69.As suggested above, Cls/Rigy choose not to manage the risk associated with individual
business relationships, preferring instead to discontinue business relationships with entire
categories of customers. As a result of this practice, certain individuals or entities may be
excludedfrom the financial systemL. y f Ay S GAGK GKS 9 %®tha@deakeNh &1 Tl
clear thatthe application of a riskased approach does not require firms to refuse or terminate
business relationships with entire categories of customers that arsidered to present high
ML/TF risk, as the risk associated with individual business relationships may vary, even within

40 Guidelineson customer due diligence and the factorsdit and financial institutions should consider when assessing
the money laundering and terrorist financing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4) of Directive (EU) 2015/849.
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one category, some CAs have made this message explicit in their guidance to the relevant
sectors under their supervision.

Box 2: Inclusn of dedicated provisions on desking in guidance to the financial sectqrOne
CA included in its guidance to the financial sector a specific section-askitey. The section
underlines thatm applying a riskased approach to their AML/CFT obligas, institutions
should be aware of the importance and benefits of financial inclusion. It further clarifies that a

Wi SNRB (2t SNIyOSQ ILIWINRIFOKEZ 2NJ ¢K2tSalt8 GSNY
categories of customers, without an individuaksassment and consideration of the risk posgd,

and due consideration of the measures that could mitigate such risks, is not consistent wjth the
risk-based approach. The guidance furthermore emphasises that institutions should document

fully their rationalefor a decision to terminate a business relationship or to cease the provjsion

of a particular product or service. This should include an analysis of the ML/TF risks presented,

the additional measures they considered putting in place to mitigate such askithe reasons
they deemed insufficient, so that such decisions could be reasonably justified.

70.Furthermore, and tackling issues experienced by specific categories of customers affected by
de-risking, several CAs have issued dedicated guidance tontecfal sector.

Box 3: Dedicated guidance on conducting correspondent banking activities and miiigttie
inherent risks therewith¢ One CA has provided detailed guidance to their supervised entities
providing corresponding banking services. While aekadging the inherent risks of such
business relationships, the guidance explains how to manage these risks effectively, |at the
onboarding stage but also as part of the ongoing monitoring of the business relationship. The
guidance also details the situation which KYCC might be necessary, clarifies the expectations

in cases where the corresponding relationship is externalized or where the relationship is built
as part of a group supervised by a third country.

Box 4: Targeted communication to the finamtisector to ensure financial inclusion of asylum
seekerscR £ £ 2 g Ay 3 i K $n tBe.applizationtol Qugtfommer Yue Diligence Measures

to customers who are asylum seekers from higher risk third countries and territories, one CA

has issued guidance the financial sector under their supervision. The guidance explains| how

GKS 9.1 Qa hLAYA2Y Aa |LIWXAOIotS Ay (KS @Edz2NRAR.
expected to manage risks in dealing with this category of customers.

711In relation to stakeholders from the financial sector affected byidemg and as evidenced in
the identified key drivers of dasking set out abaw, derisking of certain sectors is often caused
by the lack of trust in the quality of AML/CFT systems and controls implemented by firms in that
sector. As a consequence, improving the level of controls in that sector is an important step.
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This could impl increased supervisory activities in the sector and some competent authorities

have conducted dedicated activities in that regard.

72.Some CAs have for instance initiated specific projscish asnnovation facilitators’ that aim

to support newcomers orthe financial market and help them to clearly understand and
implement the regulatory expectations that apply to them. Opportunities for enhanced dialogue

between industry and competent authorities can also support a common and matepitn

understandingof opportunities and risks presented by innovative products, services and
business models and supervisory expectatioBgher initiatives include the establishment

GAGKAY GKS /! 2F | RSRAOIFIGSR O2ydGl OG 4ad@Ayld OA
reliable channel of communication between the supervisor and the newly supervised entities.

73Many CAs across the EU have established dedicated frameworks at national level (speeting

forums, consultative bodies) to reach out to the private sector. To mitigate financial exclusion
of legitimate customers, some CAs have used these frameworks to discuss key issues related to

de-risking also involving, in some instances, customer groupst affected.

Box 5: A dedicated consultative body to ensure regular dialogu@ne AML/CFT CA has set|up

a consultative body that gathers AML/CFT supervisors, other relevant authorities such jas the

Ministry of Finance and the FIU and various represeveat of the sector(s) under its

supervision. This consultative body meets on a regular basis, is closely involved when developing
guidance to the sector(s) and is the forum where practical issues are discussed and clarified, for
instance correspondent banig, financial sanctions, KYC, etc. This forum has been instrumental

for instancein initiating an interministerial workstream led by the Ministry of Finance and the

Ministry of Foreign Affairs to ensure access of legitimate NPOs to financial serviees. Th
workstream facilitated a fruitful dialogue between banks and NPOs so that banks can

dzy RSNBUGIFYR 0SGUSNI GKS gl &a btha 2LISNFGSE

towards them.

74 Several CAs have furthermore contributed to initiatives led byptfieate sector, sometimes in

partnership with public authorities, to mitigate the impact of-dsking in certain sectors.

Box 6: Participation in a project to increase confidence of correspondent banks in the banking
sector in this jurisdictiong In relation to CBRS for instance, one CA in a jurisdiction particularly

F Y R

affected by a decline of CBRs contributed to a project led by a banking trade association in

partnership with relevant national authorities. The project involved a variety of activitieb, [suc

Fa GKS 2NBFyAaldA2y 2F WNRIRaK243Q | yR

correspondent banks, both in Europe and the United States, with the aim to improve the

confidence of correspondent banks in the banking sector in this jurisdiction.

4 Regulgory sandboxes and innovation hubs. For information about the jB®&A work to promote greater coordination
and collaboration between national schemes, see further information about the European Forum for Innovation

Facilitatorshttps://www.eba.europa.eu/financialnnovationand-fintech/europeanforum-for-innovationfacilitators
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¢ One CA indicated it actively participated in the preparation of a guide intended for asylum
seekers and refugees issued by a banking trade associatioguiteeexplains to asylum seekers
how to open an account and provides examples of the documents that will be accepted. The
guide is meant to be made available in accommodation centres and will be made available in
Arabic, French, Somalian, Georgian, Aldarss well as English.

Box 8: Calrafting of guidance to the sector on foreign diplomatic missiogsOne C&
contribution in drafting guidance prepared jointly by trade associations and Ministgreifgn
Affairs aimed at highlighting poor and good praces in the ways credit institutions deal with
foreign diplomatic missions. Another CA reported it was currently contributing to a mechanism
(possibly an MoU between the banking sector and Ministry of Foreign Affairs) to clarify the
expectations of the raglators towards banks providing services to NPOs.

75.n the application of the PAD Directive and the requiremenirtavide access to a basic payment
accountfor consumers who legally reside in the EU, some Member States have supplemented
the transposition of this Directive with dedicated guidance aimed at providing this access in line
with AML/CFT requirements, as conducting due diligence on potentsabmers who do not
have a fixed address or standard documentation can present a number of challenges from an
M/TF perspective. It is worth mentioning that some Member States have adopted in their legal
framework measures to provide access to accounts Wdkic features also for businesses,
which very often mirror provisions of the PAD.

76 However, several CAs have reported difficulties to ensure the balance is maintained between
financial inclusion and the application of AML/CFT requirements, and aldarify én which
situations an account with basic features should be rejected or closed. Furthermore, the
mechanisms that have been put in place at Member States level to provide access to accounts
with basic features foresee in the majority of cases thet/FIs, even if obliged by national
authorities to provide a payment account to a particular customer, can nevertheless decide,
after having taken this customer on board and after a certain period of time, not to maintain
the business relationship. Seve@As mentioned in that respect that the mechanisms in place
to provide access to accounts with basic feature were unhelpful to maintain financial inclusion.

77 As indicated above, discussions with CAsvigied indications that Article 36 of PSD2 that
NEIjdzA NE& ONBRAG AyadAaddzZiaAzya G2 LINRPGARS /!'a ¢
payment accounts services, was being applied inconsistently across the EU, in particular due to
the imprecisios of the requirement as drafted in law. Some Mem8ates in that respect took
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particular steps to ensure payment services have access to payment accounts to perform their
business.

Box9: Measures to promote and ensure competition in payment marketdn one Member
State where the PIS/EMIs sector has been particularly affected hyskieg, a streamlined
process to facilitate and standardize the notification requirement provided in Article 36 wds put
in place by the regulator. The process involves a tatepthat credit institutions are required
to use to notify CAwhen they decide to reject an account. On the basis of the data provided in
this context, the regulator was able to gain insigitb the most common reasons for rejectign
and to issue guidamcaccordinglyThis includedh statement on the rights of EMIs and PIs| to

access bank accounts opened with credit institutions, clarifying the ML/TF risks associated with
different types of accounts (current account / safeguarding account / payment adcandt
reminding credit institutions that they are expected to manage ML/TF risks on-aefisiitive
basis. The CA reported that as a result of these initiatives, credit institutions have started to
communicate more with the regulator, including beforeadjng accounts and that a decline|in
the number of accounts rejected had been observed.

78 Initiatives taken at Member State level indicate that unwarranteetidking and the promotion
of sound risk management can potentially be tackled through various séaat include
SEOKIy3S8Sa 6AGK GKS LINAGIGS &aSO00G2N FyRk2N T
guidance, or reaching out with other relevant CAs.

7.0 2y Of dza A 2y

79.Derisking occurs across all Member States and sectors and affects a great varietyofergst
of financial services in the EU. It hampers financial crime prevention and financial inclusion
efforts. It can also threaten the stability of national financial systems.

80.n light of the adverse impactof A a1 Ay 3 2y (GKS 9! €as, theAEBA y OA | €
considers that financial services authorities and thelegpslator need to step up efforts to
ensure that the root causes of unwarranted-dsking are addressed.

81.The EBA has since 2016 issued a humber of instruments to help instituttomagenML/TF risks
associated with individual business relationships in an effective manner by setting clear,
regulatory expectations of the stepisat institutions should takeln view of the key drivers of
de-risking identified above, the effective apg@ion of these instruments could contribute to
reducing significantly unwarranted diskingl Yy R A0 NBYyAGKSYyAy3 Ayadaidlddz
controls. These existing provisions are set out in the table hereafter.
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Existing provisions in EBA instruments that contribute to address key decision drivergsiiioig

#1 Key Driver: ML/TF rislexceed risk appetite

¢ KS NI JAL/SARRIsR Fattd@siGuideliffeset out the risk factors

institutions should consider when assessing ML/TF risk at the level ¢

institution and at the level of individual cigsners and groups o

customers, and how institutions should be managing those risks, the

adzLILR2 NI AyadAddzinzyaQ AYLE SYSy
policies and procedures. The following provisions directly target son
the root causes of deisking identified in this report:

1 asection orhigh-risk third countries(GL 4.53 to 4.57). The GLs me
a clear distinction between compliance with the European finan
sanctions regime and compliance with Article 9 of Directive |
2015/849 that cowern countries identified by the Commission
having strategic deficiencies in its AML/CFT regime. They also st
AyailAabdziazyaQ FraaSaayvySyid 27F (
example, the sources that institutions can use to assess lefitds (
transparency, and corruption and other predicate offences, and
out, in sectoral guidelines, which country ML/TF risk factors
particularly pertinent in determining the ML/TF risk associated v
individual relationships;

1 asection orPEP$GL4.48 to 4.52) that makes clear that firms shot
ensure that the measures they put in place to comply with the AN
and with these guidelines in respect of PEPs do not result in
customers being unduly denied access to financial services;

1 sectoral guidelinesthat target specific segments of the financ
market that are affected by dasking and that, if applied effectivel
should improve robustness of AML/CFT controls and incre
confidence in each segment of the financial sector anavecsely,
help institutions that offer financial services to others assess
extent to which their individual customers present ML/TF ris
Sectoral guidelines 8 farorrespondent relationshipgfor instance
provide detailed guidance to help firms complith their obligations
under the AMLD in an effective and proportionate way. Guideline
is addressed t&MIs Guideline 11 tanoney remitters.

Provisions
addressedo
institutions

¢ KS 9Qpihiéhdon ML/TF Rigksissued in 2021 included
Instruments proposal that CAs should consider how the level of controls coul
addressedo improved in some sectors that are particularly affected byridking
CAs due to the lack of trust in the quality of AML/CFT systems and con
implemented by fims in that sector. This may include increas

supervisory activities in the sector or additional guidance to

42 Guidelineson customer due diligence and the factors credit and financial institutions should consider vdessiasy
the money laundering and terrorist financing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4) of Directive (EU) 2015/849

43 EBAOpinionof the European Banking Authority on the risks of money laundering and terrorist financing affecting the
9dzNR LISt Y | YA2YQaACRKRIYhBEPYRE cKESOWRBJ a£€ 0
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are expected to work closer with some of the sectors particul.
affected by derisking (notably PIS/EMIs) to ensure their AML/C
controls are improving, through esite inspections and themati
reviews, in order to increase confidence in the sector.

#2 Key Drivert.ack of understanding by Cls/Fls of speddidza G 2 YSNAR Q 0 dz& A

In relation to customers that offer services related to virtual currenc
the EBAML/TF Risk Factors Guideliffesntain a section addressed 1
credit institutions (GL 9.20 to 9.24) that help them identify and as:
the risks associated with the business model of VASPs.

Provisions
addressedo
institutions

The EBA is supporting competent authoritiesnionitoring FinTect
developments, notably those that facilitate new products, services
0dzaAySaa Y2RStad LYyF2NXNIGAZ2Y

Knowledge Hub® As regards AML/CFT risks in particular, the EE
supporting relevant authorities iexchanging information on marke
developments, thereby supporting the monitoring of the suitability
the existing perimeter of AML/CFT obligations pursuant to EU la\
particular, the EBA notes that the AMLD5 extended the list of obl
entities to hclude providers engaged in exchange services betw
virtual currencies and fiat currencies, and custodian wallet provitle
The EBA recommended in January 2019 a further expansion of sct
cover other types of virtual asset service provider (usirATH
terminology)® 6 KA OK KI @S 06SSy Gl 1Sy A
proposals for the new AML/CFT packdydhe EBA continues t
encourage competent authorities to monitor the market for ne
emerging activities that may pose ML/TF risk in line whigh iskbased
approach. Indeed, in the EE¥pinion on ML/TF Riskke EBA propose
that CAs familiarise themselves with the technological developm
deployed by FinTech in a number of ways, for example, thrc
RSRAOFGSR GNJ AYAY 3andddBngagémeérits wikr
FinTech and RegTech providers and firms, even if they are not ot

Instruments
addressedo CAs

entities.
“Guidelineonthe characttlh & G A 04 2F | NA &l nol aSR | LILINE I OK siperisiog;i A mY2y S
andthed 6 SLIA G2 0S8 (I 1Sy 6KSy 02y RduSisanyedArildASA0BIDiett@e/(EW Y | NA

2015/849 (amendinghe Joint Guidelines BS 2016 72)EBA/GL/2021/16

45 Guidelineson custoner due diligence and the factors credit and financial institutions should consider when assessing
the money laundering and terrorist financing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4)fective (EU) 2015/849

46 EBAFinancial Innovation and FinTech

47 Directive (EU) 2018/846n the prevention of the use of the financial system for the purposes of money laundering or
terrorist financing

48 EBAReport on crypteassets 2019.

49 European CommissioAnti-money laundering and countering the financing of terrorismslative packagduly 2021.
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#3 Key Driver: Cost of compliance

Provisions
addressedo
institutions

The EBAVIL/TF Risk Factors Guidelittemake clear in GL 4.10. th:
when firms consider assessing ML/TF risk associated with a custc
they can opt for offering only basic financial products and servi
which restrict the ability of users to abuse these products and sen
for financial crime purposes.

Furthermore,the E! Qa hLAYA2Y 2y [/ 55 T2
seeker8! sets out how institutions can adjust their basic paym
accounts offerings, should ML/TF risk dictate in line with the provis
in the PAD.

82 There are, however, a number of areas where the E&#siders that CAs could do more to
support the effective implementation of provisions in existing EBA instruments going forward
and the EBA considers that to address unwarrantedisldng, further action by NCAs and the

9.

co-legislators is required to suppothe effective implementation of provisions iin K S

existing instruments and to address provisions that may be conflicting across Level 1
instruments going forward. These further steps are set out in the Opinion to which this Report

is annexed.

%0 Guidelineson customer due diligence and the factors credit and financial institutions should consider when assessing

the money laundering and terrorist finaing risk associated with individual business relationships and occasional
transactions under Articles 17 and 18(4) of Directive (EU) 2015/849

51 Opinionof the European Banking Authority on the application of customer due diligence measures to customers who

are asylum seekeffsom higherrisk third countries or territories, EBBp-2016-07
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This annex provides a general overview of the respondents that contributed to the Call for Input on
deNRA A1 Ay3d ¢KS RAAGNAOdzIAZY -BFANBEIR VIRSBRHA 534 D &A i
figure below.

CAIdzNBE MY S5A&0GNROdzGA2Y 2 INANGKEMALRHYR SYNRPIO Soa8a (0 K S A

Legend @ Respondents affected by decisions to de-risk @ Institutions that make decisions to de-risk

300 270

23

AsHgure 1 depicts, the distribution of responses shows that the vast majority of the respondents
originated from individuals and entities that are affectegderisking, rather than those that take
de-risking decisions. While the EBA had expected a somewhat uneven distribution due to the
nature of the Call, the extent of the unevenness was taken into account in the analysis of the
responses received, as dajmed in the methodological chapter.

As depicted below,he distribution of respondents that indicated they make decisions taisle
shows that those respondents consisted not only of credit institutions (Cls), but also payment
institutions (Pls) and etgronic money institutions (EMIsPn the other hand, the distribution of
respondents according to their categories that are affected by decisions-tskleshows a great
diversity.
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Overview of the categories of respondents that provided input to the Call for Input

Institutions that take
decisions to de-risk:

Credit Institutions
(incl. trade
associations)
PIs/EMs (incl. trade
associations)

Institutions affected:

Other legal entities

Credit institutions (incl. affected:

respondent banks) = NPOs (incl. coalition of
PIs/EMls (incl. trade NPOs)

associations) = diamond/precious

Bureaux de change
VASPs/FinTechs (incl. trade =
associations)

Fund manager/trust

providers

stones traders

Car dealers, art dealers,
other traders in goods
services

Individuals affected:

‘Accidental
americans’
Non-EU
residents
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