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Centralised Bank Account Register
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IBAN

accounts

Offered by

Credit and Financial Institutions

Safe Deposit

Boxes

Safe Custody 

Services

Accessible to FIUs

and Competent Authorities
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Data Flow



Reporting Entity Obligations
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Registration

Timeliness

Data Integrity

1

2

3
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Competent Authorities

MPF

ARB

CFR

MSS

SMB

FIAU
MPF

ARB

CFR

FIAU

MSS

SMB
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Purpose

Prevention, detection, investigation or prosecution of money 
laundering, associate predicate offences, funding of terrorism or any 
other serious criminal offence on a case-by-case basis and only in so 
far as this may be necessary

1

replying to justified requests for information received from foreign or 
supranational bodies having similar functions and confidentiality/data 
protection requirements to those of the Authority

2
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CBAR Material on FIAU Website

Accessible from: 

https://fiaumalta.org/cbar/

https://fiaumalta.org/cbar/


Reportable Data

Data Elements and Attributes

Relationships

Data Format

XML Schema Definition

Data Types



Data Elements and Attributes

CBAR Section 12Reportable Data

Service or 

Product

Number
(IBAN / identifier)

Opening Date

Closing Date

Involved Parties:

Natural

Unique ID

Name and Surname

Date and place of 

birth

Involvement

Type:

• Account Holder

• Ultimate Beneficiary

• Signatory

• Agent

Relationship Start

Relationship End

Involved Parties:

Non-Natural

Unique ID

Entity Name

Registration Date

Registration Country

Registration Number

Nationality

Countries

Residence

Countries

Identification 

Document

Number

Type

Country of issue



Relationships
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Relationship Definition

Account Holder

(AC)

Whoever is recognized by the Reporting Entity as its customer

The legal or natural person with whom the credit or financial institution 
has established a business relationship

Signatory

(SG)

Whoever has the authority to give directions as to how to dispose of any 
funds in the account

Will always be a natural person

Including online account operators / administrators

Including account holder for avoidance of doubt

Ultimate Beneficiary

(UB)

Anyone identified as a beneficial owner in terms of the PMLFTR for 
accounts with a body corporate, body of persons or legal arrangement as 
‘Account Holder’

Agent

(AG)
The equivalent of a “Signatory” for SDB or SCS



Relationships (using dummy data)
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$

IBAN Account #1: 

MT36DJLE2746

2IWQNF8RC1Q

U8WOTKQC

$

IBAN Account #2: 

MT64DJLE8

6768X7LQ0A

2E3Z11MJQILN

$

IBAN Account #3: 

MT46DJLE0

4678JBEHXUR

DJPKBE19BY8

Safe Deposit Box: 

90008

Mark Borg 

(Unique ID: 158954)

Joe Jones 

(Unique ID: 451235)

Chris Chang

(Unique ID: 895621)

AC SGUB

Rainforest Co. Inc.

(Unique ID: 111222)

AC SG

SGAC

AC AG
SG
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Reportable Data Guidelines

Downloadable from: 

https://fiaumalta.org/cbar/

https://fiaumalta.org/cbar/
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Data Format and Scope

All open accounts and 
open relationships and 
closed relationships in 
the past month

All closed accounts and 
closed relationships in 
the past month
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XML Schema Definition

Downloadable from: 

https://fiaumalta.org/cbar/

https://fiaumalta.org/cbar/


CBAR Section 18Reportable Data

XML Example with Dummy Data

XML File – 29/10/2020

IBAN
MT59...

W.H. LTD

SHUBHAM MAVI

LUIGI SANTOS

AC

SG

UB

BRETT FRASER RelationshipEnd: 23/10/2020

IBAN
MT68…

SG

SHUBHAM MAVIAC

SHUBHAM MAVISG



CBAR Section 19Reportable Data



CBAR Section 20Reportable Data



CBAR Section 21Reportable Data

XML Schema and Data Types

Downloadable from: 

https://fiaumalta.org/cbar/

https://fiaumalta.org/cbar/
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Timing: Rolling Seven Day Period

XML

XML XML

XML

DUE

DUE
OVER
DUE

OVER
DUE



Data Validation

Process

Three-tier validation Process

Validation Report

Detailed Validation Rules
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triggered?
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Three-Tier Validation Process

Level 1: Technical schema 
specifications

Level 2: Statistical checks 

Level 3: Detailed validation rules
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Validation Report
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Detailed Validation Rules

Downloadable from: 

https://fiaumalta.org/cbar/

https://fiaumalta.org/cbar/


Registration & 
Access

Online Registration

Credentials and MFA

CBAR Portal



Online Registration
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Accessible from: 

https://registration.fiaumalta.org/

https://registration.fiaumalta.org/


Credentials
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Receive system generated 
username and password by email

Access CBAR –
https://cbar.fiaumalta.org

Change password within same day 
of receiving email 

https://cbar.fiaumalta.org/


Multi-Factor Authentication
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CBAR Portal



File Submission

Manual Submission

API



Managed File Transfer
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Submission is via MoveIT File Transfer

Manually triggered by a person

Handled by a program which calls API

Restricted by source IP address (Reporting Entity’s public IP address)



Manual Submission
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API
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Authentication is through username, password and client certificate

Username and password are provided by FIAU

Public portion of client certificate (and corresponding root certificate) is provided 
by reporting entity to FIAU



Questions?




