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The changing DNA of serious and organised crime

Europol is the EU’s law enforcement agency, supporting the 27 EU

2JRGJIJW 8YFYJX NS YMJINW *LMY FLFENSXY XJWNTZ
terrorism. Europol also works closely with non-EU partner countries ,

TYMJIW *: FLISHNJX FSI NSYJWSFYNTSFQ TWLFSN
LQTGFQ XJHZWNYA YMWTZLM NSYJQQNLJIJSHJ XMF!
cooperation. Europol is at the heart of the European security
FWHMNYJHYZWJ FSI TKKIJWX F ZSNVZJ WFSLJ TK )
centre for law enforcement operations, a hub for information on
HWNRNSFQ FHYN[NYNJX FSI F HISYWJ TK ®@NXJSK
NX FY YMJ HTWJ TK *ZWTUTQcX FHYN[NYNJX \NYN\
FXXJIXXRJISYX YMFY TKKIJW HTRUWJIMJSXNNS XT W \
XIWNTZX FSI TWLFSNXJI HWNRJ FSI YIWWTWNXR

9MJ *ZWTUJFS :SNTS 8JWNTZX FSI 4WLFSNXJI (WN
*: 84(9& NX YMJ RTXY IJYFNQJI FSI KTW\FWI QTT
PNSI FSI F UWTIZHY TK XAXYJRFYNH FSI HTRUWJN
JSKTWHJIRJISY NSKTWRFYNTS TS XJWNTZX FSI TW|
YMJ *: 9MJ *: 84(9& NX IIJXNLSJII YT FXXNXY IJHN)>
UWNTWNYNXFYNTS TK XJWNTZX FSI TWLFSNXJI H\
AJFWX .Y MEFX GJJS UWTIZHJI G» *ZWTUTQ IWF\N
NS[IXYNLFYNTSX *ZWTUTQ NX XZUUTWYX KIWHRI J
all partners.
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Foreword

Serious and organised crime is one of the greatest
security threats facing the European Union today. It

is a powerful, corrosive force that is evolving at an
unprecedented pace, exploiting new technologies, digital
platforms, and geopolitical instability to expand its reach
and deepen its impact. The very DNA of organised crime
NX HMFSLNSL WFUNIQ~*
EU Serious and Organised Crime Threat Assessment
(EU-SOCTA) provides the most comprehensive,
intelligence-driven analysis of these threats to date,
serving as both a stark warning and a call to action.

Crime has a twofold destabilising effect on our society.
9MJ *SINSLX TK YMJ *: 84(9&
serious and organised crime undermines the very
foundations of political, economic and social cohesion
and stability through illicit proceeds, the perpetuation
of violence and the extension of corruption. Criminal
networks are increasingly intertwined with hybrid threats
originating externally, encompassing a wide range of
criminal activities and tactics, often executed through
HWNRNSFQ UWT]NJX
primary motivation for these networks, their actions also
serve — directly or indirectly — the geopolitical interests of
those orchestrating hybrid threats.

Serious and organised crime is increasingly-nurtured
online. The online domain has become an essential,
omnipresent aspect of daily life,-and its role in facilitating
organised crime will continue to grow.It serves as a
powerful-tool for enabling, amplifying and concealing
various forms of criminal activity, while also becoming

&QTSLXNIJ YMJ UWJI[NTZX *: 84(9& WJL
FSI YMNX JINYNTS HTSYNSZJX

EU-wide collaborative, intelligence-led response to

combating serious and organised crime. However, the

*. 84(9& HTSXYNYZYJX YMJ RTXY H

forward-looking analysis to date. It is based on

FIFUYNSL Y Tntliggnte@atheredfrdm thBwdahds of law enforcement

investigations supported by Europol each year, enriched

by the strategic insights from law enforcement experts,

other EU agencies and international organisations, the
UWNI[FYJ XJHYTW *ZWTUTQcX JJUJWY
from our Academic Advisory Group.

R F P QuHresponge ty thidséy challenges must be equally

dynamic. The growing intersection of cutting-edge
technology and organised crime demands a proactive
response to effectively address the evolving threats
posed by these advancements. Europol plays a central
role in providing national law enforcement agencies and
partners with critical intelligence on current and emerging
threats, enabling stakeholders to better anticipate

<MNQJ YMJ *S FhtHpridpare foF INt8rX chelleRged Shey BUISOCTA

directly informs the multi-annual cycle of the European
Multidisciplinary Platform Against Criminal Threats
(EMPACT), ensuring that national law enforcement
agencies, EU institutions and key partners are aligned in
YMJ *LMY FLENSXY TWLFSNXJI HWNRJ

Tackling serious-and organised crime also’'means
prioritising victim protection. Intelligence-led operations
are critical, but law enforcement must remain committed
to supporting victims—amplifying their voices and

F UWNRJ YFWLIY KTW HWNRNSFQ N SadQr¥sairg YhdiTrieesS ThisFHot ks Yool Hlleviates the

Meanwhile, the online space is increasingly becoming
the main ecosystem for committing certain crimes,

NRRJINFYJ MFWR NS+NHYJI'TS ' NSIN[N|
a crucial role in dismantling criminal networks inthe

ANYM RNSNRFQ NS[TQ[JRJSY NS YMJ lang tchrS By atidkegsing ¥rivhZ at its roots, we empower

transforming the digital environment into the primary
theatre for criminal operations.

victims to break free from cycles of exploitation.
Ultimately, securing justice for victims strengthens the
trust between police and the communities we serve,

TRIWLNSL YIHMSTQTLNIX XZHM FX Fdh¥No Bl aIndlerdstiGhlaid-corddive society.

accelerate crime and provide criminal networks with
entirely new capabilities. These innovations expand the
speed, scale, and sophistication of organised crime,
creating an even more complex and rapidly evolving
threat landscape for law enforcement.



At this pivotal moment in time, complacency is not

an option. The threats we face demand continuous

innovation, deeper cooperation and an unrelenting

commitment to safeguarding our societies. Since the

QFXY *: 84(9& WIJUTWY NS *ZWTUTQcX XZUUT
Member States’ law enforcement agencies has evolved

towards a more targeted, effective operational focus,

consolidating a more integrated EU police cooperation

model. Today, the Agency is involved in the most

complex and ambitious criminal investigations that are

undertaken at European level, prioritising actions against

High Value Targets in the framework of Operational Task

+TWHJIX &X \J QTTP YT\FWIX YMJ SJ]Y *[J "JFWX
to the challenge of taking Europol a step further to the

NXXZJI G» YMJ (TRRNXXNTS NS /ZzQ~" 4ZW FNR Catherine De Bolle

to provide an even more comprehensive response to Executive Director of Europol
internal security threats, to reinforce Europol’s role as a

centre of excellence and knowledge, to boost dedicated

operational teams. in those crime areas of most concern

to the EU Member States, and to continue to develop our

capacity for innovation for law enforcement purposes.

O9MJI NSXNLMYX UWTI[NIJI G~ YMJ *: 84(9& \NQQ XMFUJ
strategic decision-making, operational priorities, and

legislative developments to strengthen the EU resilience

against serious and organised crime. Addressing

this evolving threat landscape demands continuous

innovation, enhanced collaboration, and long-term

engagement. Together, through intelligence-sharing,

strategic and technological adaptation and decisive

joint action, we can turn the tide against serious and

organised crime.

The changing DNA of serious and organised crime 7



This year’s edition of the EU-SOCTA comes at a Internally, we must reinforce cooperation between law

pivotal moment for Europe. The geopolitical instability enforcement authorities in all relevant areas. In this, the
continues to shape a totally new global landscape. We role of Europol can hardly be overstated. It is the nerve
are witnessing the emergence of a genuinely multi- center of the EU’s internal security architecture, and we
polar world. To respond, the forthcoming new Internal will strengthen it to ensure an even stronger response.

8JHZWNY"N 8YWFYJLA \ANQQ SJJI YT UWaWwN edh&nce Hdcashlth datesiarGatv énfondednent for
integrated look at the challenges we are facing together JK*HNJSY UWJ[JSYNTS FSI XZHHJXXKZ
and to provide a joint up view on how to address them. convictions.

Organised crime is exploiting this evolving landscape Externally, we will continue to cooperate with our

FSI UWTQNKJIJWFYNSL JJUTSJSYNFQQOQNSYJ®/ISSHI¥NMXSHWTRFM YFISSINIX YT QNRN Y
technologies, is active across multiple jurisdictions, and crime, or other hostile actors, have on our internal

has strong connections beyond EU borders. security. We will expand our network of bilateral

international agreements to allow Europol to engage

in enhanced cooperation with law enforcement from

partner countries across the world.

It has also ingrained itself in our societies, economies,
and unfortunately even in the daily lives of people in the
EU. It is evident in the frequent shootings and explosions
occurring in major European cities and the drug trade Above all, we will tackle organised crime in the measured,

that has spread to far too many street corners. RIYMTINHFQ \FA YMFY [1J*SJX STY TSQ
but also effective law enforcement. Operational

cooperation between national authorities, the EU

agencies and key third partners based on joint priorities

Security has consequently become a real concern.
People in the EU want to move around without fear,

whether on the streets, in public places, at events, in and operational action under EMPACT (European
metro stations, or on the internet. When asked about the Multidisciplinary Platform Against Criminal Threats)
N F e T T_K "L HNY N_—‘] S ?é aN«?y achieJan?énﬁ'ﬂ-hg agc\é/sé gt‘l;\rts with a good
GRS S?C““ty gl the Europggn Unlor.1. UiE _same IS understanding of the lay of the land - through a thorough
Frgg e P‘_’S'”essesz mis- ahd disinformation, crime and analysis of the relevant threats based on information
MIEIEEE S W G T U P A el bl U from the Member States and numerous other partners.

YIS WNXPX YMJI® NIJSYN=JII NS ¥YMI T ¥R woldd # iRt with We’ed-socTa.
JQTGFQ 7NXPX 7JUTWY

To maintain a secure and prosperous EU in a volatile
world, and to reassure people and businesses, we must
strengthen our common response. Both in our internal
policies and external affairs, we must become a Union of
shared vision and joint action. We must build an EU that
plays a strong and active role in the world.

Magnus Brunner

European Commissioner for
Internal Affairs and Migration

8 EU-SOCTA 2025



Poland took over the presidency of the Council of the As we look to the future, it is imperative that we remain
European Union at a time of uncertainty and concern. vigilant and adaptable to cooperate and coordinate our

We are witnessing increasing geopolitical tensions, the efforts. We must continue to reinforce our collective

erosion of the rules-based international order and attacks work to combat serious and organised crime at local,

targeting European democracy and security. Our motto national, and European level. This is a responsibility

“Security Europe!” is more accurate than ever. shared by the EU, national governments, national law
enforcement agencies and Europol. However, to meet

these challenges effectively, we must also ensure that we
FOQQTHFYJ XZK*HNJSY WIXTZWHJIX YT .
and strengthen our capacity to act decisively and swiftly.

Responsibility for the future is the key. Therefore, it is
absolutely crucial to have reliable tools which will help
us to provide Europeans with a sense of security and
prospects for development.

Y NX TZW 1zZzY~ YT PJJU NS[JXYNSL NS
and organised crime, strengthening cooperation, and

staying one step ahead in order to ensure a safer and

more secure Europe. Therefore, we must strive to make
TUYNRFQ ZXJ TK JINXYNSL FSI UWT[JS
operations, such as EMPACT, by taking appropriate steps

to optimally adapt these tools to the current challenges

and geopolitical conditions. That is why it is so important

The new EU Serious and Organised Crime Threat
Assessment (EU-SOCTA) is one of the instruments
which help the European Union to protect itself and its
citizens and to take care of its immediate neighbourhood.
EU-SOCTA is a pivotal instrument for understanding

and responding to the evolving landscape of serious

and organised crime in Europe. SOCTA provides us a

dhetalled, mtelllger?ce-source(.j a.s_sessm.ent of crlmlllnal today, in the face of unprecedented challenges and
threats, empowering us to prioritise actions and allocate threats in the area of internal securitv. to have an

WIXTZWHIX JKKIHYN[IQ® NS YMJ *L My ElrifSdtised Mhbie ofd doiti@ridvel about
i) eIy hellmgEs. A? e treiis Cominye the right direction for the further development of Europol.
to evolve, so too must our strategies and responses.

These responses are essential in our ongoing efforts to
safeguard the security and well-being of our citizens.

The threat posed by serious and organised crime

WIRFNSX TSJ TK YMJ RTXY XNLSN*HFSY HMFQQJSLJX KFHNSL TzZzW
countries today. Criminal groups are growing increasingly

sophisticated. They are exploiting technology and global

SIY\TWPX NS*QYWFYNSL QJLFQ XYWZHYZWJX FSI WIJHWZNYNSL
minors to engage in a wide range of illicit activities—from

IWZL YWFK*HPNSL FSI UWTIZHYNTS YT HAGIJWHWNRJ RNLWEFSY
XRZLLQNSL YWFK*HPNSL NS MZRFS GJNSLX FSI FNhO PNSIX TK

*SFSHNFQ KWFZIX Q‘
O9MJ TSLTNSL FWRJI HTS+NHY NS :PWFNSJ NX F XT 'r" by

ever new threats to our internal security. Aware of this
fact, we must identify and monitor these threats on an
ongoing basis, reacting quickly and adequately. We must Y e <1y
also be ready for new challenges after the end of this war,

such as an increase in the smuggling of weapons and A
ammunition from Ukraine. To effectively counter these ; ——
threats, we must continuously enhance our resilience \'&

FSI HFUFGNQNYNJX *K*HNJSY NSYJWSFYNTSFQ H-
rapid exchange of information and a detailed intelligence
picture are the key factors here.

Tomasz Siemoniak
Minister of the Interior
and Administration of
the Republic of Poland

The changing DNA of serious and organised crime 9



The changing DNA ‘ =
of serious and
organised crime

The DNA of serious and organised crime
in the EU is changing against the backdrop
of today’s - and tomorrow’s - multi-faceted
and rapid transformations in our world.
Just as DNA serves as the blueprint for
life, we are seeing a fundamental shift in
the ‘blueprint’ of crime — the underlying
tools, tactics, and structures employed

by crlmlnal networks. In the same > way

building blocks the / ]
ways fo cre / 0€E 'lw’ InStI’UCtIOI’]S th
HMESLNSL QZJUWNSY

asrﬂgih threat of criminal activities
to varying degrees: crime is progressively
Destabilising society , increasingly
Nurtured online, and strongly Accelerated
by Al and other new technologies.

EU-SOCTA 2025



\WSerious and organised crime has a double
destabilising effect on the EU and its Member

It undermines and reduces trust in the

*:¢cX JHTSTRA WZQJ TK QF\ FSI XTHNJY”™ FX F
GN LISIWFYNSL NQOQNHNY UWTHJJIX XUWJFIN
and normalising corruption. It is also progressively

IWN[JS G»" MAGWNI YMWJFYX INWJHYJI J]YJWS
encompass a broad range of criminal activities

and tactics operated via criminal proxies. While

HWNRNSFQ SJY\TWPX FWJ NS NY KTW YMJ *SF
their activities contribute to the political goals of

the hybrid threat actor they support.

(W The online domain is an omnipresent facet of

JI[JWATEN ONKJ FSI \NOQOOQ LEN

prominence in nurturing organised crime. i

KZSHYNTSX FX F YTTQ YT JSFGQJ XHFQJ ZU T
FS» KTWR TK HWNRNSFQ FHYN[NY”A FSI NX F Y
HWNRNSFQ NS*QYWFYNTS FSI IFYF YMJKY *[J.
is increasingly becoming the theatre where certain

HWNRJX FWJ HTRRNYYJI KWTR XYFWY YT *SNX
[JWA QNRNYJI UWJXJSHJ NS YMJ TK+NSJ \TWQ

(W E&WYN*HNFOQ NSYJOONLJSHJ F9

accelerate serious and organised crime in line with

They are a catalyst for

HWNRJ FSI IWN[J HWNRNSFQ TUJWFYNTSXc Jk
FRUQNKANSL YMJIJNW XUJJI WJIJFHM FSI XTUMN

Serious and organised crime is in the grip

of a profound transformation. Geopolitical
tensions have created a window for hybrid
threat actors to exploit criminal networks

as tools of interference, while rapid
technological advancements — especially in
FWYN*HNFQ NSYJQQNLJSHJ &.
crime is organised, executed, and concealed.
These shifts are making organised crime
more dangerous, posing an unprecedented
challenge to security across the EU and its
Member States.

The changing DNA of serious and organised crime 11
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Serious and organised
crime is Destabilising
society

Serious and organised crime is not just a
threat to public safety; it impacts the very
foundations of the EU and its society.
Criminal networks fuel their operations
through corruption and money laundering,
HWIJFYNSL F MNIIJS *SFSHNFQ XA"XYJR YMFY
weakens economies and erodes trust in
governance structures. But the threat does
not stop there: increasingly, criminal networks
serve as proxies for hybrid threat actors,
exploiting vulnerabilities to destabilise the EU
and its Member States from within.

The destabilising properties and effects of

serious and organised crime have a double

dimension. It is destabilising because it

NX XNLSN*HFSYQ" ZSIJWRNSNSL TZW JHTSTRA"
and society. Furthermore, it is destabilising

because it is increasingly directed externally.
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Destabilisation through economic and social
undermining

&Y NYX HTWJ
activity. Criminal networks operate like businesses,
creating an intricate web of parallel economies that entire
communities rely on for income, goods or services. This
dependence fosters a sense of normalcy around illicit
activities and erodes the willingness to report crimes or
cooperate with authorities, making it challenging to disrupt
cycles of crime.

Criminal networks seek to weaken governance to enable
and expand their illegal activities. In doing so, they use
corruption as a key tactic to enable or conceal all types
of criminal activity, to secure illicit proceeds or even to
obstruct law enforcement activity. While grounded in
well-known mechanisms, corruption is adapting to
digitalisation as it increasingly serves to access systems,
and to the crime-as-a-service model with the emergence
of corruption brokers.

Cutting off criminal networks’ resources is an effective
strategy for law enforcement, but recovering assets remains
a challenge. Despite substantial investments in resources

XIJWNTZX FSI TWLFSNXJEEWHRINNOEYRWMTRWEWRMPRPX YMJI HTS

UWTHJJIX MFX XYFLSFYJI FY FWTZSI FS
illicit proceeds. Challenges in asset recovery are further
exacerbated by the increasing criminal exploitation of

digital assets.

The additional factor: Increasing destabilisation
through collaboration between criminal
networks and hybrid threat actors

The risk of destabilisation becomes exponential if criminal
networks also become proxies for hybrid threat actors.
Among the many forms of serious and organised crime,

for some there is reason to believe that they are intended
to destabilise the functioning of the EU and its Member
States. This intent to destabilise may focus on democratic
processes, social coherence within societies, the sense of
security or the rule of law. In some cases, it may also affect

OMJ UWT*Y IWN[JS SFYZWJ TK XUMINSPXHNEQ XVWFICINQNXYFSI UWTXUJV
HWNRJ IJXYFGNQNXJIX TZW JH T@Eri@tﬂreﬁt&hc%ﬂakgﬁahé% of criminal activities and
YWZXY NS TZW NSXYNYZYNTSX tadtics, sMchlds 8abdtae biZrticalinfrastiuctiredtipotighl N Y
UWTHJJIX FWJ QFZSIIJWJI FSI T digitahogphysted meaws,Jinfosmation theft, disinformation
WINSKTWHJ HWNRNSFQ SJY\T Wempaionscybefaftasks, migranismuggling, certain

YMUIX TK IWZLX YWFK*HPNSL FSI TYMJW

9MJ UWT*Y IWN[JS SFYZWJ TK HWNR N Streatsdevincrassmyly KoterX iN Rdagsr/aladlé geopolitical
WJI+JHYJI NS NYX UWT*HNJSHA NS RT SIandQdpg svham multiple cisss — ranging from the

indispensable part of the criminal process. Criminal

FKYJWRFYM TK YMJ (4;.) UFSIJRNH YT

SIY\TWPX WJQ"M TS QFZSIJWNSL UWT*YXKYFLKWSKKETEWLFNBXXWPWFNSJ FSI' Y

operations, bridging the gap between the licit and illicit
\TWQIX
the legal economy, but also because it allows criminal
networks to grow more resilient. The most lucrative criminal
markets generate billions of illicit proceeds on an annual
basis. They virtually all depend on money laundering to
conceal the sources of illegally obtained funds, so that

they can re-invest them and further expand their illicit

ZSIIJWYFPNSLX 9MNX TUFVZJ *SFSHNF bmJ-I[TX"

trust in institutions, destabilises economies and societies,
and poses a grave threat to the internal security of the
European Union.

the Middle East, but also economic and political tensions

Y ZSIIWRNSJIX TZW XTHNJY ™ (CI8nkYiran SNprth &dred) S arf@ Yaddeving Sistability and

vulnerability. These tensions provide opportunities for hybrid
threat actors to exploit divisions, spread disinformation, and
manipulate public perception.

Shadow alliances: Why do hybrid threat actors co-

operate with criminal networks’?

YJR ZS| NSJX
hréat actors Coopera e Wlt criminal actors for

RZYZFQ GJSJ*Y QJ[JWFLNSL JFHM TYMJ
and protection to achieve their objectives. Financial gain is
one of the primary motivations for criminals cooperating

9IMJ XHFQJ FSI UWT*Y UTYJSYNFQ TK XvitiRhybHMhreR dc®ig bE Xhe relationship is more

particularly stand out, and therefore also their undermining
effect. High demand for illicit drugs generates immense

HWNRNSFQ UWT*YX YMFY FWJ QFZSIJ

sectors, increasing criminal networks’ hold in the legal

world. The reach of various online frauds is exponentialising,

exposing all EU citizens and businesses repeatedly to

*SFSHNFQ WNXPX \MNQJ XYWJSLYMJS

HTRUQJ] FSI J]JYJSIX GJATSI OZXY *SFSH

erga\ GWS‘)I\ISﬁ s\]a;e@ p{; exchange

e|r services wmg t ree y Wlthout
fear of prosecution. It also aIIows these states to deny
direct involvement by outsourcing certain crimes such as

pr atg) orsven money
YWFIJ NS NQQJLFQ *WJFWRX FSI J]UQ}%’%ZSS @’% $N g/wg% Ig YATWPX R

instilling fear in society and exploiting young perpetrators in
committing violence for a fee.

14

ourcing to mul{l Works or ac ors might also
be cost effective for state actors as criminal networks
already have infrastructure in place and often have a
global reach.

EU-SOCTA 2025



For criminals, cooperation with hybrid threat actors might Criminal networks may also play a role in providing weapons
give them access to cutting-edge tools that criminal YT UWT]®» RNQNYFWA LWTZUX ' QJ[JWFI
networks can use later. from criminal networks, hybrid threat actors can circumvent

legal restrictions and maintain also here deniability while

SAGWNI YMWJIFY FHYTWX FSI H\\ensting that @eapops veach\their intehded racipignts. J
KTW RZYZFQ GJSJ*Y QJ[JWFLNSL JFHM TYMJWcX
WIXTZWHIX JJUJWYNXJ FSI UWWhewoadpesker modus operangin g [J

YMINW TGOJHYN[JIX Incidents are often originally assessed as single incidents,
such as sabotage of critical infrastructure (water or
Activities of criminal networks for hybrid energy supply, for example), arson, intimidation,
threat actors kidnappings. However, there is the possibility that they
Hybrid threats manifest in a number of crime areas that are also executed by criminal networks on behalf of hybrid
are already highly threatening today, and are expected to threat actors. Such incidents may be part of a larger

further amplify. Criminal actors in cyber-attacks were early ~ strategic objective of destabilisation, involving persistent,
adopters of the crime-as-a-service business model. Cyber- targeted, and cumulative disruptions rather than a single,

attacks are now carried out against payment in service of overwhelming attack.

external threat actors, being increasingly state-aligned and

ideologically motivated. 2ZHM QNPJ F\TTIUJHPJW \JFPJS.
Criminal networks play a pivotal role in advancing the YMWTZLM WJUJFYJI XYWNPJX M7
objectives of hybrid threat actors by leveraging their JSLFLJ NS TSLTNSL XJJRNSLQ" |
JJUIJWYNXJ NS HAGIJWHWNRJ 4SJ TK YMB RO KNUISNFB F£SMMFAXN XYFGNQNY'
they contribute is through ransomware attacks on critical NSXYNYZYNTSX

infrastructure, businesses, and government agencies.

9MJIXJ FYYFHPX STY TSQ” LIJSIWFYJ *SFSHNFR WINTSZTKTKYQNSI YTTQRX MEX I\
through cryptocurrency payments—but also serve to disrupt  reach of hybrid threats and their impact on our society.

and weaken opponents by immobilising essential services, ~ Hybrid threat actors now have enhanced capabilities to

creating chaos, and undermining public trust in institutions. ~ recruit supporters to commit criminal acts, in particular via

o online and closed platforms.
Beyond ransomware, criminal networks can steal data

TS GIMFQK TK MAGWNI YMWJFY FHYTWwnhhe blurriageftines\betwees state aplnonstate actors has
systems, they might steal data of strategic importance for created a complex and evolving threat landscape. Hybrid
governance or business and provide hybnd threat actors threat actors exploit criminal networks for deniability and

with invaluable information that can be used for espionage, UTQNYNHFQ TW JHTSTRNH LFNS \MNQJ
economic advantage, or even coercion. By cooperating with UWTYJHYNTS FI[FSHJI YTTQX FSI *SFSH
criminal networks, hybrid threat actors can obscure their

direct involvement, as the attacks appear to be carried out

by criminal networks rather than hybrid threat actors.

Additionally, these networks are instrumental for

propaganda campaigns aimed at spreading disinformation

FSI NS+ZJSHNSL UTQNYNHFQ XAXYJRX 9MJIXJ HFRUFNLSX TKYJS
involve fake social media accounts, coordinated troll

operations, and manipulated news content, which serve

the strategic interests of hybrid threat actors by weakening

opponents from within.

9MJ NSXYWZRJISYFQNXFYNTS TK NWWIJLZQFW RNLWFSY +T\X G MAGWNI
threat actors serve the interests of migrant smuggling

criminal networks, who see demand for their services and

YMINW UWT*YX XUNPJ &QXT XYFYJRJISYX TK HIWYFNS XYFYJ FHYTWX
YT +TTI YMJ *: FSI NYX 2JRGJW 8YFYJX \NYM NQQNHNY IWZLX

serves criminal networks producing drugs and might create

social instability.

The evasion of sanctions not only contributes to economic
destabilisation; it also indirectly fuels hybrid threats by
strengthening sanctioned economies and foreign powers.

The changing DNA of serious and organised crime 15
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Serious and organised
crime is Nurtured online

In our interconnected world, the online domain
is an indispensable facet of everyday life.
However, this dependency extends beyond
legitimate use, permeating the realms of
serious and organised crime. Today, nearly

all forms of serious and organised crime

have a digital footprint. From cyber fraud and
WFSXTR\FWJ FYYFHPX YT IWZL YWFK*HPNSL FSI
money laundering, the internet is no longer
just a platform — it is the pillar of a criminal
enterprise.

Criminal networks are increasingly abusing

digital infrastructure to carry out their activities

\ANYM NSHWJFXJI JK*HNJSH” FSI XHTUJ NS RZQYNU
ways: as an enabler, as a countermeasure, and

as a target.

EU-SOCTA 2025
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JNLNYFQ NSKWFXYWZHYZWJ FX EBiBESPEQMNME8L YTTQ YT IWN][J
criminal operations Some criminal networks develop or rely on dedicated

The dark web, social media and e-commerce platforms enc_:rypted communication platforms designed for illicit
allow criminal networks to operate with high degrees activities. Platforms such as EncroChat, Sky ECC, Ghost

TK JK*HNJSHA FSTSARNY~A FSI xJHzw QPRnersRrayideda cpramunicgignggyironment for

activities with minimal physical contact. A broad range of serlougdand orge(xjmsed cdrlme. Suc?h syhstems are deS|gned|
criminal activities take place solely or predominantly in the to provide an end-to-end encryption that prevents externa

online realm, as in the case of cyber-attacks, online fraud interception..Additionally, besppke securit_y features, s_,uch

schemes, or the distribution of child sexual abuse material. as re_mote W|p_|ng and anonymn_y met_:hamsm;, may _hlnder
the timely retrieval of relevant digital information during

Also criminal businesses with their centre of gravity in the investigations.

UMAXNHFQ \TWQI FSI F KTHZX TS YWFK*HPNSL TW UWTIZHYNTS

NSHWJIFXNSLQ” GJSJI*Y KWTR XMNKYX MTe¥ b e SdchmMPlcattytools

exploit available digital infrastructure for recruitment,

REFWPJYNSL YWFIJ FSI *SFSHNFQ YW FSWERAYAPYSE ?(”d'EORFQ%”ﬁrVBf?\?me“”ica“O”

L . o rvi which are | | ign r rs’
degree of organisation, criminals advertise illicit goods services, which are legally designed to protect users

and services, identify targets, use encrypted and privacy. These over-the-top communication applications
coded messa,lging o commur;icate and recruit provide legitimate encryption, large user bases that allow
individuals — including minors — on these platforms. HWNRNSFQX YT GQJSI NS ANYM TWINSFW

- . . . category, these platforms or tools are not built for criminals,
Criminal networks often work with technical specialists N .
o making it necessary for law enforcement to engage with
to carry out these activities.

private companies, navigate legal frameworks to investigate

(WNRNSFQ SIY\TWPX JJUQTNY NI PEE 257 YIRS 1 g
YT NYX KZQQJXY QJ[JWFLNSL YJHMSTQTLA FSI TSONS

ONSJ
XAXYIRX YT KFHNQNYFYJ NQQJIUFS R RX N N FWILI Y TH HWINRNSFQ

JSKTWHJIJRJSY FSI RF|INRNXJ Y |Didital Mfrastriicture*andthe data it holds is in itself a target
of criminal activity. Criminal networks use ransomware,

Victims of sexual exploitation are targeted online, Distributed Denial of Service (DDoS) attacks, business

their services advertised, managed and paid online, JRFNQ HTRUWTRNXJ KWFZI FSI UMNXMN
all remotely. Alongside the use of online mapping and steal data and extort payments. At the same time, Internet
booking applications to organise journeys, criminal of Things (IoT) devices and contactless payment systems
networks promote migrant smuggling services on social have increasingly become targets for criminals, while the

media, and use successful crossings as advertisements. rise of botnets and vulnerabilities in emerging technologies

(WNRNSFQ SIYATWPX YMFY YWFK*H IWgkadinkmbialefsdVsTaiddbk Ak Efdilenges to come.

infrastructure for communication, or for fraudulently

obtaining relevant information (through intrusion of digital Data is the new currency of power; stolen, traded and
systems or corruption of their users) on shipments where exploited by criminal actors. But it is also a crucial tool
their drugloads are concealed. for law enforcement to track illicit activities, identify

perpetrators, and dismantle criminal networks.

Digital infrastructure as a shield against law Data has become a central commodity, and will be
enforcement detection increasingly stolen, traded and exploited by criminal

networks or hybrid threat actors. It is a commodity that is
Criminal networks increasingly exploit digital infrastructure high in demand, as it opens doors to a myriad of criminal

to shield their activities from law enforcement. Encrypted activities, including cyber-attacks, online frauds, online
communication technologies, originally designed to child sexual exploitation, extortion, and others. With data
enhance privacy and cybersecurity, have become critical being such a sought-after and valuable commodity, its illicit
tools for criminal networks, enabling them to coordinate trade is expected to take further prominence in crime-as-
operations, evade detection, and expand their illicit a-service business models. The sale of stolen sensitive
enterprises. This misuse of digital tools manifests in information will be even more common on criminal

two ways: marketplaces.

A critical aspect of this threat is that stolen data is not
always used immediately or just once. In many cases,
criminals exploit it within a few years, and multiple times
over several years, with victims targeted repeatedly.

18 EU-SOCTA 2025



Serious and organise
crime is Accelerated
and other new techno

Criminal networks have demonstrat
ability to rapidly adapt to new techn
XTQZYNTSX 9MNX NS
(Al), a solution that has transforme
modern world with unprecedented
impact. Indeed, the very qualities t
Al revolutionary — accessibility, ver
sophistication — have made it an at
for criminals.
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&. FSI TYMJIJW SJ\ YIHMSTQTLNJX FWJ KZSIFRISWHFEQAXWIKWRRBDN S
NS Y\T RENS \FAX FX F HFYFQAXY KTW HWNRJ FSI FX F IWN[JW K

Al and other new technologies as a catalyst &. FSI TYMJW SJ\ YIHMSTQTLNJX
for crime KTW HWNRNSFQ JK*HNJSH”?

As Al-driven systems (large language models (LLM), &.cX FZYTRFYNTS HFUFGNQNYNJX FWJ Y
generative Al (GenAl)) become more advanced and user- of criminal operations. From automating phishing

friendly, criminal networks are increasingly leveraging campaigns to executing large-scale cyber-attacks, Al

their capabilities across a wide spectrum of crimes. GenAl enables criminals to achieve more — reach more victims,
models, for instance, have drastically reduced the barriers to be more targeted in their approach, and expand their global
entry for digital crimes. Criminals can now craft messages reach — with fewer resources. Cybercriminals leverage Al

in multiple languages, target victims with precision on for attack automation, social engineering, and bypassing
a global scale, create sophisticated malware, and even security measures, making cyber-attacks more scalable and
produce child sexual abuse material (CSAM). JK*HNJSY +ZWYMJIJWRTWJ YMJ JRJIJWLJS

Al could pave the way for entirely Al-controlled criminal

By creating highly realistic synthetic media, criminals . ) . .
y g highly y networks, marking a new era in organised crime.

are able to deceive victims, impersonate individuals and

discredit or blackmail targets. The addition of Al-powered As existing technologies continue to improve and key
[TNHJ HQTSNSL FSI QN[J [NIJT 1JJUKF RihXrghR tdd@riviogi¥s Maduie YeNmdl Rétworks will
enabling new forms of fraud, extortion, and identity theft. have access to a broad range of increasingly powerful

IMIXI YTTQX FWJ JFXNQ”" FHHJIXXN G Q dapasilitiéd. Today's Wihnahhavé tothed kbdls sdich as
technical skills. The accessibility of Al tools has multiplied ((9; XZW[INQQFSHJ HMNUX IWTSJX ,58
the volume of CSAM available online, creating challenges in their advantage. With developments in quantum computing,
YMJ FSFQAXNX TK NRFLJW” FSI NI1JSY NHhehreraierss, GG{uferaNn]eSBySMMS and brain-computer

.S YMJ *SFSHNFQ WJFQR YMJ JRIWL]J ﬂ?ga‘ieﬁoﬁ fB‘ﬂM'E \J'gh levels of anonymity,
eed, and so hIS ication currently demonstrated by
technology and cryptocurrencies has been leveraged to

cr|m|nal networks will only likely increase over the comin
facilitate payments and launder proceeds, supported by y y g

decentralised systems and unregulated exchanges. The years.

criminal exploitation of cryptocurrency as a payment With the expectation that decryption technology or

method now has moved beyond the scope of cybercrime, computational power — such as quantum computing —

and is encountered increasingly in more traditional crime \NQQ FI[FSHJ XZK*HNJSYQ" NS YMJ KZYz
FWJFX XZHM FX IWZL YWFK*HPNSL TW clriht\WhegptioX Rethod diibal n&works (sometimes
addition, various modi operandi have emerged which aim on behalf of hybrid threat actors) employ a strategic

to steal cryptocurrency, non-fungible tokens (NFT) or approach known as “store now, decrypt later”. This tactic
appropriate infrastructure and resources in order to mine involves the collection and storage of encrypted data with
cryptocurrency (cryptojacking). the intent of decrypting it once more advanced computing

capabilities become available. Such practices pose a
considerable risk to sensitive information of governments,
businesses and citizens, particularly as the development of
quantum computing threatens to render existing encryption
standards obsolete.

To counter the growing threat of Al-enabled crime,

policymakers, law enforcement agencies and the

technology sector must collaborate to develop robust

safeguards, consistent regulations, and advanced detection

tools. The rapid pace of Al and other innovation demands

F UWTFHYN[J FUUWTFHM YT JSXZWJ YMF
overshadowed by its potential for harm.
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Tactics of serious 5
and organised crime 3

Criminal networks employ a range of tactics that
facilitate their illicit enterprises across the criminal
landscape. These tactics enable them to further
develop their criminal business, increase their
UWT*YX FSI FZLRJSY YMJIJNW WJXNQNJ
WIQJ[FSHJ FSI HTSHJWS FWJ HWNRNSF
YMJ UWT*HNJSH” YT QFZSIJW RTSJ" Y
corruption, the regional peaks of organised crime-
related violence, the criminal exploitation of young
perpetrators, as well as the consistent intertwining
with the legal business world. These cross-cutting
catalysts contribute to the destabilising impact of
organised crime, are nurtured in the online sphere,
and will be further leveraged by technology and Al.

EU-SOCTA 2025



= | \WICriminal networks have adopted the practice to move illicit proceeds
i YT UFWFOQOQJO *SFSHNFQ XAXYJRX |IJXN

WEENGRS ClilnlgleRifel iR ETRIIE EIRETA YR This goes together with

YMJ TGKZXHFYNTS TK *SFSHNFQ +T\X

O9MJ NS*OQOYWFYNTS TK QJLFQ GZXNSJIXX
FOOT\X TWLFSNXJI HWNRJ YT LWT\ NS U
self-sustaining cycle that threatens the foundation of society.

Legal businesses in various sectors are misused throughout the
HWNRNSFQ UWTHJXX KWTR HTRRNYYNSL FSI |
QFZSIJWNSL UWT*YX

TWWZUYNTS NX NSXYWZRJIJSYFQ KTW

strongest undermining powers for the rule of law and citizens’ trust
Corruption has adapted to the broader
YWJISIX YT\FWI INLNYFQNXFYNTS FSI F HWNRJ
several threats becoming increasingly visible: targeting of individ uals
\NYM FHHJIXX YT INLNYFQ XA"XYJRX NS UZGQNH
TK INLNYFQ WIJHWZNYRJSY YFHYNHX FSI YMJ
brokers.

Organised crime-related violence is intensifying in several Member

YFYJX XUNQONSL T[JW NSYT UZGOQNH XU

‘NTQJSHJ GTYM JSFGQJX HWNRNSFQ
and results from them. It involves professional actors operating
without borders under a violence-as-a-service model.

The criminal exploitation of younqg perpetrators has increasingl

GJHTRJ F YFHYNH ZXJI G® HWNRNSFOQ
RISAPATNENATARDSILPASEN ' JHWZNYRJSY RIJIYMTI

NSHQZINSL YFENQTWIJI QFSLZFLJ FSI TSQNSJ H
culture. As these young recruits often lack knowledge of the broader
HWNRNSFQ SJY\TWP FSI MF[J WJIZHJI QJLFQ J
risk assets for criminal networks.

= AN LR
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(WNRNSFQ *SFSHJX FSI RTSJ

laundering

As the criminal landscape continues to evolve, so does the

NSYWNHFYJ SFYZWJ TK RTSJN QFZSIJWNSL FSI
Criminal networks increasingly invest in creating a parallel

*SFSHNFQ XAXYJR YFNQTWIJI YT JTWBXSINSL YMJN
and accumulating wealth generated from illegal activities.

OIMNX YMWIFY NX JXHFQFYNSL FX UFWFQQJQ *S
increasingly facilitated by digital platforms and enhanced by

emerging technologies.

24

Money laundering plays a crucial role

increasingly nurtured online and

NS JSFGQNSL HWNRNSF Q ¥nabledyy\n&w ¥ecknalagRs.

illegal activities; it is the backbone of
organised crime. It allows criminals to
convert criminal money into seemingly
legal assets, ensuring a continuous

Additionally, modi operandi often
involve multiple transactions across
various non-EU jurisdictions, exploiting
regulatory disparities and creating

+T\V TK KZSIX YT *SFSHJ KZZlabyfiMhing trail that challenges

criminal operations, expand their

*SFSHNFQ NS[JXYNLFYNTSX

NS+ZJSHJ TW YT FIl YT Y JN}/P]/eUJWXTS

wealth.

Traditionally, the process was often
conceptualised in three primary

rom
businesses to complex layering
techniques via shell companies, from
informal value transfer systems to

simple’use orcgsh intensive

XYFLIX 9MJ *WXY XYFLJ thHe &dplbithfod S Cryptocurrencies,

involves introducing illicit funds into

all these techniques serve as crucial

YMJ QJLNYNRFYJ *SFSHNRQTRUNBIBYXMIIK F UFWFQQJQ *SFSHNFQ

second stage, layering, consists of
multiple transactions designed to
obscure the origin of the funds through
a series of transfers, conversions, or
purchases. Finally, in the integration
stage, the laundered funds are
reintroduced into the formal economy,
often through investments in real
estate, luxury goods, or legitimate
business ventures.

However, in practice, money

laundering is far more sophisticated,

with criminal networks employing a
diverse array of methods to legitimise
YMINW NQQNHNY UWT*YX
of the threat increases as it is also

criminal underworld. This ecosystem
enables the movement of criminal
money while remaining increasingly
undetectable.

2TSJ" QFZSIJWNSL NX YMJ
GFHPGTSJ TK TWLFSNXJI HWNRJ
.Y FOQT\X HWNRNSFQX YT QJLNY
YMJ UWTHJJIX TK YMINW NQQJLF
FHYN[NYNJX FSI NSYJLWFYJ NQQ
KZSIX NSYT TZW QJLNYNRFYJ
JHTSTRA

9MJ HTRUQJ]NY"
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Emerging technologies as a digital cloak: CASE EXAMPLE — Cryptocurrency laundromat

a new era of money laundering washed out %

ChipMixer, an unlicensed cryptocurrency
mixer, was taken down in March 2023, for
its alleged involvement in money laundering

Cash still features prominentely in money laundering
schemes today. Criminals often use cash-intensive

businesses—such as restaurants, hotels, car washes—to activities. Deposited funds would be turned
mix illicit funds with the businesses’ legitimate income. into “chips” (small tokens with equivalent
When illicit proceeds are moved physically across borders, value), which were then mixed together -
cash is often transported via cash couriers. Increasingly, thereby anonymising all trails to where the
young and vulnerable people are recruited, often via social initial funds originated. The investigation
media and gaming platforms, to act as money mules. into the criminal service suggests that the

platform may have facilitated the laundering

9MJ NSHWIFXNSL INLNYFQNXFYNTS TK *$ESHNFQn Xk dR% ek bzl QJ |
\NYM JRIWLNSL YIHMSTQTLNJIX MFX X NNt HifeS ¥@Aaivhd Medp¥ IS J |

the threat of money laundering. Cryptocurrencies, assets. A large share of this is connected
IJHISYWFQNXJI *SFSHJ )J+N UQFYKTWR darkkeS inakets| MhdbhdaGre groups,
automation facilitate greater anonymity, enabling illicit goods trafficking, procurement of
criminals to obscure illicit transactions more effectively child sexual exploitation material, and

FSI TGKZXHFYNSL YMJ GJSJ*HNFQ T\SJWXeTRPROON ANYIeSP SN FQ
+T\X &IINYNTSFQQ”A YMJ UWTQNKJIWF Y NESherige g0l g ViR éetss vy TP JIs X
(NFTs) and dark web marketplaces further complicate the darkweb platform uncovered transactions in

IJYJHYNTS FSI WILZQFYNTS TK NQQNHNY SEEEHRPERALNTN Y NI X

‘NWYZFQ HZWWJSHNJX FWJ NS &RAmMhereirgdqr exampleinyqlves e gyiching patyyeen
RTSJAN FX YMJA TKKIJW UTXXNG h@%ﬁ?}ﬁyﬁ’%“ﬁ R S MR
pto-swapping services 1acl itate a QUICk onversion of
NSXYFSY LQTGFQ YWFESXFHYN bhetoin Mofaﬁot@rl:bgl\ plating rder¥lonbErat-otlisers.
UWN[FH" JSMFSHNSL YJHMSTQ -|—T|qel§l alldw instdnit brae-bf Mé:c}@b(bcurrency for another

WIRFNSX HISYWFQ YT YWFINY Naidthey@re kedomidgmang widelpised\farsondy T K
HWAUYTHZWWJISHNJIX )J+N UQFIKIBWIRNSIF MIX I WNHISFHYNTSX FW.
FZYTRFYNTS MFX YWFSXKTW R J Peltkaoyngeippaie exehangegjinjo less known ones or

OMJIXJ YIHMSTQTLNJIX FWJ GJN “l‘_’aCZS?'Hﬁ'”‘E%OFEfOrthwgﬁnymity-Manyof

these services are registered in jurisdictfons with loose anti-
N
HQTFP YT MNIJ RTSJ QFZSIJW §1 -laundering regulations and often use lenient or non-

Virtual currencies provide criminals with opportunities to existent know-your-customer procedures. In some cases,

TGKZXHFYJ *SFSHNFQ +T\X 9MJ U XJzIPYFKep pdvedipafhefnprgempliance.

several cryptocurrencies, coupled with the use of mixing YJJHISYWFQNXJI *SFSHJ )J+N NX FSTYM
services and privacy-focused coins, present challengesin  element in the cryptocurrency market. DeFi protocols,
tracing illicit transactions. Complex schemes are set up to GZNQY TS GQTHPHMFNS UQFYKTWRX UV
increase the opacity of transactions. without intermediaries like banks. These protocols use
cryptocurrencies to facilitate decentralised lending,
borrowing, trading, and more. Whereas traditional
JIHMFSLJIJX FWJ KTHZXXJI TS YZWSNSL *|
cryptocurrencies, decentralised exchanges are focussed on
turning cryptocurrencies into other coins and currencies.

International trade is increasingly exploited for crimes,
UFWYNHZQFWQ” RTSJ QFZSIJWNSX FSI
Criminal networks leverage strategic trade partnerships

— including free trade zones (FTZs), shell companies,

trade misinvoicing, and opaque supply chains — to launder
RTSJN J[FIJ XFSHYNTSX FSI *SFSHJ NQ
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Criminal actors &EXXJY WIHT[JWA"

Money laundering can be conducted either by those Money laundering serves as a critical enabler for criminal
directly involved in the predicate offence or by specialised enterprises, allowing them to integrate their illegal gains
professional money launderers and brokers. In the former into the legitimate economy. Asset recovery, the process of
case, the laundering process varies depending on factors locating and reclaiming assets derived from illicit activities,
such as the nature of the predicate crime, the volume and UWJIXJISYX XJ[IJWFQ XNLSN*HFSY HMFQQ.
frequency of transactions, and the geographic distribution recover criminal assets allows criminal networks to expand
of the criminal network. In the latter case, professional YMINW NQQNHNY FHYN[NYNJX FQI NSHV
launderers or money brokers select the most effective JHTSTR”A .S*QYWFYNTS NSYT YMJ QJLFQ
laundering methods based not only on the amount of crime pervasive and destructive.
RTSJA NS[TQ[JI GZY FQXT TS YMJIJNW * FSHNF .
FIFNQFGQJ WIXTZWHJIX FSI UFWFQQJQ?S*S tlfesc % r\)ylgg‘jg; EarW fpctive

ool to tac e serl us an organlse crime. [t deprives
Professional money launderers, increasingly with criminals of their criminal assets and prevents them from
specialised knowledge in digital asset trading, have reinvesting them in other crimes or integrating them into the

I1J[JQTUJI UFWFQQJQ ZSIJWLWTZSI *S manstkeB@ecohdmMyJRX YMFY
operate outside the regulatory frameworks governing

QJIJLFQ *SFSHNFQ NSXYNYZYNTSX 8TR:{,C%II§Y\€EA€S§?;§E re&ot%ylptgﬁur[ﬁﬁﬁzgnggSLJ NS

occupy pivotal positions within criminal networks, offering
JIYISXN[J ZSWJILZQFYJI *SFSHNFQ XJ\ﬁf ?FSYWNé{??leglsgtéﬂ F?M%ht%e §ZEXYFS

. o . esources and r e frameworks
networks. Their activities facilitate large-scale money

QFZSIJWNSL \MNQJ J[FINSL *SFSHNFQ E['I'Jﬁﬁl H%l\ﬂ? SS E%’\&l NEEIQ:Y%V(S/IH;JIX \

thereby reinforcing the resilience and reach of criminal
networks.
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Criminal exploitation of legal business structures

OMJI NS*QYWFYNTS TK YMJ QJLNYNRFYJ GHEXWS Y)WJ \X YWQHF YNJX N
criminal networks. The abuse of legal business structures (LBS) is a muitfunctional tool to

support, disguise, or facilitate any form of criminal activity and to laurder its proceeds. All

business sectors are at risk, to varying degrees, in all crime areas.

LBS as multifunctional tools for serious and
organised crime

LBS are a key instrument in criminal networks’ toolboxes,
supporting their operations in various ways, from
committing and covering up crimes to laundering criminal
proceeds.

While the abuse of LBS is optional in some areas of crime,
certain criminal activities simply cannot be carried out
without them. LBS misuse is particularly prevalent in
JHTSTRNH FSI *SFSHNFQ HWNRJ
carried out through commercial operations in the legal
economy. All types of fraud schemes targeting individuals,
private companies, and public institutions, but also
intellectual property crimes and environmental crimes are
perpetrated behind the facade of legitimate businesses. For
other crime areas, even though LBS are not an intrinsic part
of the modus operandi, they may be important facilitators

of criminal activities. For example, front or shell companies
may be used to facilitate the movement of illicit or stolen
goods or to enable money laundering activities.

Varying degrees of criminal exploitation and
NS*QYWFYNTS TK 1'8

Criminal networks can seek to exert varying degrees of

CASE EXAMPLE — Counterfeiting criminal
network owns courier companies 2

In June 2022, the Greek authorities
conducted investigations into a criminal
network involved in trading counterfeit

luxury goods through a website and 13 social
media profiles. The criminal network had
managed to distribute over 364 000 parcels
to customers and obtain more than EUR

18 million in illicit profits, laundered

Fsi N s EOQ HWNRNSEQ iy NN vnax

owned two courier companies that would
exchange goods and money multiple times to
avoid detection and conceal their criminal
activities.

A large majority of the reported criminal networks abuse

LBS to some degree. Many of them do so at the highest
YMWIFY QJ[JQ ~ XJYYNSL ZU YMJINW T\S
existing LBS at a high level, or colluding with or coercing

key high-level individuals within an LBS to gain access or
control.

The greatest concern lies in insider threats—high-level
NS*QYWFYNTS TW HWNRNSFQ T\SJWXMN
criminals to tailor the system to their needs and maintain

NS+ZJSHJ FSI HTSYWTQ T[JW 1'8 2TxX VW0 Fs JINXYNSL

LBS may be used by a criminal network without their
knowledge. In this instance, the criminal network does
not exert any direct control over the LBS but merely uses
its name, infrastructure, or services. Taking a step further,

9MJ NS*QYWFYNTS FSI FGZXJ TK 1'8 HFS
long-term, or temporary. When abuse is systematic, it

becomes a functional part of the process without which

the criminal activity cannot be carried out. Some LBS are

FHWNRNSFQ SJY\TWP HFS INWJHY Q" Nruiéd thbimioltthe clinfhdr profes bthers only in one

level, by colluding with or coercing its employees. Further

or a few stages.

XYNQQ F HWNRNSFQ SJY\TWP HFS NS*QYWFYJ FS 1'8 FY F MNLM QJ[JQ

coercing key high-level individuals within the structure, or
set up its own LBS which it fully controls.

The changing DNA of serious and organised crime

All business sectors at risk

All business sectors are potentially at risk of criminal
exploitation, each presenting different types of opportunities

KTW FGZXJ GM" HWNRNSFQ JQJRJIJSYX 1'8
by criminal networks across almost all sectors, in all crime

areas. Three types of businesses are particularly affected by
HWNRNSFQ NS*QYWFYNTS TW FGZXJ HT

cash-intensive businesses (particularly hospitality), and
logistics (i.e. transport and import/export companies).
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Corruption

Corruption is embedded in the very DNA of crime. It acts as a key enabler and catadt for

criminal activities, and contributes to destabilising society. It is hstrumental to most forms

TK TWLFSNXJI HWNRJ FSI YMNX YT J[FIJ HFTWSKTQNMYRHED N
facilitate criminal operations or weaken the trust in public sector or lav enforcement. While

grounded in well-known mechanisms, corruption has adapted to the broaer trends toward
digitalisation and a crime-as-a-service model. Several issues beame increasingly visible: the
targeting of individuals with access to digital systems in public and private entities, the use of

digital recruitment tactics, and the elevated role of corruption brolers.

(TWWZUYNTS FX F YTTQ YT KFHNQNYFYJ FQQ HWNRJ FWJFX FSI J

Corruption serves as a critical enabler of organised crime, Corruption also plays a pivotal role in facilitating the
FOQQTA\NSL HWNRNSFQ SJY\TWPX YT N SHiQtXrade ivi Xs&if BXibeN/ Yvizbwrider Sexurity [skalff) law

QF\ JSKTWHJRJSY FSI JJUFSI YMIJNW NSKZIMHJIRRIBWTPSH HZXYTRX TK*HNFQX F
political, economic, and social domains. It undermines the RF* KFHNQNYFYJ YMJ ZSNSYJWWZUYJI +

rule of law, weakens governance structures, and distorts services across borders. Furthermore, corrupt staff in

economic systems, creating an environment conducive to *SFSHNFQ NSXYNYZYNTSX RFA JSFGQJ R
illicit activities. The intersection of corruption and crime disregarding regulatory compliance, allowing criminal
UWJIXJISYX XJ[JWFQ XNLSN*HFSY YMWJIBWX "WIXXYTHRBJYNRY IYWENDNNYSYT YMJI KT
and security. activities not only fuel organised crime but also pose

*
One of the most immediate consequences is the erosion XIWNTZX WNXPX YT *SFSHNFQ XYFGNQN

of law enforcement and judicial integrity. Criminal networks ~ From an economic perspective, corruption linked to

exploit corruption to secure protection from prosecution organised crime distorts market dynamics and undermines

by trying to bribe law enforcement and the judiciary. This QIJLNYNRFYJ GZXNSJXX FHYN[NYNJX 9M
enables them to avoid arrests, obstruct investigations, and networks into economic sectors disrupts fair competition,
manipulate legal proceedings in their favour. Additionally, discourages investment, and fosters an environment of

HTWWZUY TK*HNFQX RFA UWT[NIJ HWNRMNBFDRANH X8 JHKKOH X X SIHI
information regarding operations, allowing them to evade
detection and continue their activities with impunity. (TWWZUYNTS NX JRGJIIJI NS YMJ

Beyond law enforcement and judiciary, public institutions "NEX F HWNRNSFQ FHY NS NYXJQ
FWJ MNLMQ” XZXHJUYNGQJ YT NS*QYWHYNWS FG2 HHWNRNSFQ ISIxITvWeXZ X FSI
(TWWZUY TK*HNFQX HFS KFHNQNYFYJ TWE FBWXRIN 8 WNRAIVGN WWEBY NSKL QF\ F S
access to government contracts, procurement processes, YWZXY NS IJRTHWEYNH NSXYNYZ

FSI *SFSHNFQ XAXYJRX 9MNX STY TSQ"GJfﬁﬁI%JJXX&VX&ZIZZéQIJ%\ﬁI—HNJY,\ EX E \N

activities, such as money laundering, but also allows
HWNRNSFQ SJY\TWPX YT J]JJWY NS+ZJSHJ T[JW UTQNH~ RFPNSL
and regulatory frameworks. In some cases, this may
result in situations where criminals systematically
manipulate political and administrative structures to
serve their interests.
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An enduring catalyst of criminal threats,
ZSIIJW WJUTWYJI ~"JY J[JW FIFUYNSL

Corruption is set to further digitalise. Recruitment of,

and communication with corruptees takes place online.

Bribes are transferred by criminally exploiting

HWAUYTHZWWJISHNJIX TW *SYJHM .S FIINYNTS NSIN[NIZFQX
with access to digital systems become key targets for

corruption as they can provide access to information

relevant to the criminal enterprise.

&X YIHMSTQTLA FSI &. FITFSHJ NSIN[NIZFQX \NYM

FHHIXX YT INLNYFQ NSKWFEFXYWZHYZWJ XTQZYNTSX NS GTYM
UZGQNH FSI UWN[FYJ XUMJWJX MF[J GJHTRJ UWNRJ
YFWLIJYX KTW RFSNUZQFYNTS FSI JJUQTNYFYNTS

The largest threat of corruption within organised crime

is its impact on public trust and societal stability. When

institutions are perceived as compromised, citizens lose

HTS*IJSHJ NS LT[JWSFSHJ XYWZHYZWJX QF\ JSKTWHJRJSY

and the judicial system. This erosion of trust creates

a power vacuum in which criminal organisations may

position themselves as alternative authorities, providing

NQQANHNY XIJW[NHJX *SFSHNFQ FXXNXYFSHJ FSI J[JS XTHNFQ TWIJW NS
areas. Over time, this may weaken democratic structures

and reinforce criminal governance.

(TWWZUYNTS XTRJYNRJX RFSNKJIJXYX FX KTWJNLS NS+ZJSHJ FX
IJRTSXYWFYJI G» YMJ NS[TQ[JRJSY TK UZGQNH TK*HNFQX NS XTRJ
major corruption cases . This is why corruption is part of

the core DNA of crime, destabilising the internal security of

the EU by undermining our economy and society.

While Member States continue to strengthen their
regulatory frameworks alongside EU and national
legislative developments and law enforcement efforts,
corruption remains underreported, further amplifying
the threat it poses.

Corruption is not merely an ancillary component of
organised crime but a fundamental mechanism through
which criminal networks consolidate power, evade justice,
and expand their operations.
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Violence

AWLFSNXJI HWNRJ WIJQFYJI [NTQJSHJ MFX NXSYFWNNHIZRE WQ
HNYNJX FSI ZWGFS IWZL RFWPJYX <NYMIINSYWXNIHNINXS FItK
displacement of violence throughout the EU is expected. Violence is enaaching upon public
spaces, instilling fear and eroding trust in authorities. Score-seling between and within criminal
networks is the most common trigger. Online and encrypted communication solutions enable
criminals to recruit hitmen — including young perpetrators — and coordinate violent actions

all over the world. Violence is provided as a service and made possible by the aitability of
YWFK*HPJI \JFUTSX

OMJ ZXJ TK [NTQJSHJ NS TWLFSNXJI HWNRJ
MIYIJWTLISTZX KFHNQNYFYJI GM \JFUTSX Y\

The use of violence is a common feature, with two-thirds of the criminal

networks engaging in forms of violence ranging from psychological violerce,

XZHM FX NSYNRNIFYNTS FSI YMWIJFYXRYNSMQZNNESNF
assaults, kidnapping, torture, and homicide.

Hotspots of violence often coincide with key locations for organised crime, with a
UFWYNHZQFW NSHWJFXJ NS IWZL YWFKFHBNSBNYWT® X
the import of drugs at key ports and distribution in major cities, although drug-
WIQFYJI [NTQJIJSHJ NX FQXT XUNQQNSNYWW IN$ YW XNR
of entry points of cocaine, the violence may further spread to other locatiors in

the EU.

Distance and boundaries are irrelevant when it comes to the use of violence

by criminal networks. Enabled by online platforms, social media and encrypted
communications, violent criminal networks have a long reach. This enables
them to set up violent actions remotely, in all corners of the world — from private
homes to public institutions such as prisons. Perpetrators incarcerated are easily
approached, sometimes with the help of ex-convicts, to harm a fellow inmate for
intimidation or retaliation.

4SQNSJ UQFEYKTWRX FSI JSHWAUYJlI HTRRZS
HFYFQAXY KTW [NTQJSHJ KTW WJHWZNYRJ®
WJIJRTYJ HTTWINSEYNTS 9MJA FQXT KEHNQN
[ZQSIJWFGQJ UJWUJYWFYTWX
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Violence, intimidation, and threats are intrinsic features of BHTWJ XJYYQNSL KTQQT\NSL INX

many forms of organised crime. Extortion and racketeering, YMIJKYX ES | GJYWFAFQ GJY\JJS F
kidnapping for ransom, aggravated robberies, home

NS[FXNTSX YNLJW PNISFUUNSLX FSI HF%_IQ%TVE/MP W}{Svﬁﬁ% Y HTRRTS
in human beings (THB), and child sexual exploitation J MNLM IR
are inherently violent crimes, with direct impact on their HWNRNSFQ UFWYSJWXMNUX HTS
victims. Extortion-related violence increasingly takes place MNLM YIJSXNTS FYRTXUMIWJ K2\
online with intimidation tactics, including the threat of FIFNQFGNQNY”A TK NQQNHNY *WJ
releasing sensitive data, divulging personal data, personal

conversations, or images, blocking cyber services and While violence concerns many crime areas, it is most

computer systems, cyberbullying, and verbal intimidation HTRRTSQ" FXXTHNFYJI A\NYM IWZL YWFK-
over the phone. It is also seen in child sexual exploitation, lesser extent, migrant smuggling. In crime areas such as
where grooming and psychological violence enable burglaries and organised theft, violence is mostly reactive
criminals to obtain child sexual abuse material. and for defensive reasons.
Violence is also used as a tool by criminal networks to <JFUTSX YWFK*HPNSL TKYJS ITJX STY Q
establish and maintain power over a criminal market, GZY *WIFWRX YWFK*HPNSL YT FSI \NYMI
territory, route, key location, critical infrastructures, availability of weapons in general, are major enablers for
transportation and distribution networks. Removal of organised crime-related violence. The use of explosives
competitors and elimination of rivals is often a fast track to FSI *WJFWRX NX GIJHTRNSL RTWJ KWJVZ
gaining dominance. Violence is also a tool to conceal and intermediaries and weapons dealers. Heavy pyrotechnics
enable criminal activities. It is used to evade authorities — or improvised explosive devices containing considerable
including by silencing and coercing people into participating FRTZSYX TK +FXM UT\IJW FWJ ZXJI FX \J
in the criminal process. As such, violence is occasionally STYFGQMA" NS YMJ HTSYJ]Y TK WIJYFQNFYI

ZXJlI G HWNRNSFQ SJIY\TWPX YT XJH Z#54d iry HBNMftS\eBd QQBOBIESY NT S
into legal business structures, going hand-in-hand with
corruption and ensuring corrupt actors remain compliant.

8JYYQNSL GZXNSJIXX HTS+NHYX FSI XHTWJ XJYYQNSL GJY\JJS

and within criminal groups is the most common trigger

for violence. Within criminal networks, any member of

the network, regardless of rank, as well as their close

acquaintances, can become a target when disputes arise.

Between criminal networks, criminal partnerships are

+JIJYNSL FSI [TQFYNQJ FSI HTRUJYNYNTS GJY\JJS HWNRNSFQ
FHYTWX NX *JWHJ UFWYNHZQFWQ”" FRTSL IWZL SJY\TWPX 4SHJ

F HTS+NHY XYFWYX NY HFS JXHFQFYJ NSYT FS JSIQJXX HNWHQJ TK
WIYFQNFYNTS NSYJWUJIJWXTSFQ HTS+NHYX FSI [JSIJYYFX
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' NTQJIJSHJ FX F XJW[NHJ \MT ITJXAMPYHEES IV'Cl\ﬂ”Fe\asaser'Ce
does it work? criminals hire criminals

After a dispute in the illegal drug trade,

Various actors play a role in planning and executing violent a criminal network was hired to carry out

af:ts, with distinct responS|b|I|t|<—?s. _In many cases_, there is a violent retaliation attacks in Germany. They
distance between those commissioning or ordering the act orchestrated a series of attacks with the

of violence and those executing it. use of explosives, as well as kidnappings.
An action day in January 2025 resulted in
the arrest of three persons and the seizure
of various criminal assets, such as EUR
20 000 in cash, a converted firearm and
powerful explosive pyrotechnics.

There seems to be a ready supply of individuals willing to be
recruited to commit violent acts. Within criminal networks,
low-ranking members commonly act as perpetrators, but
violence is also outsourced to young perpetrators, assorted
criminals, and professional hitmen or hit squads offering
violence-as-a-service. They are contacted directly through a . . .

L . . Of particular concern is the involvement of young
network of personal contacts, in prisons, or via intermediary o . L :

perpetrators in violent crimes. Their involvement is seen

contacts. Encrypted communications and online platforms

FWJ NSXYWZRJSYFQ NS *SINSL FSI WJ'na%/%iy@tiﬁgfsf\ﬁﬁgﬁﬁfﬁﬁﬁjg}%,@lcglg,fesxuglJNS|

Violence can be highly premeditated and prepared,asseen UFWYNHZQFWQ”" [NXNGQJ NS IWZL YWFK

in typical score-settling hits. A small number of criminal out by violent youth groups and street gangs, but also by
networks are known to use and/or provide violence-as- young people groomed and recruited for this purpose via
a-service. These services include professionally planned social media and messaging applications.

and organised contract killings, as well as violence used as
a means of debt collection, extortion or to settle criminal
HTS+NHYX

Increasingly, executors of violence appear to have little

knowledge of the intended victims and their physical

surroundings prior to a hit or assassination. Facilitators

are sometimes also recruited ad hoc in online group chats

KTW XUJHN*H YFEXPX XZHM FX XZW[JNQQFSHJ
leads to shorter time frames to set up the violence. Badly

informed and inexperienced perpetrators increase the threat

of causing collateral damage to unintended victims.
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Criminal exploitation of young perpetrators

>TZSL UIWUJYWFYTWX ZXJI FX P IWRAHMNIK N EN[FQMMSTYZKSQNSJ HTRR

types of serious and organised crime manipulate children and young people

The recruitment of young perpetrators, including young At the intersection of serious and organised crime and
adolescents and children, into serious and organised crime  violent extremism, several online groups have emerged
and terrorism is not a new phenomenon. However, it has that have a common purpose of destroying civilised society
increasingly become a means used by criminal networks to  through the corruption of young people. Based on their
remain out of reach of law enforcement and the judiciary. extreme ideological views, criminal actors groom and

victimise children, coercing them to commit violent acts,

Young perpetrators are frequently exploited in several . .
g perp q y €xp including sexual abuse, acts of cruelty, torture and murders.

criminal markets and in several roles. In cyber-attacks,
script kiddies® FWJ NS+ZJSHJI YT HTSIZHY XThdde Mdlent drliGeldups are targeting and manipulating
FHYN[NYNJX KTW F KJJ .S IWZL YW FK vtireigd childieh Snd younp peppleRivads widely
recruited in roles like dealers or couriers but also warehouse accessible online platforms, including social media and

operators, and drug extractors from shipping containers. gaming platforms. The predators in these networks

Young people are used as money mules, receiving and NS+ZJSHJ HMNQIWJS TW ATZSL UJTUQJ I
transferring illicit funds through their bank accounts, often increasingly shame, incriminate, or isolate them, and this in

in exchange for a small share of the money. In (online) turn makes them more vulnerable to further exploitation. In

frauds, young perpetrators may be asked to recruit others, many cases, there is a correlation between victimhood and
XMFWJ UTXYX TW HWJFYJ TSQNSJ UW pergetratiol af disk, [witiNaBusdraiahy Werd tkemd&ves
in return for commissions or rewards. Young perpetrators victims of abuse, thus perpetuating a cycle of harm.

have also found to be involved in migrant smuggling or

organised property crime. CASE EXAMPLE — Online group “CVLT"  ®

This trend has expanded across more countries, with In January 2025, two individuals were
recruitment methods evolving and young perpetrators also arrested for participating in a violent
being tasked with violent acts such as extortion and killings. extremist child exploitation ring named
“CVLT” that groomed and then coerced minors
TIJHWZNYRJSY TK *"TZSL UJWUJ‘(WFOWTEWNSGMJWM?V@WWB@A
YFPJX UQFHJ TS XTHNFQ RJINF F’@‘qeslﬁf ei?“%’ﬁ[hﬁlgéo‘tpjie
d atleas mLNQrs aroun
YFPNSL FI[FSYFLJ TK YMJ FSTS’\%@T n%idn% t’étho

ders a

YMJIN TKKIJW FSI ZXNSL HTRRZSNMI&%MnI&usXc\SNM&MhbhéUaM(
YMFY XUJFP YT A"TZSL UJTUQJ ran CVLT online servers, and controlled
membership for the group.
The young perpetrators are recruited through social media

; o o CVLT members' coercion escalated to
platforms and messaging applications, exploiting the

pressuring victims to kill themselves

anonymity and encryption they offer. Criminals use tactics via video livestream. They blackmailed

to lure young people, including tailored language, coded the victims to submit and remain silent,
HTRRZSNHFYNTS FSI LFRN*HFYNTS XY WhkeXehin)td Xstribtela@ddbbidnAdN S L
a luxurious and violent lifestyle, they convince vulnerable compromising photos and videos to their
young people to join their ranks. family and friends. CVLT would sometimes go

through with their threats against victims

Investigations show that there is a demand from the who tried to escape their grip. CVLT is part

criminal realm for young perpetrators, but also that there of a larger network of violent extremists
is a supply of such perpetrators willing and looking for and child abusers active within similar
assignments to participate in violent acts. In several cases, online communities.

violent attacks committed by young perpetrators are
orchestrated remotely by a criminal service provider.
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&QQ TWLFSNXJI HWNRJ FHYN[NY®A UWJXJSYX F YMWJFY
YT YMJ *: FSI NYX 2JRGJIJW 8YFYJX YT XTRJ

1JLWJJ \MNQJ HIWYFNS HWNRJ FWJFX HTRJ YT

the fore as more threatening because of

YMINW HZWWJSY YMWJIJFY QJ[JQ NRUFHY TS XTHNJY"
FSI JJUJHYJI KZY ZWhe &fimiQel YNT S

landscape is very heterogenous with many

various types of crime committed by a W ("CIJW FYYFHPX YFWLIYNSL
plethora of criminal actors affecting Member L S R T TS

L ) ) They exploit digital infrastructure
States in different ways. For this reason, it [ZOSJWFGNQONYNJIX QJ[JWFLJ IFYF

is important to identify the most threatening ES| YEWLJY IEYE KTW UWT*Y ESI F
HWNRJ FWJFX XT FX YT UWNTWNWNXIFEMIXYEENTNKEYNTS *]U.
against serious and organised crime in the the cybercrime underworld in a crime-as-a-service

years to come. RTIJQ JJUFSINSL YMJ UTTQ TK HAG

within a landscape that is already fragmented
& WFSLJ TK HWNRNSFQ YMWJF Yn)%s%hée\%%\ﬁr%nforcement intervention.

UWIJIITRNSFEFSYQ” NS YMJ TS Q N Sthe ¥ithdvhd-¥Vsdrvice fddel also supports
YMJIN FWJ KFEXY YWFHPNSL NS YIJWRXSFRKFHIYQWRJFX NS YTIF~AcX

WIFHM YT [NHYNRX XTUMN XY NMtvafigqsTia cype-arqks Np not only include

T U J W FTRibNs due to the general online UWT*Y GZY FWJ FQXT NSHWJFXNS
presence of gltlzens and .busmesses, qnd \

the acceleration of enabling technologies,
particularly Al. In some cases, these digital 9MJ XHFQJ IN[JWXNY~
crimes are executed in support of hybrid sophistication of fraudulent activities are

threat actors’ ideologically motivated UWJI[NTZXQ" ZSXJJIS IWN[IS G* FI[
objectives. automation and Al. These schemes leverage Al to

create highly realistic narratives that incorporate
YWJSINSL XTHNJYFQ YTUNHX RFP]I
HTSI[NSHNSL (WAYTHZWWJSH”" MTC
both as a payment method and as a vehicle for
investment fraud. Impact on victims is both
*SFSHNFQ FSI UX"HMTQTLNHFQ FS
multiple times.

\
Production is nurtured by the ever-
JJUFSINSL [NHYNR GFXJ TSQNSJ F
the accessibility of Al tools to manipulate images
and videos and to groom minors convincingly.

Material is distributed in high volumes within
online communities of offenders who also use
new tools as countermeasures against detection.
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8TRJ HWNRNSFQ GZXNSJXXJX YMFY FWJ KZSIRRNEYRK Q@Y BNC
YMJ YWFK*HPNSL TK LTTIX TW UJWXTSX UJWXNXYZRXAPIN YN
RTWJ YWFINYNTSFQ HWNRJ FWJFX Y MYIISXYXHFS IWIFRNGHHFX XS
the agility and resilience of the criminal actors involved in them, and the igh demand for the

involved illicit goods or services. At the same time, key parts of these illit businesses move

online, gain from innovation, or even serve the objectives of hybrid threaactors.

The changing DNA of serious and organised crime

(W 2NLWESY XRZLLONSL WJRENSX F YMWNI[N

WTZYJX ESI RTIN TUJWESIN NS WJXU
IHCAARAPE I RA\NP SRRV This global market with

YMJ *: FX RFOTW IIJXYNSFYNTS FSI YWFSXNY
HTS+NHYX JHTSTRNH MFWIXMNUX FSI JS[NWT
RFSNUZQFYNTS TK NWWJLZQFW RNLWFYNTS +°
FY YMJ *:cX JJ]YIJWSFQ GTWIIJWX MFX FRUQN*JI
provision of migrant smuggling services. Despite its point of gravity

NS YMJ UMAXNHFQ \TWQI RNLWFSY XRZLLQNS
advancements in digital and technological tools.

W )WZL YWEK*HPNSL NX F UJWJFEXN[J H

ith a multitude of global interconnections. JIEGIIGESEISE:Rll]al\Y

lucrative yet competitive criminal enterprise. It has a high potential t o
IIXYFGNQNXJ *: XTHNJY” LN[JS NYX FXXTSNF
FSI NS*QYWFYNTS NS YMJ QJLFQ JHTSTR” (TH
YWFK*HPNSL FWJ UFWYNHZQFWQ” I"SFRNH \N
RTIN TUIJWFSIN FSI F [FWNJY® TK HWNRNSFQ
YMJ \FYIJWGJI JKKJHY HZWWJSYQ” XJJS NS HT
innovation in chemical processes and new — potentially dangerous

[FWNFSYX FWJ JJUJHYJI KZWYMJIJW J]JFHIJWGF
NRUFHY IWZL YWFK*HPNSL MFX

W +-NWIFWRX YWFEFK*HPNSL NX F HWNYNHFOQ

oo\ e He EIn s le Mgl EIge]EWA Patterns in the market for illicit

*WIFWRX FWJ XMNKYNSL ITWN[JS G MINLMYJ¢S
*WIFWRX FSI JJUQTXN[JX NS TWLFSNXJI HWNR
XJIJPNSL FQYIJWSFYN[J XTZWHJX TK \JFUTSX F
as geopolitical developments that facilitate illicit production a nd
YWFK*HPNSL 9JHMSTQTLNHFQ FI[FSHJRJSYX >
) UWNSYNSL FSI &. QT\JW FHHJXX GFWWNJW
Weapons available in (post war) Ukraine will further exacerbate

this threat.

W *S[INWTSRJSYFQO HWNRJ UFWYNHZOFWOQ

NRUFHY TS YMJ SFEYZWFQ JSINWTSRJSY F

cUCEECIWAOR=ORIPENN] <FXYJ YWFK*HPNSL NX HQTXJ¢
\NYM YMJ QNHNY \FXYJ XJHYTW FSI NS[TQ[JX

from extensive expertise.
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