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3.2 Exploiting system 
vulnerabilities

Techniques that exploit vulnerabilities in the 

targeted systems are o�en used in combination 

with, or as an alternative to, social engineering. 

IABs continue to keenly monitor and exploit 

vulnerabilities in organisations’ public facing 

infrastructure (e.g. web servers, network devices, 

firewalls, VPNs and other cloud infrastructure). 

Cybercriminals also continue to target the webpages 

and apps of online retail platforms with digital 

skimmingH attacks in order to steal credit card 

details and/or account login credentials.

Common Vulnerability Exposures (CVEs) enable a 

range of attack vectors, which allow criminals to 

gain access to systems and/or collect valid account 

credentials and digital payment data. For example, 

so�ware vulnerabilities can enable remote code 

execution, allowing criminals to run malicious code 

on a device or within a network. They can also carry 

out replay attacksI to retrieve transmitted data. 

Cybercriminals may also position themselves within 

a communication channel between networked 

devices in order to manipulate or intercept 

transmitted data. This process is o�en referred to as 

Man-in-the-Middle (MitM) attack.

H A web skimmer is a JavaScript code injected by an attacker onto a website with the specific intent of stealing any kind of sensitive data willingly 

entered by the user, such as credit card details or passwords.

I A replay attack involves the interception of secure network communication that is then fraudulently resent or delayed, maintaining its original 

characteristics, avoiding detection and making it appear legitimate to the receiver.  

Brute force attacks can be used for automated 

password guessing to acquire valid account 

credentials. For example, this can be done using 

previously acquired or leaked data sets. It can 

also be done o�line to crack the password hashes 

captured through MitM attacks. Similarly, criminals 

can exploit the publicly available Bank Identification 

Numbers (BINs) on payment cards to generate valid 

card numbers for fraudulent use (BIN attacks)21. 

Criminals can also forge user credentials for web 

apps and services using session cookies, tokens 

and other artefacts to authorise user access. Web 

apps and services o�en use session cookies as an 

authentication token once a user has logged in 

to a website. These cookies are o�en valid for an 

extended period of time, even if the web app is not 

actively used22.
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Cybercriminals who specialise in data the� and 

initial access brokering deploy a wide range of 

methods in their operations. They adapt their 

criminal processes to the target, making it di�icult 

to create clear-cut profiles. They target victims 

and systems en masse and try to capitalise on 

exposed technical and human weaknesses. This 

opportunistic approach is also reflected in the broad 

range of tools and techniques they use, which are 

chosen based on suitability and availability.

For example, data and login credential brokers 

use infostealers, which are o�ered as-a-service 

on criminal platforms, to gather information from 

their victims. They also use botnet-based dropper 

services to orchestrate phishing and malspam 

campaigns and malvertising services, as well 

as other techniques, to distribute malware. The 

stolen data, such as infostealer logs and breached 

data dumps, can be sold or further processed 

by criminals to extract credentials and other 

information. It is likely that there are criminals who 

specialise in extracting and analysing this type of 

information and o�er their services to those running 

and using infostealer services. 

J Droppers are programs designed to deliver malicious so�ware to a device. They usually do not have malicious functions themselves and are 

designed to evade and de-activate the system’s security features (e.g. anti-virus (AV), endpoint detection) before installing malware and other 

malicious tools (i.e., payloads). 

 
 
DISRUPTING THE MALWARE DISTRIBUTION 
ECOSYSTEM

In 2024, Europol supported two 
international law enforcement operations, 
called Endgame23 and Magnus24, which 
disrupted the malware distribution 
ecosystem by taking down some of the 
most prominent dropperJ and infostealer 
services widely used by cybercriminals. 
The infostealers taken down, RedLine 
and META, targeted millions of victims 
worldwide, making them one of the largest 
malware platforms globally. The droppers, 
which were o�ered as-a-service, included 
IcedID, SystemBC, Pikabot, Smokeloader, 
Bumblebee and Trickbot, used their 
network of infected computers (a botnet) 
to deliver malware (e.g. an infostealer) to 
victims’ systems via malspam campaigns. 
Following these large-scale operations, 
cybercriminals have started to diversify 
their techniques in order to compensate for 
the loss of these popular malware services.

Techniques

Social engineering and 

Attacks on Systems
Criminal actors

IABs & Data Brokers

Exploitation

Online fraud schemes, Cyber-attacks,

Child sexual exploitation, Hybrid threats

Marketplaces

Compromised data, 

tools and services
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IABs also utilise exploit kits to compromise systems 

with unpatched known vulnerabilities, and brute 

force attacks to access misconfigured services. 

Stolen valid user credentials, combined with other 

intrusion techniques enable them to establish 

persistence in a compromised system, which they 

then sell on cybercriminal platforms.  

Advanced IABs and hybrid threat actors (e.g. APTs) 

use the methods mentioned above but also more 

sophisticated techniques that enable them to 

compromise valuable targets such as digital service 

providers (supply-chain attacks), international 

corporations and government entities. This includes 

finding and creating zero-day exploitsK, as well as 

carrying out complex, targeted social engineering 

operations. These types of actors usually do not 

advertise their capabilities on public platforms 

but rather monetise their exploits by collaborating 

directly with cybercrime groups (e.g. ransomware 

groups) or hybrid threat actors25. This means that 

valuable assets, like zero-day exploits and access 

to valuable targets, such as large international 

corporations, IT supply chains and critical 

infrastructure, are traded privately, possibly in 

exchange for a percentage of the buyer’s earnings.

K  A zero-day is a vulnerability or security hole in a computer system unknown to its owners, developers or anyone capable of mitigating it. Until the 

vulnerability is patched, threat actors can exploit it via what is called a zero-day exploit.

The criminal actors who target financial data 

and access to payment systems are the main 

customers of criminal services that o�er phishing-

kits and digital skimmers. The URLs of the created 

fraudulent webpages are disseminated through 

phishing campaigns and web-skimmers inserted 

into misconfigured or unpatched websites. These 

techniques are similar to ones used by data and 

access brokers.  Stolen account information 

or payment card details are o�en sold via 

dedicated online platforms specialising in the 

respective commodities.

The final category of actors includes CSE and 

certain fraud perpetrators, such as those involved 

in romance fraud, who do not seek to commodify 

the personal data they gather from their victims but 

rather exploit it as an essential part of their criminal 

processes. Instead of trading in data, they use it 

directly to access accounts or coerce their victims. 

However, not all CSE o�enders act alone. Doxxing 

channels on E2EE applications have been identified, 

demonstrating a collective e�ort to amplify their 

coercive power26. In these environments, criminal 

actors cooperate by sharing the personal data they 

have gathered on their targets, magnifying the 

pressure imposed on the victims who are subjected 

to multiple, simultaneous extortion processes.
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Cybercriminals can purchase the di�erent types of 

data they exploit, as well as the tools and services 

used to acquire it, through a variety of cybercriminal 

platforms, predominantly hosted on the dark web.

These commoditiesL include:

 ► Unanalysed infostealer logs and breached 

data dumps (leaked or stolen data), which 

may contain personal data, user credentials 

for various services, browser artefactsM and 

other sensitive information;

 ► Unanalysed or verified credit card dumps 

(usually gathered by digital skimming), as 

well as the bulk sale of verified card details;

 ► Initial access o�ers, ranging from credentials 

for remote services and accounts (e.g. RDP, 

VPN, firewalls, network devices and cloud 

environments) to established backdoor 

access to corporate systems and networks;

 ► Account login credentials for various web 

services, including email and social media 

accounts, online shopping environments and 

adult content sites; 

 ► Criminal services, including subscriptions 

to phishing-kits, infostealers, exploit kits, 

droppers, spoofing services and malicious 

LLMs;

 ► Anti-detection solutions, such as VPNs, 

bulletproof hosting (BPH), residential 

proxiesN, money laundering services, 

operational security (OpSec) manuals, etc.27

These commodities can be advertised and sold 

on platforms such as cybercriminal markets 

and/or forums. Some marketplaces and forums 

specialise in particular types of commodities 

(e.g. compromised credit card data), while others 

o�er information and services relating to various 

cybercrime domains. Larger, more generalised 

forums are increasingly giving way to smaller, more 

specialised channels that cater to specific areas of 

cybercrime28. In addition, criminals are increasingly 

L  In this context, commodity refers to any digital asset, resource, or service that can be readily bought, sold, or traded within the cybercriminal 

ecosystem.

M  For example, bookmarks, navigation history, downloaded file lists, cache data.

N  Residential proxies refer to compromised home appliances, network devices (e.g., routers) and other endpoints with residential IPs.

O  Fraudulent use of verified stolen credit card details, frequently to purchase prepaid cards. Lists of verified card details may also be resold for other 

criminals to use. 

using E2EE channels as an extension of these 

platforms, where they advertise, sell and purchase 

goods and services.

5.1 Fraud-related data

Dark web platforms cater to a broader range of 

cybercriminals. The commonly traded commodities 

that are most o�en used to facilitate fraud include 

compromised credit card data and account login 

credentials for web services (e.g. streaming, online 

shopping environments and adult content sites)29. 

Automated vending carts (AVCs) are marketplaces 

specifically used for the sale of compromised card 

details. These automated websites allow buyers 

to search through listings based on various factors 

and purchase items without interacting with a 

vendor. Data sets are typically advertised using 

samples, with the full set becoming available 

upon purchase. CardingO marketplaces also o�er 

card-testing services for criminals who have 

harvested or purchased unverified dumps of credit 

card information.

Manuals, guidelines and tutorials, as well as 

individual coaching sessions, are widely available. 

These are o�en related to OpSec and explain how to 

carry out online fraud schemes. Such products are 

o�en inexpensive and are sometimes included as an 

add-on with the sale of another product or service30.

Anti-detection solutions such as VPNs, BPH and 

money laundering services, as well as subscription-

based access to phishing and exploit kits and 

infostealers, are also readily available. BPH 

providers are increasingly leveraging networks 

of residential proxies that function as perpetual 

botnets, because they are always active, very 

rarely patched and usually not protected by 

security so�ware. Providers of infostealer CaaS 

are also expanding the functionalities of their 

malware. For example, they are turning the infected 

devices into residential proxies as an additional 

monetisation strategy31.
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HALTING THE TRADE OF PHISHING-KITS

In 2024, Europol supported an international 
operation that severely disrupted 
LabHost32, a major platform that o�ered 
phishing-kits for sale. Accessible via 
the clear net, the marketplace o�ered 
customisable phishing kits, hosting 
infrastructure, interactive functionality for 
engaging with victims directly, as well as 
campaign overview services for a monthly 
subscription fee of around USD 250. Law 
enforcement authorities uncovered at least 
40 000 phishing domains linked to LabHost, 
which had around 10 000 users worldwide.

5.2 Initial access (Access brokers)

A thriving part of the criminal ecosystem involves 

selling access to compromised systems and 

accounts. According to CrowdStrike, IAB activity 

surged in 2024, with the price of advertised access 

increasing by almost 50 %33. 

Some platforms, such as the Russian Market34, 

specialise in selling stolen identities, access 

credentials, web shellsP and financial information. 

Access credentials, for example, can be sold in bulk, 

meaning that their validity and value has not been 

verified. Validated credentials and other listings 

posted by IABs, advertising the systems to which 

they have access, are usually accompanied by the 

details of the compromised entities and sometimes 

auctioned to the highest bidder.

Data may be sold and purchased several times by 

di�erent criminal actors, or resold a�er use. This 

can result in multiple actors launching attacks 

against the same victim35.

P  A web shell is a script that is used to interact with and maintain access to a system a�er an initial compromise.

The prices charged depend on the commodities and 

can vary significantly based on the compromised 

entity’s sector, size, revenue, geographical location, 

access type, level, and persistence, and the 

exclusivity of the o�er. High-revenue companies in 

Europe and North America are in high demand. 

These specialised platforms are popular with lower-

level a�iliates of ransomware groups, who use these 

commodities as initial access points in their attacks.

5.3 Breached data (data brokers)

Forums dedicated to breached data, such as 

BreachForums36, are used as advertising spaces, 

while the negotiations and transactions between 

the customers and vendors increasingly take 

place on dedicated channels on commercial E2EE 

communication platforms37. The listings do not 

only advertise available commodities but are 

also used to build the seller’s reputation within 

the ecosystem. Compromising more prominent 

and valuable targets enhances standing in the 

community 38. For this reason, many data brokers 

also overstate the classification or value of their 

assets whereas in reality their o�erings may be fake 

or related to outdated leaks, which they advertise to 

attract attention39.

Groups specialising in infostealer logs o�en redirect 

to their channels on E2EE apps, which interested 

parties can request to join. Approval by a channel 

administrator may be required in order to join, and 

invitation links o�en expire a�er a certain amount 

of time. Various subscription structures and prices 

may apply, ranging from weekly to annual and from 

tens to hundreds of USD. Access to more exclusive 

products may be conditional upon the party 

attaining a higher membership status40.
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Data brokers who operate across multiple 

platforms diversify their operations and increase 

their resilience against law enforcement actions. 

If a forum is seized, they do not need to rebuild 

their reputation from scratch, but can simply 

continue to advertise their dedicated channels on a 

di�erent platform.

5.4 Culture

Criminals gather in forums, seeking to connect 

with like-minded individuals and discuss ways to 

develop their skills. Criminal networks, based on 

these interactions, also use these environments 

for the recruitment of individuals with specific skill 

sets for their operations. Data brokers and IABs 

use these forums as advertising platforms for their 

products and services. 

Participation in criminal marketplaces and forums 

is based on trust and an individual’s reputation 

within the underground community. Building an 

online reputation is essential for full engagement, 

including viewing restricted posts and access to all 

content. In some cases, a deposit may be required 

before newcomers can view any listings41. For sellers 

of products and services, a good reputation and the 

implied trust that this engenders will ensure sales. 

A good reputation is o�en necessary for buyers to 

access valuable listings, such as corporate systems, 

as these would become invalid if they fell into the 

hands of law enforcement42. A solid reputation may 

also be valuable in case of dispute resolution.

A good reputation is built on factors such as a long-

term stable presence on forums and marketplaces, 

quantity of posts, successful deals, positive 

reviews and endorsement by other reputable 

community members43. 

To emphasise their trustworthiness, criminals also 

seek to establish themselves in moderator positions 

or obtain badges to enhance their sense of personal 

achievement and belonging. A good reputation 

is especially important for people in roles related 

to forum management, as it helps them maintain 

their customer base across the criminal markets in 

which they operate. Users with a long-standing and 

proven reputation are more trusted and preferred as 

business partners. If their user base is reputable and 

considered more highly skilled, the reputation and 

prominence of forums themselves will be greater44. 

 
 
CYBERCRIME FORUMS DISMANTLED

Up until their recent takedown by 
international law enforcement45 in January 
2025, the cybercrime forums Cracked 
and Nulled were among the largest in 
the world. They were key marketplaces 
for stolen data, including personal data, 
and cybercrime tools and infrastructure, 
which were o�ered as-a-service to 
individuals with more limited technical 
skills to carry out cyber-attacks. The two 
forums also o�ered AI-based tools and 
scripts that could automatically scan 
for security vulnerabilities and optimise 
attacks. Cracked had over four million 
users and listed more than 28 million posts 
advertising cybercrime tools and stolen 
information, generating approximately 
USD 4 million in revenue. One product 
advertised on Cracked o�ered users access 
to ‘billions of leaked websites’, allowing 
them to search for stolen login credentials. 

With more than five million users and over 
43 million posts advertising cybercrime 
tools and stolen information, Nulled 
generated approximately USD 1 million in 
revenue per year46.
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Discussion

Open society

The digital manifestation of the concept of an 

‘open society’, characterised by vast amounts of 

easily accessible personal data fuelled by both 

voluntary online sharing and pervasive commercial 

data brokering, presents unique paradoxes. While 

this environment fosters connectivity, its inherent 

transparency also creates significant vulnerabilities. 

It can heighten risks for the most vulnerable, 

particularly children, as o�enders exploit easily 

accessible personal details to identify and groom 

their victims. Data o�en innocently shared by 

children or their guardians, such as names, 

locations, images and interests, can be meticulously 

gathered by o�enders and used to create profiles, 

groom and ultimately exploit minors. At the same 

time, the general abundance of available data 

dramatically simplifies intelligence gathering for 

criminal and hybrid threat actors who seek to harm 

the broader population.

Access to data

Conversely, criminals are increasingly exploiting 

E2EE apps to impede investigations. Technically, 

E2EE blocks service providers from accessing 

communication content, rendering warrants 

for lawful access unserviceable within the EU. 

This creates a lack of visibility of, and ability to 

investigate, criminal activity. 

When content is blocked by E2EE, metadata 

becomes essential for mapping networks and 

identifying suspects. However, the current 

legislative landscape lacks harmonised rules 

and this results in fragmented national policies. 

Consequently, crucial metadata, such as subscriber 

information or IP logs, is o�en subject to short 

or inconsistent retention periods. This means 

that it is frequently deleted before complex 

investigations, particularly cross-border ones, have 

an opportunity to secure it.

Abuse of AI

The increasing use of AI models by criminals adds 

another layer of complexity. For example, AI can be 

used to commit sophisticated crimes involving the 

abuse of biometric data through harvested digital 

photos and deepfake technology for impersonation. 

AI can also be used by employing adversarial 

learning to create fake digital fingerprints capable 

of bypassing security measures such as two-

factor authentication (2FA). These methods 

demonstrate that criminals are actively leveraging 

the imperfections and capabilities of AI to innovate 

attack vectors and evade detection47.

At the same time, new tactics such as 

slopsquatting48 exploit AI code assistant errors to 

inject malware into so�ware supply chains. These 

assistants sometimes suggest non-existent so�ware 

libraries or packages49. Malicious actors monitor 

these AI suggestions. Once they have identified a 

package that has been ‘hallucinated’ repeatedly, 

they create a real but malicious package with the 

same name and upload it to public repositories. 

If developers trust the AI’s suggestion and use the 

code without verifying the existence of the package, 

their systems may automatically download and 

install the attacker’s malicious package, resulting in 

a so�ware supply chain attack.

Dispersion of intelligence, crime 
and punishment

The evolving technological landscape has also 

resulted in intelligence and law enforcement-like 

actions dispersing beyond State control. While 

hacktivist data leaks potentially o�er intelligence 

on adversaries, they create challenges in terms 

of validation, admissibility, and investigation 

interference. Online doxxing further complicates 

matters by bypassing legal due process and 

potentially contaminating evidence. 
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This forces cybercrime investigators to navigate 

an increasingly complex environment in which 

diverse criminal and hybrid actors influence the 

information landscape.

Conclusions

Overcoming the complex challenges outlined 

above requires multifaceted policy considerations 

that focus on both societal resilience and enabling 

e�ective law enforcement within the EU’s robust 

legal framework. Key actions should include:

Establishing lawful access by design to E2EE 

communication channels in cooperation with 

service providers and regulators.

Establishing clear and harmonised EU standards 

for the targeted retention and/or expedited access 

to essential metadata, operating strictly within the 

boundaries defined by CJEU case law (targeting 

serious crimes and ensuring compliance with the 

principles of necessity and proportionality), to 

provide greater legal certainty and improve the 

e�ectiveness of cross-border investigations.

Promoting broad digital literacy, critical 

verification skills and responsible online sharing 

practices. This should include an emphasis on 

specific guidance for parents, guardians and 

young people on online risks and e�ective privacy 

management in order to mitigate vulnerabilities 

stemming from data openness.

24
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Your feedback matters.

By clicking on the following link or scanning the embedded QR code 
you can fill in a short user survey on the received strategic report.

Your input will help us further improve our products.

https://ec.europa.eu/eusurvey/runner/eus_strategic_reports
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This publication and more information on Europol are available on the internet.

www.europol.europa.eu


