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Introduction and Scope

The Financial Intelligence Analysis Unit's (FIAU, Authority, Unit) foremost priority is
to safeguard the integrity of the jurisdiction by preventing it from being exploited by
money launderers and terrorist financiers. In doing so, it also plays a critical role in
protecting the public at large from the broader economic and social harms
associated with money laundering and terrorism financing. One key way to achieve
this objective is a legal and regulatory framework that requires the subject person
(SP) to implement robust AML/CFT controls. These controls should be designed to
allow SPs to understand: the risks they face, the customers they service, and be
aware of the transactions or activities they are exposed to, with the ultimate aim of
identifying and reporting any suspicious behaviour, activity, or transaction.

To ensure these obligations are met, the Authority conducts supervisory
interventions to assess compliance and the adequacy and effectiveness of
AML/CFT frameworks implemented. Where these assessments reveal material
shortcomings, cases are escalated to the FIAU’s enforcement section. Enforcement
action is then taken based on the nature and materiality of any breaches
determined following due process.

Importantly, enforcement extends beyond the mere imposition of penalties. The
primary objective of all administrative measures applied by the Authority is to drive
compliance and ensure that the SP has in place AML/CFT systems that are not only
robust but also effective and sustainable over time.

Whether through corrective measures, sanctions, or preventive actions, the
approach taken ensures any enforcement decision is proportionate, effective, and
dissuasive. The collective approach ensures past misconduct is accounted for and,
more importantly, that future conduct improves and effective controls against
ML/FT risks are implemented. Through this approach, enforcement helps maintain
a fair, transparent, and well-regulated environment.

The Authority applies a risk-based approach in the assessment and handling of
supervisory cases. Where shortcomings are identified but do not reveal any material
weaknesses overall, such cases are not escalated for enforcement action. Even
within the enforcement process, a risk-based approach is maintained to ensure that
priority is given to cases presenting the most significant or material weaknesses,
thereby focusing resources where they can have the greatest impact.
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In November 2022, the FIAU issued its 2023-2026 Strategy, which, in its first pillar,
states the need to ensure a more transparent approach to monitoring and enforcing
AML/CFT measures, and to promote accountability and build public trust and
confidence in the FIAU’s compliance monitoring and enforcement functions. This
Enforcement Guide (the ‘Guide’) aims to provide an end-to-end explanation of the
FIAU’'s enforcement process and to assist the SP and the public at large in
understanding the process the Unit follows to ensure a just and fair process when
applying effective, proportionate and dissuasive enforcement actions. This Guide is
comprised of eight sections:

Within its first section, the Guide sets out the legislative provisions that
mandate and empower the FIAU to act in respect of any breach or failure to

comply with any rules, regulations or directives. It also lays out and gives a
brief explanation of the administrative measures available at law to the FIAU
for the purposes of carrying out its enforcement function. Finally, this
section explains the composition and governing principles of the Compliance
Monitoring Committee, an internal organ set up by the FIAU to support the
exercise of its enforcement powers.

The Guide then provides an overview of the enforcement process; starting
from when a case is escalated to the Enforcement Section following the

issue of a Potential Breaches Letter to the SP, to the receipt of
representations (including any in person meeting) submitted by the latter,
and the subsequent preparation and presentation of the case before the
Compliance Monitoring Committee (CMC, Committee). It also explains the
process that the SP may be required to follow to implement corrective
actions as required by the CMC. Reference is also made to settlement
agreements that may be entered into between the FIAU (acting through the
CMC) and the SP.

This section then expands upon the FIAU’s Sanctions Policy and Procedures.

E This document highlights the considerations taken by the Compliance
Monitoring Committee when determining the appropriate measures to take
or impose.
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The next section provides a high-level overview of the FIAU’s internal

n sanctions calculation tool, which calculates an appropriate value of an
administrative penalty for the CMC to consider in its deliberations. This
value, as further explained in the relevant section of this Guide, is based on
the type of the obligation breached, the extent to which the breach is
serious, systematic and repetitive, the impact of the breach, as well as the
SP’s conduct both when the breach was committed and after.

This section explains the typical communication process with the SP
undergoing an enforcement process, highlighting what to expect in terms of
notifications throughout the process.

The Guide also explains the cooperation arrangements with other domestic
authorities as well as with foreign counterparts and supranational
authorities.

Enforcement Lifecycle is the section that explains the procedure and

timelines expected from the moment a potential breaches letter is issued by
the FIAU (or its Agents), up to the determination of the administrative
measure/s the CMC decided to impose, and the publication of such
measures.

Finally, this Guide provides an insight into the process undertaken should an
appeal be lodged against the FIAU by a SP before the Court of Appeal
(Inferior Jurisdiction) following the imposition of an administrative penalty

exceeding five thousand Euro (€5,000).

This Guide is being published to provide information regarding the processes
implemented by the FIAU’s enforcement section. It is important to note that this
Guide is forward-looking and does not necessarily apply to past cases determined,
where enforcement action may or may not have been taken. Therefore, this Guide
is not intended to have retroactive application. It is not intended to be legally
binding upon the FIAU or exhaustive, and does not address every aspect of the
enforcement process in place. It serves to highlight and explain to the SP the most
salient and relevant elements of the processes and procedures implemented by the
FIAU in the carrying out of its enforcement function.
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This Guide explains the typical enforcement process adopted by the FIAU,
however, depending on case-specific circumstances, the FIAU may vary its
enforcement process as necessary to ensure that any ML/TF risks are appropriately
addressed. Users of this Guide are advised to exercise due care and, where
appropriate, seek further clarification or independent legal advice in relation to their
specific circumstances.
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Section 1: Legal Empowerment

1.1 Powers of the FIAU

The FIAU is responsible for supervising SPs for compliance with their Anti-Money
Laundering and Combating the Funding of Terrorism (AML/CFT) obligations
emanating from the Prevention of Money Laundering Act , Chapter 373 of the Laws
of Malta (PMLA, the Act), and any regulations made thereunder, principally the
Prevention of Money Laundering and Funding of Terrorism Regulations, Subsidiary
Legislation 373.01 (PMLFTR, the Regulations), and any other procedures or binding
guidance issued by the FIAU in terms of the PMLFTR. The FIAU is also responsible
for monitoring compliance with the reporting obligations under the Centralised
Bank Account Registry Regulations, Subsidiary Legislation 373.03 (CBARR).

Breaches of the requirements arising from any of these provisions may result in
regulatory action. The FIAU is empowered to enforce the provisions of the PMLA,
the PMLFTR and any procedure or guidance issued in terms of Regulation 17 of the
PMLFTR and Regulation 5 of the CBARR. The FIAU is empowered to impose
administrative measures and penalties for identified breaches of AML/CFT
obligations, in terms of Regulation 21 - 23 of the PMLFTR and Regulation 8 and 9
of CBARR and to issue directives to SPs in terms of Article 30D of the PMLA.

The imposition of corrective actions through the issue of directives under
Regulation 23 is the main administrative measure intended to address and rectify
non-compliance by mitigating risks, preventing reoccurrence, and restoring
compliance. Where appropriate, remediation may be required independently of, or
instead of, the imposition of a fine. Self-imposed remediations are among several
other factors considered when determining enforcement outcomes.

Not all supervisory interventions carried out by the Authority result in escalation to
enforcement. In fact, a notable percentage of the FIAU’s annual supervisory
interventions have no significant shortcomings or reveal issues that are not
sufficiently material to warrant escalation to enforcement. In these cases, the FIAU
adopts a risk-based proportionate approach by addressing these matters through
supervisory remediation, which is less intrusive and not legally imposed, but is
carried out by agreement with SPs.
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The administrative measures that the FIAU may impose, as well as the criteria
considered to determine which one or more of the measures to impose, are
explained in Section 3 of this Guide.

Regulation 22 of the PMLFTR and Regulation 9 of CBARR also allow the Authority
to settle administrative penalties by entering into settlement agreements with SPs,
provided certain criteria are met. These agreements allow for:

¢ A reduced but effective, proportionate and dissuasive penalty,
subject to the waiver of the right to appeal.

* The admission of the breaches.

* The prompt implementation of remedial actions.

Failure to remediate will result in the original penalty becoming payable, and the
potential application of other enforcement measures to ensure completion of the
remedial actions. The Settlement Policy is available on the FIAU’s website:
Settlement Agreement Policy.

The FIAU also holds the power, through Regulation 21(5) of the PMLFTR, to impose
fines on specific categories of personnel if they are found to have been aware of
inadequate AML/CFT controls within their organisations and failed to act with the
requisite diligence expected of their positions, or who have otherwise contributed
to the ineffective application of the required AML/CFT controls.

Examples include:

* Personnel holding the position of a director or similar functions.

* An officer holding a senior executive management function; or an
officer appointed as a reporting officer or to carry out a monitoring
function (i.e., the MLRO and CO).

These are all collectively referred to as Senior Managing Officials (SMOs). This
responsibility extends to situations where, through an act, omission, or gross
negligence, the individual(s) severely impact the SP’s control framework. For this
Guide, any reference to SPs shall, where applicable, be understood as also referring
to SMOs. SPs may wish to refer to the paper: Common Issues related to the Money
Laundering Reporting Officer for further guidance.
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1.2 The Compliance Monitoring Committee

1.2.1 Establishment and involvement of the Compliance Monitoring Committee

The Compliance Monitoring Committee (CMC/Committee) is an internal organ of
the FIAU, established by its Board of Governors. The CMC was established in 2011
to ensure a committee consisting of experts and senior staff makes decisions on
breaches, rather than vesting this solely in the FIAU’s Director. Its purpose is to
determine whether AML/CFT breaches were committed by the SP and/or the
SMOs, and establish the proportionate, effective and dissuasive administrative
measure(s) to impose for the breaches. The FIAU, acting through the CMC, may
also enter into settlement agreements with the SP and is responsible for monitoring
compliance with directives requiring corrective actions by the SP.

The CMC is established and managed by its Governing Principles and Framework
(GPF) as enacted by the FIAU’s Board of Governors (BoGs). The CMC’s GPF may be
accessed on the FIAU’s website. In determining the administrative measures to
impose, the CMC is also guided by a Sanctions Policy (Refer to section 3).

The CMC is convened as and when necessary. Its composition is explained in the
CMC’s GPF, however, each CMC may be composed of different members. CMC
meetings are held only when a quorum is met. A CMC Secretary is responsible for
taking minutes of the decision/s. Once a CMC meeting is set, the members receive
a notice from the CMC Secretary and, in line with the GPF, each member ensures
there is no conflict of interest related to the case to be discussed.

The same Committee members should be involved from the start of the
enforcement process till a determination is reached. Therefore, the same
Committee members should be present both during the In-Person Meeting (IPM)1
with the SP (when requested by the SP), as well as during the Committee meeting
that determines the breaches and the administrative measure(s) to impose. At least
one Committee member is also present during the settlement process (where
settlement would be offered), and all CMC members must agree to the terms of the
settlement agreement to be entered into with the SP. Any change in the
composition of the Committee shall be duly justified and communicated to the SP.

1
An IPM may be held remotely on a case-by-case basis.
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1.2.2 Meeting requests with the Committee

There are various stages where the SP may request a meeting with the FIAU.
Depending on when a meeting is requested, this may also be with the CMC. A
meeting requested with the FIAU to discuss general compliance matters may
involve various members from different sections within the FIAU. This may include
members of the enforcement section, but such a meeting would not be considered
to be held with the CMC, even if CMC members are present. A SP must specifically
request a meeting with the CMC; this typically is during an enforcement process.

The SP may request a meeting with the Committee at the onset of the enforcement
process; the meeting is held only after the Enforcement Notice Letter (as further
explained in Section 2 below) has been notified to the SP and written
representations have been submitted. A meeting with the Committee is held only to
substantiate the SP’s written representations. Should a SP wish to hold a meeting
with the CMC, the IPM Request Form (annexed to a potential breaches letter) is
completed and returned with the SP’s representations as a formal request for a
meeting with the Committee. Following an IPM, the SP is provided with another
opportunity to provide further written representations.

The SP is not present during the Committee meeting where decisions on potential
breaches and any administrative measure(s) are determined. The Committee may
request to meet with the supervisory officials (or agents) involved during the
supervisory intervention, but these officials are not present when the Committee
makes its final decisions.

The below diagram explains when meetings may be held:
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Process Flow

Potential Breaches Letter Issued

SPs are being informed in the potential
breaches letter that they may request a
meeting with the CMC to discuss points
raised in their written representations.
SPs are to complete the IPM Form.

Representations received in writing

The SP may request a meeting. Meeting
is held with CMC. During the meeting, the
SP is instructed to follow up the
discussions of the meeting in writing and
timeframes are agreed. Subsequent
written representations are presented to
the CMC when taking a final decision.

Enforcement Process

Enforcement Notice Letter issued to
inform the SP that the enforcement
process has started.

CMC Decision communicated to SP

SP may request a meeting following
receipt of sanction letter. At this stage,
the decision of the CMC is final. The
enforcement section will meet the SP.
Findings are outside the scope of the
meeting since a decision has been taken
and communicated.

Supervisory
Review

Potential
Breaches Letter

Timeframe for
submitting
representations

Representations
Received in
writing

Enforcement
Prepares the
case for CMC

Sanction
Letter drafted

Sanction Letter
issued

Publication

Supervisory Review

During the supervisory review a number
of meetings are held with different
officials of the SP. None of these
meetings are considered as CMC
meetings.

Before Representation are received

SP may request a meeting even to
understand the steps involved, as well as
to explore settlement options.

CMC meeting is held and determination is
reached. In doing so, CMC considers all
written information available including the
potential breaches letter, evidence
available to support the findings,
representations by the SP and any
following subsequent representations
submitted in a timely manner following the
meetings held.

Sanction Letter
Sanction Letter is issued communicating
final decision of CMC.
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1.3 Determination of breaches and administrative measures to impose

During the CMC meeting, the Committee establishes whether the SP has breached
any of its legal obligations. If so, it then proceeds to establish/assess severity and
materiality. The basis to determine a breach is always the legal obligations2 in force
at the time when the breach took place (or the current legal obligation in case of a
continued breach). The SP’s written representations, including the additional
written representations provided by the SP following the in-person meeting, are an
integral part of the Committee’s discussion, as is the documentation that the
Supervision Section (or the FIAU's Agents) would have collected during the
compliance examination. The Committee has direct and unfettered access to all this
documentation and always considers it when deliberating on the breaches and the
administrative measure(s) to impose.

The SP is encouraged to submit comprehensive, robust representations and attach
any additional documentation that may provide further clarity and substantiate
them. The SP is also guided to read the FIAU’s publication: Optimising SPs’
Representations to understand the best practices SPs should adopt when
submitting representations.

It is important that the SP clearly links each representation to the relevant section
and/or paragraph of the potential breaches letter, by using the same reference. If
this link is not made, the Committee may decide not to consider the
representations.

When determining the administrative measure(s) to impose for the determined
breaches, the Committee follows the principles and considerations of the FIAU’s
Sanctions Policy and uses the Sanctions Calculation Tool to be guided as to the
quantum to impose when an administrative penalty is necessary. The Sanction
Calculation Tool serves as a guide to the CMC. However, the final determination of
the quantum to be imposed is solely at the CMC’s discretion. The CMC shall always
ensure that the penalty imposed is effective, proportionate and dissuasive. Refer to
Sections 3 and 4 for an explanation of the considerations enshrined in the
Sanctions Policy and the Sanctions Calculation Tool.

2
As enshrined in the PMLFTR or the CBARR and other binding guidance issued by the FIAU
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Section 2: The Enforcement Process

The CMC may determine breaches and take administrative measures in the
following circumstances:

i) following a supervisory intervention

ii) following receipt of material information that evidences potential material
failures

iii) following the assessment of operational breaches

iv) for not abiding by a lawful order or directive issued by the FIAU in terms
of Article 30C and 30D of the PMLA.

This Section aims to explain the Enforcement Process3 followed by the FIAU and
the CMC and guide the SP through it.

2.1 Supervisory Interventions

Supervisory interventions are carried out by the FIAU’s Supervision Section or by
the Malta Financial Services Authority or the Malta Gaming Authority acting as the
FIAU’s Agents (collectively referred to as the Supervisor) for each of the respective
sectors they regulate, or by other Agents of the FIAU as may be appointed by the
FIAU in terms of the Law.

Supervisory Interventions may identify no or minor shortcomings or more material
weaknesses that would warrant an enforcement process. In the latter case, the SP
would receive a potential breaches letter from the Supervisor. The letter details all
the findings observed during the compliance examination as well as explain any
potential breaches identified following a supervisory intervention. The letter also
explains the next steps in the enforcement process, including the right to provide
written representations and the right to request an in-person meeting with the CMC.
This letter contains instructions for accessing the case documentation folder, which
is available to the SP until the time written representations may be submitted. At
this stage, the case documentation folder contains all documentation obtained by
the Supervision Section. The case documentation folder is also available to the
CMC to determine the respective case. The right of access to the documentation
folder does not extend to confidential information or internal preparatory
documents of the FIAU or its Agents.

3
The enforcement process excludes any corrective actions necessary, which form part of the broader enforcement lifecycle.
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2.2 Enforcement Notice Letter

The SP needs to submit written representations within the timeframes stipulated in
the potential breaches letter. However, the SP can submit a written request for an
extension, which, in justified circumstances, is upheld. The case documentation
folder, the potential breaches letter, and the representations, together with any
documentation submitted with the representations, will be received by the FIAU’s
Enforcement Section, in preparation for the initiation of the Enforcement Process.

The SP receives an Enforcement Notice Letter (ENL) once the CMC has been
notified of the case, and therefore, a CMC is constituted. The ENL contains details
including: the estimated timeframes for the enforcement process to be concluded,
the name and designation of the members composing the respective CMC, the date
for the in-person meeting (if requested by the SP with its written representations)
and a link to the case documentation folder that the CMC will use to determine the
case. The ENL also informs the SP of its right to be assisted by a legal
representative throughout the Enforcement Process.

The link to the case documentation folder remains accessible until:

* A decision by the CMC is notified to the SP, and the SP pays the
administrative penalty.
or

¢ |f notin agreement or in case the SP fails to pay the administrative
penalty, until the lapse of the term afforded by law to appeal the
decision before the Court of Appeal (Inferior Jurisdiction).
or

* |n case of settlement, until a settlement agreement is reached
between the parties.

Should a SP decide to appeal the CMC’s decision, the case documentation folder is
no longer accessible.

The Enforcement Process is concluded once the CMC’s decision has been
communicated to the SP, or a settlement agreement has been concluded between
the parties. The CMC will endeavour to conclude the enforcement process within 18
months of the potential breaches letter. However, this may vary depending on the
complexity and circumstances of each case presented to it. Refer to Section 7 for
an explanation of the Enforcement Lifecycle.
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2.3 Other Interventions

The CMC may also take enforcement action for breaches that are more operational
or case-specific. These refer to:

a. Late, no replies or submission of incorrect replies to FIAU requests for
information (RFIs) issued in terms of Regulation 15(8) of the PMLFTR.

b. Late, non-submission, or submission of incorrect information of periodic
reports required by the FIAU to perform its functions, such as the REQ
and/or SP Profile, in terms of Regulation 19 of the PMLFTR.

C. Late, non-submission or submission of incomplete reports in terms of
Regulation 4(2) of the CBAR Regulations.

d. Failure to adhere to a monitoring order issued by the FIAU in terms of
Article 30C of the PMLA.

e. Failure to adhere to the terms of a Directive imposed by the FIAU in terms
of Regulation 23(1)(c) of the PMLFTR and Article 30D of the PMLA.

f. Any other circumstances that arise from information or evidence provided
by Authorities (including other sections within the FIAU), that may
indicate potential AML/CFT breaches in the SP’s operations, not explicitly
covered by the foregoing situations.

In relation to a. to c. above, the Enforcement Section carries out a bulk, yearly
exercise following the receipt of information highlighting a potential breach in
relation to each respective obligation. In these cases, ENLs are not issued.
However, the SP still has the right of representation in circumstances where the
findings could lead to the imposition of an administrative measure.

In the cases described under a. to c. above, case documentation folders are not
shared with the SP unless requested. The SP may also request an in-person
meeting with the CMC if the SP believes it is necessary for better representation.

As to points d. to f. above, these refer to situations where the Enforcement Section
is informed and would have received information and/or documentation that a
lawful order or directive issued by the FIAU has been potentially breached, or that
the SP has potentially breached its AML/CFT obligations either for case-specific
relationships or else through systematic issues in its processes. In all such cases,
the above-described enforcement process is to be followed.
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2.4 Written Representations and In-Person Meeting

Any SP that receives a Potential Breaches Letter has the right to submit written
representations, supported by any documentation necessary to clarify their
position. The SP may also request an IPM with the CMC to elaborate on any aspect
of those representations. Although no minutes are taken during the meeting, the SP
may submit additional written representations afterwards to formally record and
expand upon the points raised during the discussion. Any documentation
referenced during the IPM must also be provided to the CMC.

2.4.1 Written Representations

The FIAU issues a Potential Breaches Letter to the SP detailing potential failures.
The SP is then invited to submit representations that may provide for further
clarifications, information, or documentation to explain the circumstances of the
case. Submitting representations is particularly important as these can significantly
impact the CMC'’s final decisions. However, where no representations are received,
the CMC carefully considers whether the potential breaches described in the
Potential Breaches Letter subsist, based on the information and evidence available
to it, and, if necessary, decide which administrative measure(s) should be imposed.

When submitting representations, the SP should address all shortcomings it wishes
to challenge as outlined in the Potential Breaches Letter issued by the FIAU, clearly
explaining and evidencing where the SP is in disagreement with the identified
potential breaches, as well as detailing the measures taken or planned to be taken
to ensure compliance with the relevant AML/CFT regulations4, where applicable.
These representations must be supported by documentation. When in
disagreement with a finding, rather than solely stating disagreement, the SP is
advised to put forward comprehensive arguments, detailed information, and
tangible documentation to support its arguments.

The SP should clearly link both the representations and any supporting
documentation to the numbered paragraph(s) of the potential breaches letter.
Unless clearly referenced, the representations may not be considered by the
Committee.

4
Any details of remedial actions undertaken both if these relate to potential breaches or otherwise will not be considered by

the CMC as being an admittance of a breach by the SP. Remedial Actions are only considered as a mitigating factor.
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2.4.2 In-person meeting

Moreover, in addition to submitting written representations (which must be
submitted within the timeframes referred to in the Potential Breaches Letter), the
SP can support its case verbally by arranging a meeting with the CMC. An in-
person meeting is accepted only where written representations have been
submitted. The purpose of the in-person meeting is to provide the SP with an
additional forum to represent itself viva voce to the Committee. If the SP wishes to
exercise this option, the SP must clearly indicate this through the submission of an
IPM Form together with its written representations. Failure to complete or attach
this Annex may be interpreted as an indication that the SP does not wish to provide
any oral clarifications. The SP may be accompanied by its legal counsel or
appointed consultant during the meeting.

However, the SP is expected to possess sound knowledge of its AML/CFT control
framework and the risks it is exposed to and is therefore invited to participate
actively in the IPM.

During the IPM, the SP may present and explain any aspect of the written
representations, which it believes will assist the CMC in its decision. At least two
weeks before the meeting, the Enforcement Section guides the SP to areas within
the potential breaches letter and the written representations that require more
attention during the IPM. At least one week before the IPM, the SP must indicate
who will be present during the meeting with the CMC.

During this scheduled meeting, the SP may present additional documentation on
the potential breaches identified following the compliance review and offer any
further explanations it considers necessary. Similarly, enforcement officials in
charge of the case and Committee members may ask case-specific questions and
request clarifications on any policies or processes implemented by the SP.
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2.5 The CMC Process

2.5.1Case Assignment

Once the Enforcement Section receives the PB letter and written representations (if
provided by the SP), a preliminary assessment of the case is carried out, and the
case is assigned to an officer within the Enforcement Section.

2.5.2 Case Processing

The enforcement officer in charge of the case assesses the case (case officer), in
line with the FIAU’s internal enforcement processes and procedures.

In their assessment, the case officer, as a minimum:

i) Ensure that for each finding outlined within the potential breaches letter,
the correct and complete provisions of the law have been quoted, and
that the identified shortcomings were regulatory requirements at the time
of the supervisory intervention.

ii) Verify that the findings of the case are clearly explained, free from
inconsistencies or contradictions, and contain sufficient detail to permit
the SP to submit comprehensive and well-founded representations.

iii) Once points i) and ii) are confirmed, cross-reference and corroborate the
potential breaches letter with the supporting documentation obtained by
or available to the FIAU.

iv) Review the representations provided by the SP to understand whether
there are any challenges or rebuttals to the findings delineated in the
potential breaches letter, and understand any remedial actions taken by
the SP.

The case officer does not decide any breaches nor the administrative measure(s), if
any. This decision rests solely with the Committee. Once the case processing is
finalised and the assessment is discussed with a superior, the case proceeds for
presentation to the CMC.
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2.5.3 Case Presentation and Determination by the CMC

The case officer is tasked with presenting the case to the Committee, to facilitate
the CMC'’s discussions of the findings and representations submitted and to assist it
in making an informed decision whether there is a breach of the legal obligations
and which administrative measure(s) to impose for determined breaches, if any. The
CMC has access to the same case documentation folder that the SP received
before submitting the representations, together with all the representations
submitted by the SP.

The case presentation meeting with the Committee is attended by: at least the CMC
quorum as per the CMC ToR, the CMC Secretary, and the case officer. Other
members of the Enforcement Section, or other Sections5, may be present as
observers.

During this meeting, the case officer begins by providing the Committee with a
background and overview of the following key points:

® Details of the SP involved, the sector in which it operates, its
authorisations/licences, a description of the products and services
offered, its annual turnover and customer base (and, if necessary any
other metric which helps the CMC understand the SP’s size) at the time
of the supervisory intervention, as well as other relevant information
related to the SP; and

® Details of the supervisory intervention performed, or details of the
information/documentation received by the Enforcement Section that
initiated the case presented.

The case officer then presents the facts of the case to the Committee, providing a
detailed description of each individual finding explained in the potential breaches
letter, along with the representations submitted by the SP in response, and the
documentation available at the FIAU. The Officer’s role throughout this process is to
provide the Committee with the information needed to make informed decisions,
facilitate ensuing discussions and offer clarifications when needed. This process
ensures that the Committee can reach an informed conclusion on the case
presented.

5
Any member of the Supervision Section (or its Agents) may attend a CMC meeting as an observer provided that they have
not been actively involved in the supervisory intervention being discussed during the meeting.
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For each reported potential breach, the Committee determines whether it
constitutes an actual breach of the SP’s AML/CFT obligations and establishes the
most appropriate administrative measure(s) to be imposed, if applicable. It then
considers all the breaches identified, together with cross-cutting aggravating and
mitigating factors, to arrive at an administrative measure(s) that is proportionate,
effective and dissuasive.

In its determinations, the Committee also determine whether the FIAU should
propose and offer the possibility to the SP to enter into a settlement agreement, as
governed by the FIAU's Settlement Policy available on the FIAU’s website:
Settlement Agreement Policy

Formal minutes are taken during Committee meetings, ensuring that the
Committee’s deliberations is formally documented.

2.5.4 Case Determination Notification

Once the CMC decides on the case, the case officer, under the supervision of their
superior/s, is responsible for carrying out the tasks needed to implement the CMC’s
decision. If the CMC decides to offer a settlement, the case officer then follows the
steps in the FIAU’s Settlement Policy.

When a settlement is proposed, the FIAU ensures that a high-level overview of the
breaches, as decided by the Committee, is communicated. In addition, the quantum
of the administrative penalty that would have been originally imposed by the CMC
outside the settlement is communicated, as is the final administrative penalty
imposed if a settlement agreement is reached, together with the remedial actions
expected to be undertaken.

Where, in line with the Settlement policy, the CMC decides not to offer a
settlement, or the SP does not agree to a settlement agreement, or if the settlement
process was not satisfactorily concluded, the case officer follows the normal
enforcement process and ensure that:
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i) A Sanction Letter is communicated to the SP informing them of the
right to appeal the decision before the Courts of Appeal (Inferior
Jurisdiction).

ii) A publication notice (which is distinct from the Sanction Letter) of the
administrative measure(s) imposed is issued in line with the FIAU’s
Publication Policy (Publication of AML/CFT Administrative Penalties
and Measures Policies and Procedures).

For each potential breach, the Sanction Letter explains whether the Committee
determined a breach of the law, the rationale for the decision, and how the
representations and any documentation were considered. It also outlines the
administrative measure(s) being imposed.

Where an administrative measure includes a penalty, the sanction letter must
provide a breakdown of the penalty attributed to each breach, together with an
explanation of the aggravating and mitigating factors considered, and a clear
reference to the final amount being imposed. The Sanction Letter must also clearly
set out the SP’s right of appeal before the Courts of Appeal (inferior jurisdiction),
and state that the penalty will be published on the FIAU’s website.

2.5.5 Applicability of the Process

Actions on SMOs follow the same procedure as that following a supervisory
intervention.
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Section 3:
The Sanctions Policy and Procedures

The Sanctions Policy and Procedures (SPP) explain the administrative measures
that may be taken or imposed by the Committee, in line with its powers under law.
The SPP provides the Committee with guidance to assist it in determining the
appropriate measure(s) to take or impose in view of identified breaches related to
the application of AML/CFT obligations.

3.1 Administrative Measures

Administrative Measures are all those actions that the Committee may take or
impose on the SP for breaches of AML/CFT obligations or where the Committee
has concerns about the implementation of AML/CFT obligations by the SP. The
collective actions taken by the CMC must be proportionate, effective and
dissuasive, as explained in the table below®

A range of enforceable measures which can be applied in
accordance with the severity of the breach, to ensure that the
enforcement measure imposed is commensurate with: the
seriousness, impact and frequency of the breach committed by the
SP, the regard and extent to which a breach was deliberate or
caused by recklessness, and the size and materiality of the SP.

Proportionate

The enforcement measure(s) applied are sufficient, so as not to be
seen as a cost of doing business, that they promote compliance by
the SP against which the measure has been imposed and deter the
SP from repeating the breach.

The extent to which an administrative measure can deter non-
compliance by other SPs. This is achieved through official
publication notices, fact sheets, guidance papers and outreach
mechanisms to share case studies and ML typologies and provide
guidance on the control framework necessary to manage them.

6
These definitions are included solely for guidance and clarity in the interpretation and application of this document. These

definitions are not to be construed as exhaustive, nor as limiting the ordinary legal or contextual meaning of the terms where
such interpretation may reasonably apply.
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3.1.1 Administrative Penalties

Regulation 21 of the PMLFTR establishes the penalties the CMC may impose. The
Committee uses the Sanctions Calculation Tool (SCT) to be guided as to the
administrative penalty to impose the penalty; the resulting amount is merely
indicative. It is at the CMC’s discretion to determine the actual amount to be
imposed. Refer to Section 4 for more details about the SCT.

The Committee may decide to impose a periodic pecuniary penalty, in addition to or
instead of a one-time penalty. Daily pecuniary penalties should not be imposed for
past failures, but for current non-compliance until compliance is attained. However,
this measure is imposed when the Committee believes that the deficiencies are
serious and that continued non-compliance with AML/CFT obligations could lead to
material risk exposure to the SP, the jurisdiction or the EU. Daily penalties are
imposed to encourage the SP to implement the necessary remedial measures within
the shortest timeframe possible, thereby ensuring timely compliance and reducing
the risk of ongoing breaches.

In determining this, the Committee considers the extent to which the SP is willing to
take the necessary remedial actions and the potential impact caused by delays in
compliance.

Where the CMC has determined that SMOs are found, through an act or omission,
whether intentional or due to gross negligence, including through the lack of proper
oversight of subordinates, and to have caused or contributed to the commission of
the breaches by the SP, an administrative penalty may also be levied on these
officials in their personal capacity.

The Committee should consider imposing an administrative penalty when a case
presents any one or a combination of the following scenarios:

e Where the breach is determined to be serious, repeated or systematic
(as defined in sub-section 3.10 of this Section).

e Where the breach persisted over a significant period of time and the SP
did not take active steps to remedy it.

* Where the SP has a history of non-compliance.

* Where the breaches manifestly led to significant or very significant risks
of or facilitation of ML/FT.
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* Where the deficiencies exposed the SP or the financial or other system or
the Union to significant or very significant ML/FT vulnerability.

e Where breaches are isolated, however, their impact is considered
significant or very significant in view of the value or volume of
transactions or activities involved.

* Where the breaches identify structural and material failures in the
implementation of the SP’s policies, procedures and/or controls or their
lack.

* Where the SP materially failed to make sufficient progress in
implementing a follow-up or remediation directive and failed to remediate
serious deficiency/deficiencies.

e Where the SP made a profit or avoided costs/losses as a result of the
breach and thus should not be permitted to benefit from the breach,
where this may be determined.

e Where, if seen in isolation, a breach may not be serious or material, but
when assessed in combination with other breaches, this is deemed to be
serious or material.

The above list is non-binding and non-exhaustive. Depending on the specific
circumstances of the case, the Committee may identify and consider additional
elements that could constitute or contribute to determining a breach.

Determining the Administrative Penalty Value

The value of the administrative penalty must be determined consistently to avoid
arbitrary decisions. The Sanctions Calculation Tool provides a methodology to
assist the CMC in computing the appropriate value of an administrative penalty,
while at the same time affording the CMC an appropriate degree of discretion to
cater for the specific circumstances of each case.

In determining the value of the administrative penalty, the Committee is to ensure
that:

* The value does not exceed that which the FIAU is legally empowered to
impose (ultra vires).

e The totality of all measures imposed for the AML/CFT breaches
identified, including those imposed by other supervisory/regulatory
authorities or bodies, must be proportionate, effective and dissuasive.
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* The amount of the fine imposed should be commensurate with the
nature and seriousness of the breaches, taking into consideration the
aforementioned factors.

* The fine should be effective in that the SP cannot consider it as a mere
‘normal cost of doing business’, and it should be significant enough to
impact the SP’s annual income.

* The fine should be dissuasive to both the SP in question and other SPs.

e |f the breach facilitated a large transaction or enabled multiple
transactions, without or with minimum scrutiny, the fine should be
proportionately larger than a breach that enabled a small or single
transaction and vice versa.

* The fine should take into consideration the duration of during which the
breach has subsisted.

* The fine should be significantly higher for repeated breaches.

¢ The fine should take into account the impact of non-compliance on the
SP’s own operations, or of the group to which it belongs (where
applicable), the jurisdiction and the Union.

® The SP should not be able to gain financially from transactions or
activities that are facilitated or enabled as a result of breaches of
AML/CFT obligations. In these cases, the fine should at least equal the
amount of any revenues generated (directly or indirectly) by the breach,
where this may be calculated or estimated.

* The fine should consider any losses to third parties, where this can be
determined.

* The fine should be proportionate to the size of the SP and the products
and/or services affected by the breach.

¢ The fine should be proportionate to the financial strength of the natural
or legal person held responsible.

e The fine is consistent with fines levied (based on the same legislative
provisions) against SPs of similar size for comparable breaches.

e The fine should be proportionate to the ability of the SP to pay the
penalty. Where the penalty may affect compliance with prudential
regulations, the prudential regulator is consulted to ensure that
compliance with prudential matters is safeguarded.
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3.1.2 Periodic Penalty Payment

In determining whether to impose a daily penalty, in addition to an administrative
penalty or as a stand-alone penalty, the CMC should consider whether:

* |t believes that the SP should be subjected to a periodic penalty to be
encouraged to take remedial action.

* |t determined that the breach is serious in nature and the SP has not
taken any steps nor committed to remediate the failure.

e Whether the SP is already subject to a Directive to take corrective
actions, and the required enhancements are not being effectively acted
upon.

e Whether the SP is late in providing information which is essential for the
FIAU to fulfil any of its functions.

When imposing a periodic penalty, the CMC decides the value of the daily penalty
imposed. This is established by considering factors including:

* The extent to which the SP has committed to taking the necessary
remedial actions to ensure compliance with its legal obligations.

* The seriousness of the breaches determined, as well as the impact
caused to the SP’s operations, the jurisdiction and Union, by not taking
the necessary immediate corrective actions.

* The reasons for non-compliance with the applicable legal obligations.

e Whether the SP has gained financially or third parties have lost in view of
the delay in complying with its AML/CFT obligations, where this can be
determined.

* The financial strength of the SP.

Based on these considerations, the Committee decides:

* The value of the periodic penalty.

* The application period for the determination of the final penalty.

e The fact that the periodic penalty is to continue to accrue until a
specified condition is met.

e The date from when the penalty starts to accrue (which is to be
reasonable).
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¢ The condition which will stop (or pause) the accrual of the daily penalty.

¢ The manner in which the SP is to notify the FIAU of the fulfilment of the
condition.

* Any capping of the penalty.

3.1.3 Method of Payment

An administrative penalty is to be paid as a lump sum. However, following due
consideration of the SP’s financial strengths, the Committee may, upon request,
consider the payment of the said penalty by instalments. In determining the
repayment period, the Committee must ensure that the penalty remains effective
and proportional to the circumstances.

3.2 Directives requiring corrective actions

A Directive requiring corrective action is an essential non-pecuniary measure that
requires the SP to take specific actions as directed to remedy the identified
breaches and ensure compliance with AML/CFT obligations under the Act,
Regulations and binding guidance issued by the FIAU. Directives bind the SP to
take action to implement or improve AML/CFT policies, processes, or controls
and/or to rectify or enhance their implementation, to achieve an effective AML/CFT
system. Directives may also require attending AML/CFT training and enhancements
to technological and human resources.

Directives to take corrective actions are an important tool to drive compliance.
Therefore, the CMC has the power to issue Directives together with an
administrative penalty or any other measure imposed.

The Committee may determine that the materiality of either a single failure or a
combination of failures does not warrant imposing an administrative penalty.
However, the CMC still ensures that any failure is addressed and future compliance
is achieved. Therefore, the Committee may decide to issue a directive as a
standalone administrative measure. This may be the case when the breach relates
to:

* The SP’s policies and procedures do not comprehensively address all
key AML/CFT obligations, but the failure is not considered to be
material.

Page | 32



A

—

N

-
I- I I‘ \ lj The Enforcement Guide

e Controls are not fully commensurate with the SP’s risk exposure.

e The SP applies controls and measures that are adequate to fulfil its
AML/CFT obligations, but fails to document them.

e Failures relate to obligations that do not significantly impair the SP’s
understanding of its customers and their activities (such as failures
relating to the verification of personal details or those relating to the non-
application of policies, procedures or measures with respect to an
insignificant number of customers).

* Depending on the size and nature of the SP, its documented business
risk assessment does not cover all relevant risk factors. However, the SP
demonstrates a comprehensive understanding of the risk factors and
how they can expose its activities to ML/FT risks, and more importantly,
has implemented the necessary controls.

e Staff require more tailored AML/CFT training.

* Any other deficiency noted by the Committee that may be sufficiently
addressed through a directive.

There are two types of directives the Committee may impose:

Follow-up directives: These are more intrusive in nature, with Enforcement
Officials being more actively involved and having a higher level of

interaction with the SP implementing a follow-up directive. This would
customarily include conducting meetings, reviewing sample files, and
interviewing relevant personnel. In some cases, these checks may also be
carried out on-site at the premises of the SP.

Remediation directives: These are less intrusive, and the level of
Enforcement Official involvement depends on the extent of the remediation
required. For minor issues, a declaration of compliance may be sufficient.
For more significant issues, Enforcement Officials may hold additional
meetings and perform a limited sampling of customer files to ensure

corrective actions are being implemented.

More detail on the Directives requiring corrective actions may be found in the
‘Corrective Actions Paper’ on the FIAU website: Corrective Actions Paper - June
2025.
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3.2.1 Closure of Directives

The CMC is responsible for determining whether a SP has successfully adhered to a
follow-up or remediation directive. A directive for closure is discussed at CMC only
after a two-phase evaluation and only after the Enforcement Section is satisfied
that the SP has undertaken effective and sustainable remediation. The outcome of
a Directive is also to be communicated to the FIAU’s Supervision Section and to the
SP’s prudential regulator.

Even if a Directive is completed, the CMC may still guide the SP to implement
additional improvements to ensure the full sustainability of the remedial actions
undertaken and comprehensive adherence to their legal obligations.

The Committee may decide that a directive is partially or fully closed with
reservations. This means that although the CMC is generally satisfied with the
remedial actions, it has reservations about specific aspects of the corrective actions
undertaken. This is also to be communicated to the FIAU’s Supervision Section, as
well as to the SP’s prudential regulator. This may trigger the Supervision Section to
perform a new supervisory review to assess in more depth the implementation of
effective controls against ML/FT risks.

3.2.2 Escalation to CMC during Directive implementation monitoring

At any point in time where the Enforcement Section believes that the SP is not
genuinely and actively trying to ensure that it satisfies the requirements of a
Directive, including by implementing the required action items or adhering to the
timeframes imposed, or is otherwise not cooperating with the Enforcement Section,
the case is escalated to the CMC which may decide to impose any other
administrative measures as highlighted in this Guide. This may include the
imposition of an administrative penalty, a daily pecuniary penalty, and a
recommendation to the prudential regulator for any possible further regulatory
action as deemed appropriate by the prudential regulator. Depending on the
severity and materiality of the actionable items not adhered to, the CMC decides
the most appropriate action.
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3.3 Written Reprimands

A reprimand, which takes the form of a formal written warning, is intended to
communicate to the SP that although the breach is not of particular concern and
did not necessarily give rise to significant consequences or expose the SP or the
jurisdiction to risks of ML/FT, it is nonetheless unacceptable and should not be
repeated. This may be the case, for instance, when a breach appears infrequently
and does not affect the SP’s controls/mitigating measures or otherwise expose the
SP to ML/FT risk.

Written reprimands impinge on the SP’s compliance history and are thus taken into
consideration by the Committee when assessing any future cases of non-
compliance.

3.4 Publication of Administrative Measures

Article 13C of the PMLA requires the FIAU to publish all the administrative measures
imposed by the Committee. Publications play an important role in ensuring SP
accountability in complying with AML/CFT obligations. They are crucial to make
administrative measures issued by the Unit dissuasive and to prevent non-
compliance by other SPs by raising awareness of their AML/ CFT obligations.

Publications are anonymous in all cases where the administrative measure either
does not include a fine or includes a fine not exceeding €50,000. Administrative
measures that include a penalty exceeding €50,000 include details identifying the
SP subject to the measure. However, and as explained in the Publication of
AML/CFT Administrative Penalties and Measures Policies and Procedures as well
as in terms of Article 13C of the PMLA, there may be instances where an
administrative measure is not published or otherwise this is published anonymously
even if there is a penalty in excess of €50,000.

All the details included in the publication, as well as when updates to the
publication are to be made, are explained in the Publication of AML/CFT
Administrative Penalties and Measures Policies and Procedures, available on the
FIAU website.
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3.5 Recommendations or notifications to other
regulatory/supervisory authorities or other bodies.

Article 13 of the PMLA and Regulation 24 of the PMLFTR require that the FIAU
notify the respective EU supranational bodies and the domestic prudential regulator
or body of any enforcement action taken.

Where the SP forms part of a larger group in a foreign jurisdiction, the Enforcement
Section may also notify the foreign AML/CFT Supervisor/s of the administrative
measure imposed on the domestic SP.

In addition to these notifications, when deemed necessary, the Committee may
also:

i) Recommend that the prudential regulator or body consider taking further
administrative measures to ensure proportionate action is taken in
response to the risk arising from the identified breaches.

i) Highlight potential prudential or governance concerns that are beyond
the FIAU’s remit by issuing a recommendation for the attention of the
prudential regulator or body.

More detail on the collaboration between the Enforcement Section and other
authorities may be found in Section 6 of the Guide.

The following are examples of findings or breaches that may be relevant to the
aforementioned authorities or bodies:

e Serious, systematic and/or repetitive breaches that materially impact the
reputation of the sector/ jurisdiction/EU.

* The remedial action requires considerable time and/or resources,
leading to high exposures to serious unmanaged risks.

¢ Failure to rectify severe breaches or root causes even after a directive is
imposed.

¢ |f concerns are identified in relation to the SP’s business operations or
governance which fall outside the scope of the FIAU.
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3.6 Specific recommendations on key
persons within the subject person

There may be cases where breaches of AML/CFT obligations by the SP are
attributable to wilful conduct or gross negligence of natural persons who are
responsible for the management or administration of the SP.

Where the Committee is concerned that the measures it may legally impose might
not be sufficient, or it believes that action must be taken by other
regulatory/supervisory authorities or bodies responsible for exercising discipline
over the SP’s senior management officials, the Committee may apart from bringing
all the relevant facts of the case to the attention of the respective authority or body,
highlight the above concerns in its communications to that authority or body.

This allows the authority or body to assess the case and determine whether further
action is necessary. In these scenarios, the Committee may make a specific
recommendation to the relevant supervisory/regulatory authority (under which
competence that SP falls) to consider taking action to limit or restrict the person’s
position with the SP, or to take any other action it may deem appropriate.

The following are examples of findings, breaches or situations that may be relevant
to the relevant authorities or bodies:

e (Cases where senior managing officials of the SP were cognisant of
serious or systematic breaches and failed to rectify them in a timely
manner or tried to mislead the Authority about the gravity of the failures.

¢ Findings evidencing serious failures by SMOs, to adequately understand,
appreciate, and discharge the fundamental responsibilities of their role in
combating ML/FT.

* A senior managing official is charged with or convicted of a serious
crime, or the Unit has adverse information in their regard.
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3.7 The termination of business relationships

The Committee is empowered to require the SP to terminate a business relationship
when there is knowledge or reasonable suspicion that, in connection with a
particular business relationship, ML/FT is taking place or has taken place, or else
has been attempted, or that the business relationship in question may increase the
risk of ML/FT, the Committee is empowered to require the subject person to
terminate such business relationship.

The termination of a business relationship would be appropriate where there are no
feasible applicable measures (final or interim) that the SP or the Committee can
adopt to sufficiently mitigate the risk arising out of a specific business relationship
or set of business relationships, and the only plausible way to manage the ML/FT
risk is to terminate that relationship.

3.8 Any other administrative action the
Committee legitimately directs

The Committee may take any other measure or action that it is legally empowered
to take in virtue of its powers at law, if it deems it necessary and appropriate in view
of the circumstances and risks observed.

3.9 Interim Measures

The Committee may be informed that during a supervisory intervention, material
risks have been identified which the SP is not adequately addressing. When these
risks require urgent addressing, the Committee may determine that they must be
mitigated without waiting for the conclusion of standard supervisory and
enforcement processes.

In these situations, the Committee may adopt interim measures, which are taken
before breaches are determined by the CMC. These cannot take the form of
administrative penalties but are targeted at managing risk.
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The Committee may decide to implement any of the measures explained in Sections
3.2, 3.5, 3.6, and 3.7 above as an interim measure. This does not preclude the FIAU
from taking additional administrative measures to address the past failures
committed by the SP to ensure future compliance.

3.10 Lack of clear-cut breaches

There may be cases where, although no clear-cut AML/CFT breaches are identified,
the CMC remains dissatisfied with the effectiveness or adequacy of any aspect of
the SP’s AML/CFT regime. The elements giving rise to the CMC’s concern or
dissatisfaction may vary depending on the specific circumstances of the case and
as such can only be assessed and determined on a case-by-case basis. In these
circumstances, the CMC is to consider whether a follow-up or remediation directive
is required to address that concern.

Over-arching considerations.

To determine the administrative measure(s) to impose, the Committee considers the
following:

i) Seriousness of the Breach

This is established by understanding the gravity as well as the consequence
or potential consequence of a breach. This is determined by considering:

* The importance of the obligation that was breached.

® The duration of the breach.

* The value and volume of transactions processed and the extent
to which these transactions were allowed to be processed in
view of the breaches committed.

e The extent to which the SP was proactive in taking the
necessary remedial measures.

* The overall level of regard towards ensuring good and effective
AML/CFT controls.

* The extent to which the breach was committed as a result of the
behaviour, decision-making or attitude of senior management.

* The consequences or damage resulting from the breach,
including risks of facilitation of ML/FT, and the possible
reputational impact to the jurisdiction or the European Union
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ii) Systematic nature of the breach

A breach is considered systematic when there is a failure in the SP’s broader
systems, controls, or culture, leading to structural issues rather than isolated
one-off failures. Therefore, the result of a systematic breach is more
widespread. This can be caused either because a SP’s own policies,
procedures or measures implemented are in themselves systematically
deficient or otherwise, while the policies, procedures and measures are
correct, their implementation as observed from the sample of files reviewed,
or from other documentation, was systematically deficient.

iii) Repetition of the breach

This refers to the recurrence of the same or similar breach of the AML/CFT
obligations, where the failure has been previously identified and should have
been addressed. Therefore, it highlights that any previously implemented
remedial action was neither sustainable nor effective in addressing the root
cause of the problem, leading to the repetition of the breach.
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Section 4-
The Sanctions Calculation Tool

To ensure uniformity in the application of administrative penalties and to guide it
through a more consistent approach, the Committee uses a Sanctions Calculation
Tool (SCT). The SCT provides the CMC with the administrative penalty to consider
imposing for each individual breach confirmed. The Committee takes into account
several aggravating and mitigating factors attributed to the SP’s operations and the
case specifics. The SCT also provides a final aggregate amount that the Committee
should consider in its final deliberations in deciding what penalty to impose for all
the breaches observed in the case.

The SCT is designed to ensure that a penalty calculation results in a fine that is
legally permitted in terms of the PMLFTR. However, the Committee may, at its
discretion and in line with the considerations highlighted in the Sanctions Policy, in
view of considerations that are specific to the circumstances of the case, decide to
increase or decrease the administrative fine determined through the SCT. In these
cases, the Committee ensures it has a justified reason for varying the amount and
that such justification is duly documented.

The SCT safeguards the principle of proportionality to ensure that not only material
failures result in a higher administrative penalty, but that this is also proportionate
to the size of the SP. Also, the tool ensures that repeated failures increase the
administrative penalty.

The Sanctions Tool is split into two main components that consider various factors:

breached by a SP. These include a determination of the level of seriousness
of the breach committed by a SP, the extent to which the breach is a one-off
circumstance or is indicative of systematic and repetitive failures, the

- Breach focused component - consists of factors specific to the obligation

duration of the breach and the domestic and/or foreign impact of the
breach.
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Overall considerations component - takes into account aggravating or
mitigating factors aimed at assessing the overall level of compliance by the
SP. These include a consideration of the SP’s profile in terms of overall level

of compliance, remediation undertaken, extent of cooperation, regard and
commitment to AML/CFT obligations. In addition it considers, the size of the
SP relative to the sector it operates in, the possible risks to ML/FT
facilitation caused by the lack of controls implemented, any action taken by
other Authorities on the SP in view of unmanaged ML/FT risks or otherwise
because of prudential or governance concerns, and the extent of the SP’s
financial stability.

In determining the administrative measures, including any penalty to impose for
operational breaches, the CMC utilises a different mechanism that is more specific
to the different operational breaches being addressed. This mechanism takes into
account specific factors, including but not limited to the instances where the SP has
been found in breach, the days late (if applicable), the period of non-reporting, any
instances of repeated failures, and the actions taken to remedy the breach, if any.

4.1 Three Pillar Considerations

An overview of the considerations built into the sanctions tool is provided
hereunder:

411 Pillar 1: Gravity and Impact of the Breach

As part of its deliberations, the CMC determines which findings should be pursued
as breaches of AML/CFT regulations. All confirmed breaches are subsequently
recorded in the SCT.

In determining the base amount of the penalty to be imposed per breach identified,
the SCT has been calibrated to consider the following breach-specific
considerations:
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i) Seriousness

While all AML/CFT obligations are important and need to be adhered to, breaches
of AML/CFT obligations carry varying degrees of seriousness. Therefore, each
AML/CFT obligation at law has been weighted depending on how severely the non-
compliance undermines the effectiveness of controls in preventing ML/FT. By way
of a clear example, the most onerous obligation is to report to the FIAU suspicious
behaviour/activity/transaction. Therefore, this carries the highest weight. On the
other hand, the failure to verify the registered/residential address of a customer,
while still important, carries much less weight.

ii) Qualitative (systematic) and Quantitative (repetitive)

The SCT also considers whether there is a structural failure caused by the breach
with regard to AML/CFT systems and controls and policies, or a failure of the entity
to put these in place adequately. The following guides the Committee in its
selection.

For qualitative failures, the Committee considers the extent of any systematic
failure. The complete absence of a policy, process or system is considered a
significant systematic failure. This includes situations where a policy/procedure is
missing, both in documenting and in practice, as well as cases of disregard by
senior management towards important AML/CFT requirements.

There may be situations where the Committee considers a failure to be moderately
systematic. This occurs when a policy/procedure is in place, yet the failures
identified are not minimal and undermine its effective implementation. For example,
the SP may have implemented a transaction monitoring system, which does not
capture various material products the SP offers; Therefore, its implementation is
neither truly effective nor comprehensive.

The CMC needs to have some degree of objective judgement when determining the
extent to which a failure is systematic, and the extent of these systematic issues. In
doing so, the CMC uses its expertise, as well as the FIAU’s understanding of how
policies/procedures and measures are implemented by peers within the same SP
sector.

The SCT also considers the quantitative aspect of the breach, i.e., the number of
instances the breach was repeated. Therefore, a one-off instance will have a much
lower impact than a situation where most files reviewed have been found in
contravention of the legal obligation.
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ili) Duration

Classifying the duration of an AML/CFT breach typically involves analysing how
long the breach persisted before detection or resolution. For example, if a breach
persisted for more than 2 years, it is a material time, as opposed to instances where

breaches are detected and resolved in a much shorter period, such as less than 6
months.

iv) Impact on the Jurisdiction

Breaches of AML/CFT obligations impact both a SP’s ability to protect its own
business from harm but may also have an impact on the jurisdiction at large. This is
particularly relevant if the SP has material exposures to the ML/FT threats as
observed in Malta’s National Risk Assessment (NRA) and the EUs Supra National
Risk Assessment (SNRA), and the breaches identified confirm that the SP is not
effectively managing these exposures. To quantify the extent of the breach’s
impact, the tool considers internal information available through CASPAR and the
risk assessment carried out by the FIAU on the SP.

The impact of specific AML/CFT breaches on the jurisdiction may be further
amplified or reduced depending on the following transaction-related factors:

1) Transactions processed/exposed without effective controls (if applicable)

This aims to cover the transactional activity that has been allowed to pass
through a SP’s system as a result of shortcomings or weaknesses in the
controls implemented. To understand the extent of this, the transactions
allowed in view of weak/ineffective controls is seen as a percentage of the
total transaction volume that has been assessed during the supervisory
review. This may lead to an increase in the impact on the jurisdiction.

2) Egregious transaction (if applicable)

This aims to cover risks from processing egregious transactions that stand
out in comparison to transactions traditionally processed by the subject
person. When the Committee determines that egregious transactions have
been processed without the necessary supporting documentation or
clarifications, it considers the extent to which the egregious transaction
stands out.

If the Committee determines that the subject person has processed
egregious transactions without adequate scrutiny, the CMC is to consider
increasing the 'Jurisdictional Impact' of specific impacted breaches.
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v) Impact on the group, cross border or Union

To the extent that it applies to the SP and as deemed relevant, the CMC also
considers the actual or potential impact of the breach on the at group, cross-border
or within the Union.

Outcome of Pillar 1: Breach Category & Penalty Base Amount

Depending on the outcome of all the factors considered under Pillar 1, the breach is
automatically classified into one of four categories:

<W&; Category 1: A breach with minor gravity and impact.

Category 2: A breach with moderate gravity and impact.

SlE]

<WAJ Category 3: A breach with significant gravity and impact.

‘?A’ Category 4: A breach with very significant gravity and impact.

4.1.2 Pillar 2: Regard to AML/CFT obligations

This pillar considers the overall regard the SP has towards its AML/CFT obligations,
both before and after the compliance review. It includes the SP’s overall level of
compliance and a list of aggravating and mitigating factors tied to the case under
discussion.

Overall Level of Compliance

Consideration is given to the overall level of compliance by the SP. This aims to
assess the extent to which the SP is compliant with its AML/CFT legislative
requirements. In doing so, the tool considers the totality of the failures which are
serious, systematic or repeated (as defined in Pillar 1). The following criteria are
taken into consideration:
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Aggravating Factors

To set the level of pecuniary sanctions, the Committee considers any of the
following aggravating factors:

e SP has not cooperated with the Authority when carrying out its
review.

® The breach was intentionally committed: the SP appears to have
known about the breach and took no action, or else took a course of
action that generated the breach.

e The SP has not remediated, nor is there a commitment to remediate.

* The same breach had already been identified by the CMC following
a previous supervisory intervention.

Mitigating Factors

To set the level of pecuniary sanctions, the Committee considers any of the
following mitigating factors:

e The SP’s senior management has taken all reasonable measures to
prevent the breach from happening.

e The SP voluntarily took measures to ensure that similar breaches
cannot be committed again in the future.

e The SP promptly and effectively brought the complete breach to the
FIAU’s attention.

4.1.3 Pillar 3: Size of the subject person

The size of the SP impacts the overall administrative penalty, considering that the
larger the size, the greater the potential exposure to ML/FT risks requiring more
robust controls.

The size acts as a mitigating factor, and the penalty amount is applied
proportionately to the size of the SP. The following is a non-exhaustive list of
criteria that are taken into account during the calculation of the sanction, in
accordance with the nature of the SP’s business activity:
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®* Turnover: This refers to the turnover generated from all the SP’s
activities during the period in which the breach occurred. If it persisted
over multiple years, the cumulative turnover generated throughout those
years may be considered. In a group context, the Committee may also
take into account turnover generated at the group level.

* Income: The income generated from all activities carried out by the SP
during the period in which the breach occurred. If it persisted over
multiple years, the cumulative income generated throughout those years
may be considered. In a group context, the Committee may also take into
account the income generated at the group level.

® Customer size: Is the average of the active customer numbers across the
years in which the breach was committed.

4.1.4 Final Considerations

Once pillars 1, 2, and 3 are completed, the Committee considers whether additional
adjustments to the penalty amount are due by considering the following, where
applicable:

Profits earned/losses avoided by the breaches committed

If the SP made a profit or avoided a loss as a result of the breach, it should not be
permitted to benefit from the breach. Where this can be determined, the
administrative penalty imposed by the Committee should, as a minimum, be equal
to the amount of benefit derived or loss avoided, unless this amount is higher than
the maximum penalty that the Committee is empowered to issue.

However, the Committee ensures that it holds the necessary evidence to confirm
the amount of benefit derived/loss avoided before proceeding to impose any such
amount. If the amount is not evidenced, then the usual procedure to determine the
amount of fine to impose is to be followed. Evidence may include, but is not limited
to, correspondence, invoices, contractual relationships and transactional
information between the SP and its customer(s).
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Impact on third parties, customers and other market users

The Committee is to consider the losses caused to third parties as a result of the
breaches, and the loss or risk of loss caused to customers or other market users, as
far as these can be determined. Where this is quantifiable, the administrative
penalty imposed by the CMC should, as a minimum, be equal to losses to third
parties caused by the breaches, unless this amount is higher than the maximum
penalty that the Committee is empowered to issue.

The CMC ensures that it holds the necessary evidence to confirm the losses to third
parties or customers or market users caused by the breaches before proceeding to
impose any such amount. If the amount is not evidenced, then the usual procedure
to determine the amount of a fine to impose is to be followed. Evidence may
include, but is not limited to, correspondence, invoices, contractual relationships
and transactional information between the SP and its customer(s).

Actions by other Authorities

In the case of any action taken by other Authorities for the AML/CFT breaches
committed by a SP, the CMC will determine whether the quantum of the penalty
needs to be adjusted to ensure proportionality of the enforcement action being
imposed.

Proportionate, Effective and Dissuasive

Finally, the CMC shall always ensure that the resulting administrative penalty is
regarded as proportionate, effective, and dissuasive. If adjustments are required,
the reasons for these adjustments must be documented.
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Section 5: Communication with the
subject person

Once the enforcement process is initiated, the SP is formally notified through the
ENL and is provided sufficient detail as to the process, timeframes and CMC
Members involved in deciding on the potential breaches that had been observed.

Details of the IPM (when requested) are communicated well in advance, and clear
opportunities for further representations are formally provided.

Once the Committee has reached a determination regarding the existence of one or
more breaches and the corresponding administrative measures to be imposed, the
outcome is formally communicated to the SP by means of a sanction letter. This
letter is the official notification of the Committee’s determination and the
administrative penalties and/or measures being applied as a result.

The breaches, shortcomings or concerns are clearly and distinctly listed in the
sanction letter. The CMC identifies the specific provision/s of the law, Implementing
Procedures or Guidance Notes that have been breached or are linked to identified
concerns. The sanction letter sets out in detail the reasoning behind the
Committee’s decision/s, including a clear explanation of how the breach or
breaches were established based on the documentation and applicable regulations.
It also outlines how any SP representations or submissions were duly considered
during the Committee’s deliberations. Furthermore, the letter provides a
comprehensive description of the specific administrative measures imposed.

Where the CMC determines that the imposition of a daily penalty is required, it
ensures that this is clearly communicated to the SP, including the necessary details
for the SP to understand the value, the timeframes and what actions are required to
carry out the necessary corrective actions and cease the accrual of the daily
penalty.

When the CMC determines that a directive to take corrective actions is needed, the
SP is officially notified through the sanction letter. The sanction letter clearly sets
out the purpose of the directive and its nature (i.e. whether it constitutes a follow-
up directive or a remediation directive) and specifies the actionable steps required
to restore compliance with the applicable AML/CFT legal obligations.
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Where a follow-up directive is issued, the sanction letter highlights that all case-
specific communications and discussions about the action plan are to be conducted
through the Enforcement Section, which has the discretion to agree on the details
of the action plan. The sanction letter also includes a standard action plan template
to ensure that all required information is duly provided by the SP.

Where a remediation directive in the form of a declaration of compliance is issued,
the sanction letter likewise includes a template to guide the SP on the information
to be included in the declaration.

When communicating the administrative measure(s) imposed, the sanction letter
clearly explains that additional action may be taken by the CMC, both if similar or
other failures are identified in the future, as well when determining that the required
corrective actions have not been implemented.

Where applicable, the prudential regulator is also provided with a copy of the
sanction letter.

If the Committee concludes that it may proceed with offering Settlement, the
Settlement Letter provides sufficient detail for the SP to understand which
breaches it has committed as well as the remedial actions required. The Settlement
Agreement also provides sufficient detail for the SP to understand the initial amount
of the administrative penalty, as well as the reduction applied and the conditions for
the reduced amount. During the settlement meetings, the SP is provided with
sufficient detail to understand the final outcome of the terms of the settlement
being agreed to.

Page | 52



A
-;;/ll\\\% I: I l‘ \ lj The Enforcement Guide
r________________________________________________________________________________________________________________________________|

Section 6:
Cooperation with Prudential
Regulator

Page | 53



AWy, gm
;//ll.\\‘g: I- I I‘ \ lj The Enforcement Guide

Section 6: Cooperation with
Prudential Regulator

Over the years, the FIAU has established a range of informal and formal procedures
in collaboration with other domestic regulatory authorities, covering various areas,
including matters related to enforcement. These procedures intend to enhance
cooperation between the FIAU and other competent authorities, with the
overarching objective of protecting the interests of end consumers and
safeguarding the integrity of the financial system.

The following section outlines selected processes and aspects falling within the
scope of these procedures, providing practical examples of the cooperative efforts
undertaken.

6.1 Decision Letters

When the FIAU issues a letter outlining the outcome of a recently conducted
examination, it informs any other authority that may be impacted by this action.
This ensures that all relevant authorities are promptly apprised of information that
may affect their supervisory or enforcement responsibilities, thereby enabling them
to take informed decisions and implement any necessary actions in a timely and
effective manner.

6.2 Prudential Concerns

During the conduct of its routine operations, the FIAU occasionally identifies
prudential-related concerns associated with specific SPs holding licences or an
authorisation issued by, and falling within the regulatory scope of, Malta’s
regulatory regime, including but not limited to the MFSA and the MGA. These
concerns are conveyed to the relevant regulator on an ad-hoc basis by means of
formal written communication. This communication brings to the regulator’s
attention information that may be of interest and relevance to its mandate,
especially issues that are of a prudential or licensing/authorisation nature.

Specifically for communications with the MFSA and MGA, Prudential concerns
referred to them are classified into three categories according to their materiality.
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R Category 1
%A— Covers the most severe cases involving serious, repeated, or systematic

breaches where the SP’s capacity to remediate is believed to be
jeopardised.

P\ Category 2
Includes matters that, while not necessarily systematic, pose significant

and/or insufficiently managed ML/TF risks, such as loss or manipulation of

client data, provision of false or misleading information, interference with
AML/CFT functions, or refusal to cooperate on corrective actions.

Category 3

e

4\ Covers less AML/CFT focused concerns but still very relevant prudential
issues, including unlicensed activities, breaches of licence conditions,
weaknesses in governance, risk management or financial soundness.

Cases exhibiting potential criminal elements or suspicion of money laundering or
terrorist financing are promptly escalated to the FIAU’s Intelligence Section and/or
law enforcement and other competent authorities through pre-established channels
and operational arrangements.

6.3 Joint Action

There may be situations where, due to the nature of the case and the materiality of
the concerns identified, the FIAU, in collaboration with one or more other relevant
authorities, may decide to take joint action with respect to a particular SP. This
collaborative approach typically arises when the complexity and seriousness of the
issues at hand warrant coordinated efforts from multiple regulatory bodies at the
national level. A common form of such joint action involves the initiation of a joint
examination or a review into the same SP, facilitating a comprehensive and
multifaceted review from different fronts. However, this course of action should not
be considered the standard or expected procedure in most cases.
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6.4 Exchange of Information

The FIAU remains committed to continuously exploring opportunities for
cooperation with other authorities across a broad range of areas. This cooperation
is reflected through regular meetings where the authorities exchange information
on ongoing reviews and conduct information sharing activities. Matters concerning
specific subject persons and regulatory developments that may affect their
respective mandates are also discussed.

These meetings also provide a forum for discussions on potential training and
educational initiatives for officials across the participating authorities, as well as
opportunities for joint training sessions that may be offered to SPs.
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Section 7: Enforcement Lifecycle

The enforcement lifecycle encompasses a series of procedural steps followed by
the FIAU from the notification of a potential breach to the SP through to the final
resolution and closure of the enforcement action, including any required corrective
actions.

It starts from the date of the potential breaches letter up to the closure date of the
directive to take corrective actions. Where no directive is issued, the enforcement
lifecycle runs until the date of the sanction letter explaining the CMC’s decision.
Where an appeal has been instituted by the SP, the enforcement lifecycle is halted
until such time as the appeal has been decided. A directive to take remedial action
can be initiated and closed even during the appeal proceedings. The court appeal
proceedings is excluded from the Enforcement Lifecycle since this is not directly
dependent on the FIAU’s resources and procedures.

The Enforcement Lifecycle depends on various considerations, including:

* The extent of the scope of the supervisory intervention.

e The extent of the seriousness of the findings identified following the
supervisory intervention.

* The extent of the representations submitted by the SP, together with any
requests for extensions.

* The ease with which an in-person meeting date can be set.

¢ The extent to which the subject person has already initiated/completed
remedial actions.

e The extent to which the remedial actions necessary are implemented,
and the cooperation throughout the remedial process.

* The extent to which remedial actions have been effectively implemented
and tangible progress has been achieved.

Based on current practices and experiences, the diagram below highlights the
average enforcement lifecycle for a standard case. It should, however, be noted
that there may be factors, both within and outside the FIAU’s control, which may
result in the enforcement lifecycle extending beyond the anticipated timeframes.
Accordingly, the timeframes set out above are only indicative and intended to
provide a general illustration of the average duration of the process, not a definitive
or binding expectation.
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Enforcement Lifecycle for a Standard Case

!

Issuance of Right of Enforcement In-Person CMC Issuance of Submission of Monitoring the Closure CMC Closure of
PB Letter Representations Notice Letter Meeting Determination Sanction Action Plan implementation meeting with Determination Directive and
by the FIAU Letter and of the Subject Person on Directive Updating of
Supervision Publication Corrective Publication
Section or Actions Notice

their agents

Enforcement Process Corrective Actions Process
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Enforcement Lifecycle for a Standard Settlement Case

!

Issuance of
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by the FIAU
Supervision
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their agents

Right of
Representations

Enforcement
Notice Letter

In-Person
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CMC
Determination

Initiate
Settlement
Process

Closure of Monitoring the Closure CMC Closure of
Settlement implementation meeting with Determination Directive and
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and Corrective Publication
Publication Actions Notice

Enforcement Process
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Section 8: Appeals

In terms of Article 13A of the PMLA, SPs have the right to appeal administrative
penalties imposed by the FIAU when the penalty exceeds Euro five thousand
(€5,000). The appeal needs to be filed before the Court of Appeal (Inferior
Jurisdiction) within 20 days from notification of the administrative penalty. Once an
appeal is filed, the penalty is not final and due, thus not enforceable. Any follow-up
actions the SP carries out are undertaken on a ‘without prejudice’ basis to the
pending appeal and thus cannot be used as evidence during the appeal
proceedings. In fact, it is the norm for the SP to proceed and comply with the
follow-up directives to enhance their AML/CFT control framework, independently of
any appeal proceedings.

Once the FIAU is served with an appeal by an SP from one of its administrative
decisions, the thirty (30) days for the filing of its reply start running.

Within a reasonable time from the service of the appeal application, the FIAU must
submit the case documentation folder to the Court and provide a copy to the
subject person during the first sitting. This folder includes, inter alia, all information
and documents used by the FIAU Supervision Officer (or MFSA/MGA officers acting
as agents) to identify potential breaches when drafting the Potential Breaches
Letter, as well as all material considered by the CMC when reaching its final
decision.

Once the FIAU is notified of an appeal, the Publication Notice on the FIAU’s website
is amended to show that an appeal has been lodged. A short description of the
appellant’s grievances is given, together with an indication of the appellant’s
request to the Court. This is done within five days of the notification, and in line with
the FIAU’s Publication Policy (Publication of AML/CFT Administrative Penalties and
Measures Policies and Procedures).

When the appeal judgment is delivered, the Publication Notice is again amended
with the Appeal Decision Notice, containing a short description of the Court’s
decision, i.e., a clear indication of whether the administrative penalty was revoked
in whole or confirmed in its entirety, and when a penalty is revoked in part, which
parts of the administrative penalty were altered or revoked.
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This amendment is made no later than five days following judgment in line with the
Publication Policy. Where the administrative penalty is revoked entirely or is
reduced to the extent that its value no longer exceeds Euro fifty thousand
(€50,000), the name of the SP is removed from the Publication, to reflect the
anonymity requirement for administrative penalties not exceeding Euro fifty
thousand (€50,000).
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Conclusion

This Enforcement Guide intends to promote transparency, consistency, and
fairness in the enforcement process. By outlining applicable standards, procedures,
and expectations, the Guide serves as a resource for SPs, other stakeholders
involved in AML/CFT, and the public. While this Guide provides general direction,
each case is evaluated on its specific facts and circumstances, and the FIAU,
through the CMC, retains discretion to take appropriate action in accordance with
applicable laws and regulations. This Guide may be updated as necessary to reflect
changes in law, policy, or practice.
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List of Documents

1. Common Issues Related to the Money Laundering Reporting Officer.
. Corrective Actions Paper - June 2025.

. Governing Principles and Framework.

. Implementing Procedures Part 1.

. Optimising Subject Persons’ Representations.

. Publication of AML/CFT Administrative Penalties and Measures.

. Settlement Policy.
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	Introduction and Scope
	In November 2022, the FIAU issued its 2023-2026 Strategy, which, in its first pillar, states the need to ensure a more transparent approach to monitoring and enforcing AML/CFT measures, and to promote accountability and build public trust and confidence in the FIAU’s compliance monitoring and enforcement functions. This Enforcement Guide (the ‘Guide’) aims to provide an end-to-end explanation of the FIAU’s enforcement process and to assist the SP and the public at large in understanding the process the Unit follows to ensure a just and fair process when applying effective, proportionate and dissuasive enforcement actions. This Guide is comprised of eight sections:
	Within its first section, the Guide sets out the legislative provisions that mandate and empower the FIAU to act in respect of any breach or failure to comply with any rules, regulations or directives. It also lays out and gives a brief explanation of the administrative measures available at law to the FIAU for the purposes of carrying out its enforcement function. Finally, this section explains the composition and governing principles of the Compliance Monitoring Committee, an internal organ set up by the FIAU to support the exercise of its enforcement powers.
	The Guide then provides an overview of the enforcement process; starting from when a case is escalated to the Enforcement Section following the issue of a Potential Breaches Letter to the SP, to the receipt of representations (including any in person meeting) submitted by the latter, and the subsequent preparation and presentation of the case before the Compliance Monitoring Committee (CMC, Committee). It also explains the process that the SP may be required to follow to implement corrective actions as required by the CMC. Reference is also made to settlement agreements that may be entered into between the FIAU (acting through the CMC) and the SP.
	This section then expands upon the FIAU’s Sanctions Policy and Procedures. This document highlights the considerations taken by the Compliance Monitoring Committee when determining the appropriate measures to take or impose.
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	The next section provides a high-level overview of the FIAU’s internal sanctions calculation tool, which calculates an appropriate value of an administrative penalty for the CMC to consider in its deliberations. This value, as further explained in the relevant section of this Guide, is based on the type of the obligation breached, the extent to which the breach is serious, systematic and repetitive, the impact of the breach, as well as the SP’s conduct both when the breach was committed and after.
	This section explains the typical communication process with the SP undergoing an enforcement process, highlighting what to expect in terms of notifications throughout the process.
	The Guide also explains the cooperation arrangements with other domestic authorities as well as with foreign counterparts and supranational authorities.
	Enforcement Lifecycle is the section that explains the procedure and timelines expected from the moment a potential breaches letter is issued by the FIAU (or its Agents), up to the determination of the administrative measure/s the CMC decided to impose, and the publication of such measures.
	Finally, this Guide provides an insight into the process undertaken should an appeal be lodged against the FIAU by a SP before the Court of Appeal (Inferior Jurisdiction) following the imposition of an administrative penalty exceeding five thousand Euro (€5,000).
	This Guide is being published to provide information regarding the processes implemented by the FIAU’s enforcement section. It is important to note that this Guide is forward-looking and does not necessarily apply to past cases determined, where enforcement action may or may not have been taken. Therefore, this Guide is not intended to have retroactive application. It is not intended to be legally binding upon the FIAU or exhaustive, and does not address every aspect of the enforcement process in place. It serves to highlight and explain to the SP the most salient and relevant elements of the processes and procedures implemented by the FIAU in the carrying out of its enforcement function.
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	This Guide explains the typical enforcement process adopted by the FIAU, however, depending on case-specific circumstances, the FIAU may vary its enforcement process as necessary to ensure that any ML/TF risks are appropriately addressed. Users of this Guide are advised to exercise due care and, where appropriate, seek further clarification or independent legal advice in relation to their specific circumstances.
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	Section 1:
	Legal Empowerment
	Section 1: Legal Empowerment
	1.1 Powers of the FIAU
	The administrative measures that the FIAU may impose, as well as the criteria considered to determine which one or more of the measures to impose, are explained in Section 3 of this Guide.
	Regulation 22 of the PMLFTR and Regulation 9 of CBARR also allow the Authority to settle administrative penalties by entering into settlement agreements with SPs, provided certain criteria are met. These agreements allow for:
	A reduced but effective, proportionate and dissuasive penalty, subject to the waiver of the right to appeal.
	The admission of the breaches.
	The prompt implementation of remedial actions.
	Failure to remediate will result in the original penalty becoming payable, and the potential application of other enforcement measures to ensure completion of the remedial actions. The Settlement Policy is available on the FIAU’s website: Settlement Agreement Policy.
	The FIAU also holds the power, through Regulation 21(5) of the PMLFTR, to impose fines on specific categories of personnel if they are found to have been aware of inadequate AML/CFT controls within their organisations and failed to act with the requisite diligence expected of their positions, or who have otherwise contributed to the ineffective application of the required AML/CFT controls.
	Examples include:
	Personnel holding the position of a director or similar functions.
	An officer holding a senior executive management function; or an officer appointed as a reporting officer or to carry out a monitoring function (i.e., the MLRO and CO).
	These are all collectively referred to as Senior Managing Officials (SMOs). This responsibility extends to situations where, through an act, omission, or gross negligence, the individual(s) severely impact the SP’s control framework. For this Guide, any reference to SPs shall, where applicable, be understood as also referring to SMOs. SPs may wish to refer to the paper: Common Issues related to the Money Laundering Reporting Officer for further guidance.
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	1.2 The Compliance Monitoring Committee
	1.2.1  Establishment and involvement of the Compliance Monitoring Committee
	1.2.2  Meeting requests with the Committee
	Process Flow
	Supervisory
	Potential Breaches Letter
	Timeframe for submitting representations
	Enforcement Prepares the case for CMC
	CMC
	Sanction Letter drafted
	Representations Received in writing
	Sanction Letter issued
	Publication
	1.3 Determination of breaches and administrative measures to impose
	Section 2:
	The Enforcement Process
	Section 2: The Enforcement Process
	2.1  Supervisory Interventions
	2.2 Enforcement Notice Letter
	2.3 Other Interventions
	2.4 Written Representations and In-Person Meeting
	2.4.1 Written Representations
	2.4.2 In-person meeting
	2.5 The CMC Process

	2.5.1 Case Assignment
	2.5.2 Case Processing
	2.5.3 Case Presentation and Determination by the CMC
	2.5.4 Case Determination Notification
	2.5.5 Applicability of the Process

	Section 3:
	The Sanctions Policy and Procedures
	Section 3:
	The Sanctions Policy and Procedures
	3.1 Administrative Measures
	3.1.1 Administrative Penalties
	Determining the Administrative Penalty Value



	The amount of the fine imposed should be commensurate with the nature and seriousness of the breaches, taking into consideration the aforementioned factors.
	The fine should be effective in that the SP cannot consider it as a mere ‘normal cost of doing business’, and it should be significant enough to impact the SP’s annual income.
	The fine should be dissuasive to both the SP in question and other SPs.
	If the breach facilitated a large transaction or enabled multiple transactions, without or with minimum scrutiny, the fine should be proportionately larger than a breach that enabled a small or single transaction and vice versa.
	The fine should take into consideration the duration of during which the breach has subsisted.
	The fine should be significantly higher for repeated breaches.
	The fine should take into account the impact of non-compliance on the SP’s own operations, or of the group to which it belongs (where applicable), the jurisdiction and the Union.
	The SP should not be able to gain financially from transactions or activities that are facilitated or enabled as a result of breaches of AML/CFT obligations. In these cases, the fine should at least equal the amount of any revenues generated (directly or indirectly) by the breach, where this may be calculated or estimated.
	The fine should consider any losses to third parties, where this can be determined.
	The fine should be proportionate to the size of the SP and the products and/or services affected by the breach.
	The fine should be proportionate to the financial strength of the natural or legal person held responsible.
	The fine is consistent with fines levied (based on the same legislative provisions) against SPs of similar size for comparable breaches.
	The fine should be proportionate to the ability of the SP to pay the penalty. Where the penalty may affect compliance with prudential regulations, the prudential regulator is consulted to ensure that compliance with prudential matters is safeguarded.
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	3.1.2 Periodic Penalty Payment
	3.1.3 Method of Payment

	3.2 Directives requiring corrective actions

	Controls are not fully commensurate with the SP’s risk exposure.
	The SP applies controls and measures that are adequate to fulfil its AML/CFT obligations, but fails to document them.
	Failures relate to obligations that do not significantly impair the SP’s understanding of its customers and their activities (such as failures relating to the verification of personal details or those relating to the non-application of policies, procedures or measures with respect to an insignificant number of customers).
	Depending on the size and nature of the SP, its documented business risk assessment does not cover all relevant risk factors. However, the SP demonstrates a comprehensive understanding of the risk factors and how they can expose its activities to ML/FT risks, and more importantly, has implemented the necessary controls.
	Staff require more tailored AML/CFT training.
	Any other deficiency noted by the Committee that may be sufficiently addressed through a directive.
	There are two types of directives the Committee may impose:
	Follow-up directives: These are more intrusive in nature, with Enforcement Officials being more actively involved and having a higher level of interaction with the SP implementing a follow-up directive. This would customarily include conducting meetings, reviewing sample files, and interviewing relevant personnel. In some cases, these checks may also be carried out on-site at the premises of the SP.
	Remediation directives: These are less intrusive, and the level of Enforcement Official involvement depends on the extent of the remediation required. For minor issues, a declaration of compliance may be sufficient. For more significant issues, Enforcement Officials may hold additional meetings and perform a limited sampling of customer files to ensure corrective actions are being implemented.
	More detail on the Directives requiring corrective actions may be found in the ‘Corrective Actions Paper’ on the FIAU website: Corrective Actions Paper – June 2025.
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	3.4 Publication of Administrative Measures
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	ii) Systematic nature of the breach
	A breach is considered systematic when there is a failure in the SP’s broader systems, controls, or culture, leading to structural issues rather than isolated one-off failures. Therefore, the result of a systematic breach is more widespread. This can be caused either because a SP’s own policies, procedures or measures implemented are in themselves systematically deficient or otherwise, while the policies, procedures and measures are correct, their implementation as observed from the sample of files reviewed, or from other documentation, was systematically deficient.

	iii) Repetition of the breach
	This refers to the recurrence of the same or similar breach of the AML/CFT obligations, where the failure has been previously identified and should have been addressed. Therefore, it highlights that any previously implemented remedial action was neither sustainable nor effective in addressing the root cause of the problem, leading to the repetition of the breach.
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	Section 4:
	The Sanctions Calculation Tool
	4.1 Three Pillar Considerations

	i) Seriousness
	While all AML/CFT obligations are important and need to be adhered to, breaches of AML/CFT obligations carry varying degrees of seriousness. Therefore, each AML/CFT obligation at law has been weighted depending on how severely the non-compliance undermines the effectiveness of controls in preventing ML/FT. By way of a clear example, the most onerous obligation is to report to the FIAU suspicious behaviour/activity/transaction. Therefore, this carries the highest weight. On the other hand, the failure to verify the registered/residential address of a customer, while still important, carries much less weight.

	ii) Qualitative (systematic) and Quantitative (repetitive)
	The SCT also considers whether there is a structural failure caused by the breach with regard to AML/CFT systems and controls and policies, or a failure of the entity to put these in place adequately. The following guides the Committee in its selection.
	For qualitative failures, the Committee considers the extent of any systematic failure. The complete absence of a policy, process or system is considered a significant systematic failure. This includes situations where a policy/procedure is missing, both in documenting and in practice, as well as cases of disregard by senior management towards important AML/CFT requirements.
	There may be situations where the Committee considers a failure to be moderately systematic. This occurs when a policy/procedure is in place, yet the failures identified are not minimal and undermine its effective implementation. For example, the SP may have implemented a transaction monitoring system, which does not capture various material products the SP offers; Therefore, its implementation is neither truly effective nor comprehensive.
	The CMC needs to have some degree of objective judgement when determining the extent to which a failure is systematic, and the extent of these systematic issues. In doing so, the CMC uses its expertise, as well as the FIAU’s understanding of how policies/procedures and measures are implemented by peers within the same SP sector.
	The SCT also considers the quantitative aspect of the breach, i.e., the number of instances the breach was repeated. Therefore, a one-off instance will have a much lower impact than a situation where most files reviewed have been found in contravention of the legal obligation.
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	Section 5:
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	Section 5: Communication with the subject person
	Where a follow-up directive is issued, the sanction letter highlights that all case-specific communications and discussions about the action plan are to be conducted through the Enforcement Section, which has the discretion to agree on the details of the action plan. The sanction letter also includes a standard action plan template to ensure that all required information is duly provided by the SP.
	Where a remediation directive in the form of a declaration of compliance is issued, the sanction letter likewise includes a template to guide the SP on the information to be included in the declaration.
	When communicating the administrative measure(s) imposed, the sanction letter clearly explains that additional action may be taken by the CMC, both if similar or other failures are identified in the future, as well when determining that the required corrective actions have not been implemented.
	Where applicable, the prudential regulator is also provided with a copy of the sanction letter.
	If the Committee concludes that it may proceed with offering Settlement, the Settlement Letter provides sufficient detail for the SP to understand which breaches it has committed as well as the remedial actions required. The Settlement Agreement also provides sufficient detail for the SP to understand the initial amount of the administrative penalty, as well as the reduction applied and the conditions for the reduced amount. During the settlement meetings, the SP is provided with sufficient detail to understand the final outcome of the terms of the settlement being agreed to.
	Page | 52

	Section 6:
	Cooperation with Prudential Regulator
	Section 6: Cooperation with Prudential Regulator
	6.1 Decision Letters
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	Section 7: Enforcement Lifecycle
	Enforcement Lifecycle for a Standard Case
	Enforcement Lifecycle for a Standard Settlement Case
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	Section 8: Appeals
	This amendment is made no later than five days following judgment in line with the Publication Policy. Where the administrative penalty is revoked entirely or is reduced to the extent that its value no longer exceeds Euro fifty thousand (€50,000), the name of the SP is removed from the Publication, to reflect the anonymity requirement for administrative penalties not exceeding Euro fifty thousand (€50,000).
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