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|. PREFACE

1. The evaluation of the anti-money laundering (AMibdacombating the financing of terrorism
(CFT) regime of Malta was based on the forty Recemaations of the FATF (2003) and the
9 Special Recommendations on financing of terrortgnthe FATF, together with the two
Directives of the European Commission (91/308/EE@ 2001/97/EC), in accordance with
MONEYVAL's terms of reference and Procedural Rul€ke evaluation was based on the
laws, regulations and other materials supplied &tdlduring the on-site visit from 13 to 19
November 2005 and subsequently. During the onisgié, the evaluation team met with
officials and representatives of relevant Maltese&@nment agencies and the private sector. A
list of the persons and bodies met is set out ineXrl to the mutual evaluation report.

2. The evaluation team comprised Mr Dietmar BAUR, Gdfof the Public Prosecutor, Furstliche
Liechtensteinische Staatsanwaltschaft, Liechtemsfeegal Evaluator); Mr Vasil KIROV,
Director General, Financial Intelligence Agency,|d@ria (Financial Evaluator); Mr Raul
VAHTRA, FIU of Estonia, Central Criminal Police, tgia (Law Enforcement Evaluator); Mr
William Amos, Financial Service Authority, United ingdom (Financial Evaluator).
The examiners reviewed the institutional framewtdink, relevant AML/CFT Laws, regulations
and guidelines and other requirements, and thdategy and other systems in place to deter
money laundering and financing of terrorism throtigancial institutions and designated non-
financial businesses and professions (DNFBP), al as examining the capacity, the
implementation and the effectiveness of all théesys.

3. This report provides a summary of the AML/CFT meastin place in Malta as at the date of
the on-site visit or immediately thereafter. It ciédses and analyses these measures, and
provides recommendations on how certain aspectth@fsystems could be strengthened
(see Table 2). It also sets out Malta's levels @mpliance with the FATF 40 +
9 Recommendations (see Table 1). Compliance orcompliance with the EC Directives has
not been considered in the ratings in Table 1.



II. EXECUTIVE SUMMARY

1. Background information

This report provides a summary of the AML/CFT measun place in Malta as at the date of the
third on-site visit from 13 to 19 November 2005, ionrmediately thereafter. It describes and
analyses the measures in place and provides recodatiens on how certain aspects of the
system could be strengthened. It also sets outaldditvels of compliance with the FATF 40 + 9
Recommendations (see the attached table of RatwmigsCompliance with the FATF
Recommendations).

The second evaluation of Malta took place in Jan@802. In general Malta’s crime situation has
not changed since the second round. Fraud andtdatfigking are still considered as the main
sources of illegal proceeds. In recent years illéganigration and human trafficking have

increased among profit-generating activities.

Approximately 95% of account holders in Malta araltdse residents and 5% non-residents. The
team were advised that the majority of businessdgcted by Maltese financial institutions
involves non-complex financial transactions focusadesidents of Malta.

Since the last evaluation Malta has moved to awcratie approach regarding predicate offences.
Separate criminal offences for terrorist financimgre introduced in June 2005. Furthermore the
Maltese authorities have introduced corporate litgbiwhich should also assist in money

laundering investigation and prosecution. Mandatoopfiscation orders can now be made in
relation to all offences carrying imprisonment foore than one year. Overall, therefore, the legal
base to prosecute money laundering is now quiteidsduut effective implementation could be

improved.

The results in term of convictions for money laumolg at the time of the on-site visit remain
disappointing. The lack of convictions for moneyridering means that there is currently a lack of
jurisprudence to assist prosecutors and investigato issues of proof.

The Malta Financial Services Authority (MFSA) isetkingle financial regulator for credit and
financial institutions. It ensures that the finaddector maintains adequate anti-money laundering
controls. Customer due diligence, record keepimdjraporting obligations in respect of suspected
money laundering for the DNFBP have been introdsbece the last evaluation.

The Financial Intelligence Analysis Unit (FIAU) hieen established since the second round. The
FIAU is an administrative FIU. Since the Unit wasablished there has been an increase in STRs.
The majority of STRs are from the financial sector.

2. Legal Systems and Related Institutional Measures

On the criminal side, money laundering is stillhdnalised by a number of laws. The Prevention
of Money Laundering Act (PMLA) criminalises moneauhdering offences in general, while two
earlier ordinances (Dangerous Drugs Ordinance Mexical and Kindred Professions Ordinance)
criminalise drug-related money-laundering.

Malta extended in 2005 the money laundering criinimavision under the PMLA to any criminal
offence, including the offence of terrorist finamgi All the designated categories of offences
under the Glossary to the FATF Recommendationscarered. The Prevention of Money
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10.

11.

12.

13.

14.

15.

Laundering Regulations (PMLR), which supplement AiML Law did not at the time of the on-
site visit require reporting of suspicious transat related to the financing of terrorism

Some differences remain in the physical and megl&hents of the various money laundering
offences. The language in the offence under PMLdsally reflects the international standards.
Drug money laundering can be prosecuted on the lb&siuspicion as well as knowledge, whereas
the “all crimes” money laundering offence requike®wledge that the proceeds are derived from
criminal activity. While the extension of the prealie base under the PMLA offence to “all

crimes” may make the knowledge standard easierdwepunder the general money laundering
offence the introduction of the suspicion standardhis offence would assist the prosecutorial
effort. Such an amendment could be particularlypfugl given that there are still no plans to

introduce the negligence standard in any of theaypdaundering offences.

Unfortunately no final money laundering convictiomad been secured since the second
evaluation, although the legal basis to prosecuteay laundering is quite souhdHowever, it
lacks effective implementation so far in certaisprects. It was nonetheless encouraging to note
that ten cases were currently before the courtsléMme case invokes a foreign predicate, the
Maltese authorities may nonetheless wish to considduture affording more priority to the
investigation and prosecution of money launderiageld on foreign predicates. In this respect
there appeared to be some lack of financial exgeeeind a hesitation to address this time and cost-
intensive field of money laundering.

Since the form of criminal liability of legal ergs, recently introduced in February 2002 for
serious offences including money laundering, appesrly to occur upon the conviction of a
natural person, criminal sanctions for a criminzhaty of a legal person do not apply even in the
case of clear evidence. This approach means tbatafifiscation or the forfeiture of assets cannot
occur in such cases. While it may be too earlyiwate the effectiveness of the implementation
of this provision, the Maltese authorities are drge consider whether criminal liability for
corporations not based solely on vicarious liapilitight prove to have greater utility. At the very
least, it would be helpful to provide for the caafation of assets of a legal entity where it isxgiho
to have benefited from money laundering.

Separate criminal offences of terrorist financingrevintroduced in June 2005. The criminalisation
of terrorist financing is largely inspired by th89B UN Convention for the Suppression of the
Financing of Terrorism and detailed provisions aupeeasonably comprehensive. They also
provide for confiscating of terrorist funds fromtuaial and legal persons upon conviction.

No prosecutions or investigations of the fundingesforist activities have taken place yet. Given
that there is no jurisprudence and the difficultiesrelation to courts being prepared to draw
inferences from facts and circumstances in monegdering cases, it is unclear how willing the

courts will be to draw the necessary inferencagépect of the intentional element of the terrorist
financing offence. The Maltese authorities consithet the courts would more readily draw such
inferences in these cases.

The confiscation regime appears to be legally solirid expressed in generally mandatory terms.
It now applies to all offences subject to over grar's imprisonment. Property and proceeds are
widely defined. The laundered proceeds can be ifedein autonomous money laundering

2 The reporting of knowledge or suspicion of TF virgsoduced in the 2006 revision to the PreventibMoney
Laundering Regulations.

® The Maltese authorities indicated that a judgmeas delivered by the Criminal Court in March 2007
concerning a Maltese national, convicting her faney laundering and falsification of documents tsecing
her to 6 years and ordering the confiscation ohetlassets, subject to the defendant’s right pliegtion to the
civil courts to establish that certain of her asseere not criminally obtained and should not bigjextt to the
confiscation order.



16.

17.

18.

19.

20.

prosecutions. Value confiscation is provided fod #mere are now reverse onus provisions. These
require the defendant to demonstrate the lawfujiorof alleged proceeds. These are all very

positive features. There are statutory provisiosctv make reference to property under the

control of third parties to whom property has bémmsferred, possibly to defeat confiscation or

for undervalue. The Maltese authorities advised degisions would be made on a case by case
basis by the courts as to whether control is agtuadtained by the accused. The Maltese

authorities were not able to point to examplesracice of the courts making such decisions in the
case of any third party transfers. The Malteseaittes advised the evaluators that they have not
come across a situation as yet where the issumumsferring assets to third parties would need to
have been raised during confiscation proceediniys.prosecution would seek to establish that the
property remained under the control of the accu$hd. Maltese authorities may wish to consider

more detailed provisions covering these issued dnealeast clear prosecutorial guidance on this
point.

The number of confiscation orders for all procegdaerating cases is unknown, and, therefore,
there is insufficient data on which the overalleetfveness of confiscation generally in proceeds
generating offences can be judged. No confiscati@sbeen achieved at the time of the on-site
visit in?money laundering cases and the actual runalb attachment orders in these cases was
uncleaf.

Malta has the ability to freeze funds in accordamgdh S/RES/1373 and under 1267 under
European Union legislation. However, the definitimihfunds in the Regulations does not fully

cover the terms in SR.IIl. They have the legal cépato act in relation to European Union

internals and on behalf of other jurisdictions bus unclear whether they have done so in the
latter case. Malta needs to develop guidance andnmtmication mechanisms with all the non-
financial sector and DNFBP and a clear and publichown procedure for de-listing and

unfreezing in appropriate cases in a timely manner.

The Financial Intelligence Analyses Unit (FIAU) westablished in 2001 and in 2002 the FIAU
became fully operational. The FIAU is an agencyarnithe Ministry of Finance for budgetary
purposes but the law recognises its independemce fhe Ministry in its operations. The FIAU
has an important central role in the anti-monewndkaing system in Malta.

Although the FIAU is responsible for receiving siggpus transaction reports on funding of
terrorism, according to the Maltese legislation didiged entities were not (at the time of the
assessment) required to report suspicions of fingnaf terrorism to the FIAU. The Unit has a

wide range of responsibilities but focuses onii@lgical function. The Unit has started to provide
some training to the industry. In order for the tJi@ carry out its functions fully it needs

additional staff and IT resources. The FIAU hadicint legal powers. It can access relevant
information from subject persons but it does novehany power to impose sanctions when
information is not provided. This does not appesar.far, to have had an impact on the Unit's
effectiveness. The Unit has the power to prevetraasaction proceeding for 24 hours and this
power has been used on 2 occasions. The Malteser#igs may wish to consider whether the 24
hours period is adequate.

Since the last evaluation a small unit within tledige Economic Crime Division dedicated to the
investigation of money laundering reports receifr@in the FIAU and other money laundering
cases (and which would investigate terrorist fillagp@s necessary) has been established.

3. Preventive measures — financial institutions

4 See footnote 2
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22.

23.

24.

25.

26.

27.

. The Maltese Prevention of Money Laundering regisédased on three levels. The first is the
Prevention of Money Laundering Act, 1994 (PMLA),ialihhas been amended several times since
the first round evaluation. The PMLA is supplemenby the Prevention of Money Laundering
Regulations, 2003 (PMLR)5, which further elabortiie preventive obligations under the Maltese
anti-laundering regime. These cover obligationsuiregl by Law or Regulation under the
Methodology. The Regulations are supported at tiivd tevel by more detailed Guidance Notes.
There are Guidance Notes for credit and financiglitutions (issued by the MFSA in 2003), for
money or value transfer service operators, forranste firms, investment firms and trustees.
These provide instructions on the steps subjecsoper should take to comply with the
Regulations. In the examiners’ view the Guidandesare enforceable means.

The PML Regulations provides for identification wagments in the financial sector and
determination of ownership of funds and determaratf whether the customer acts on his own
behalf.

Customer identification requirements provide thathusiness relationship is established or any
transaction undertaken between two parties onghofim is a “subject person” unless there is a
proper and effective customer identification pracés place and implemented. In terms of the
identification this implies that financial institans cannot keep anonymous accounts or other
types of accounts where the owner is not identiéied known.

The concept of beneficial owner is addressed inuR¢ign 7 of the 2003 Regulations. The
Regulations require reasonable measures to be takiglentify the person on whose behalf the
applicant for business is acting. This is in additto identifying the applicant for business. The
Regulations furthermore provide measures for tkatification of the beneficial owner.

Evaluators assess that the implementation of th® @&juirements is effective in the financial
sector. Firms have a good understanding of theligations. The meetings with the industry
suggested that these obligations are generallyeiin@hted. The industry’s understanding and
implementation appears to be the result of thedgguen to AML by the MFSA.

Identification is mandatory before conducting a-offetransaction equal to or in excess of LM
5000 (app. 11 646 Euro).

The Regulations require credit and financial ingitins to seek satisfactory evidence of identity at
the time of establishing a business relationshigarying out a one-off transaction. It follows
from the Regulations that evidence of identitydeemed satisfactory if it establishes that the
applicant is the person who he claims to be. Tleegfevidence should be in such a form as to be
able to provide undoubted identification shouldrarestigation be undertaken at any further time.
There is, however, no clear rule in an act of primar secondary legislation concerning
verification using reliable and independent soudoeuments. The Guidance notes set out the
details of how the requirements of the Regulatibougd be met for personal customers (by
reference to a valid identification document witpleotograph — the best source being a valid ID
card or a passport). Non resident personal accaiantsbe applied for by post but verification
details must also be sought from a reputable coedihancial institution in the applicant’s countr

of residence. The requirements for identificatibtegal persons are set out in the Regulations and
complemented by the Guidance Notes. In summaryirisitution needs to obtain satisfactory
identification of the principal (the company), diters, and all other officers representing the
principal.

® These Regulations were being revised at the tiftee on-site visit and revisions were broughbifdrce in

February 2006 by Legal Notice 199 of 2003, as areérxy Legal Notice 42 of 2006. The implementatién o

the amended Regulations was more than 2 monthstiaét®n-site visit.
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28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Ongoing due diligence throughout the course of blusiness relationship to ensure that the
transactions being conducted are consistent wghrititution’s knowledge of the customers, their
business and risk profiles, and where necessagysdhirces of funds should be provided for in law
or regulations.

The general identification limit of MTL 5000 (EURTL 650) applies to occasional wire transfers.
Maltese authorities should introduce in Law or Ragion a limit which is in line with the
Interpretative Note to SR.VII.

Evaluators assess that the implementation of th® @&uirements is effective in the financial
sector. Firms have a good understanding of theligaiions. The meetings with the industry
suggested that these obligations are generallyeinghted. The industry’s understanding and
implementation appears to be the result of thedgiuen to AML by the MFSA.

The Regulations do not currently address a riskdapproach. The issue was to be addressed in
the amended version of the Regulations. Firms atepermitted currently to use simplified or
reduced CDD measures. The Maltese authorities ghiotdloduce more guidance on high risk
customers and a specific requirement should beeimghted for firms to understand the purpose
and nature of business relationships.

Malta has not implemented adequate AML/CFT measwascerning the establishment of
customer relationships with politically exposed quers (PEPSs). Malta intends to adopt new
provisions in the context of the Third European dsnDirective. The AML Law and the Act on
Banks are silent on this issue.

Correspondent banking relationships were not adddesinder the Regulation at the time of the
on-site visit. The team understood banks genehalilie internal policies for correspondent banking
relationships. When enacting the Third Directiverespondent banking will be addressed.

The evaluators found that identification proceddesthird parties and introduced business were
in compliance with the FATF Recommendation, aslaeeules on record keeping.

There is no specific mention in the legislationtleé need for firms to pay special attention to
business relationships and transactions from jistisths that do not, or insufficiently, apply the
FATF recommendations. This issue is covered byGh&lance Notes and the examiners were
informed that this issue will be covered in theised Regulations.

The Regulations require financial institutions tlsatspect or have reasons to believe that a
transaction could involve money laundering or thgterson has or may have been involved in
money laundering to report to the FIAU. Specifigalt should clearly be reflected that attempted
transactions and terrorist financing should be oedy the reporting obligation. Since the FIAU
was established there has been a steady numb@iRsf I&ceived. However, the majority of STRs
are from the credit sector and the examiners whalde expected to see more reporting from
lawyers, accountants, nominees & trustees anda@sasin

At the time of the on-site visit the mandatory ghtions for filing STRs had not been expanded to
cover reporting to the FIAU of suspicious transawsi linked to terrorism financing. The
examiners were informed that the Regulations aectdie amended.6

6 Reporting of transaction suspected to be relateédddinancing of terrorism is now provided for endhe February 2006
revisions for the Prevention of Money Launderingy®ations.
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38.

39.

40.

41.

42.

43

44,

45.

46.

There is no specific legally binding prohibition dimancial institutions on entering into or
continuing correspondent banking relationships gitlell banks. Nor is there any obligation on
financial institutions to satisfy themselves thatespondent financial institution in a foreign
country does not permit its accounts to be useshieyl banks.

Sanctions which may be proportionate and dissuasiweavailable for AML breaches and may be
imposed by the FIAU and the MFSA, but the effecie®s of the overall sanctioning regime, at
present, is questioned.

The arrangements for supervision on AML/CFT for kdlensed institution are found to be
satisfactory. The MFSA keeps detailed statistiagdog on site examinations of AML.

Money remittance activities must be appropriatégrised by the MFSA in order to provide such
services. Being “subject persons” the MVT servicevigers are bound by the PMLR, including
the regulations on identification, record keepimgl anternal reporting procedures. MVT service
providers are supervised by the MFSA.

4.  Preventive Measures — Designated Non-FinancialiBinesses and Professions

The coverage of DNFBP is almost complete and ie Viith both international standards and the
EU Directive. It comprises auditors, external actants, tax advisors, real estate agents, notaries
and other independent legal professionals, nomaoeepanies and licensed nominees acting as
nominee shareholders or trustees, dealers in peGmnes and metals or works of art or similar
goods and auctioneers. Additionally, any activityiet is associated with an activity mentioned
above, has been included. Casinos are also cobgrdte DNFBP rules. A small number of trust
service providers not being a nominee company aanBed nominee, however, were still not
covered at the time of the on-site visit. The C2Quirements, so far as they go, are applicable to
DNFBP more or less the same as those applicablénémcial institutions, since the core
obligations for both DNFBP and financial instituteare based on the same Regulations (PMLR,
2003). Guidance notes have not yet been developewever, the same concerns in the
implementation of the core obligations apply equtdl obliged financial institutions and DNFBP.

. The same deficiencies in the implementation of tégorting regime in respect of financial

institutions apply equally to DNFBP. The numberrgports coming from DNFBP is very small,
which appears to indicate a low level of effectiwes of the AML regime in this area so far.

The requirement to develop training programmesnasganoney laundering and terrorist financing
should apply equally in relation to DNFBP. There some programmes against money laundering
by some DNFBP, particularly casinos and a numbdamge accounting firms. As far as internet
casinos, lawyers, notaries, other independent f@gdéssionals and accountants such programmes
do not exist or they are at different stages ofetitgsment but not in place yet. Programmes and
drafts do not cover terrorism financing.

The same comments concerning the implementatioth@fsanction regime apply equally to
obliged financial institutions and DNFBP. The lewélmonitoring given the size of the sector is
considered tiny and it is difficult to see how d&muing for AML breaches would be imposed. No
power to sanction for CFT.

More resources are needed for monitoring and emgurompliance by DNFBPs other than

casinos.

5. Legal Persons and Arrangements & Non-Profit Orgaisations
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48.

49.

50.

51

52.

53.

54.

55

56.

57.

. Companies and other commercial partnerships ajisteeed with the Registrar of Companies.
The Registrar is a public official appointed by taister of Finance in terms of the Companies
Act 1995. Malta has one national registry of conipsmand this is situated within the MFSA.

Trusts, trustees and other fiduciary relationstaps regulated by the Trusts and Trustees Act.
Persons providing trustee or other fiduciary s&wiequire an authorisation from the MFSA under
the said Act and are supervised by the MFSA.

All subject persons are required by the Regulatiooisto enter into a business relationship with
any person unless they obtain the identity andtifiestion documentation of the applicant for
business. Where an applicant for business appe#es &cting on behalf of another the Regulations
require the subject persons to obtain the iderditg identification documents of principals,
settlors, beneficial owners or trust beneficiariEsis is a continuing obligation and applies also
where there are changes.

Although Maltese authorities advised that NPOshdistaed in Malta are mainly organisations
operating on a national level, the adequacy ofldélaes and regulations in respect of entities that
can be abused for financing of terrorism has nehlreviewed since SR.VIII was introduced.

. The evaluators found that Maltese authorities shoeview and if necessary adopt a clearer legal
framework, both for charities and NPOs, which cevwagistration/licensing and requires financial
transparency and reporting at least annually toeaigdated authority on their activities.
Programme verification and direct field audits dHoalso be considered in identified vulnerable
parts of the NPO sector. Consideration might usehé given as to whether and how any relevant
private sector watchdogs (if such exist) could hitisad. It would be helpful also to raise
awareness of SR VIII within the Police, as the Cassioner is currently the licensing authority.

6. National and International Co-operation

The Maltese authorities have undertaken commendadbitk in bringing together the competent
authorities in Malta anti-money laundering framekvoFhe evaluators, however, urge the Maltese
authorities to allocate more human resources td-thA& in order to carry out its tasks as main
AML policy co-ordination body more effectively.

The Vienna and Palermo Conventions are broadlye@mphted. However, the implementation of
the Terrorist Financing Convention and the UNC Regms are not complete. There are still
uncertainties about the effectiveness of implententan some instances, particularly the scope of
the terrorist financing criminalisation and sompeads of the provisional measures regime.

While Malta has the ability to freeze funds in aclamce with the United Nations Resolutions a
comprehensive system is not yet fully in placepérticular they need to develop guidance and
communication mechanisms with the non-financialt@eand DNFBP. A clear and publicly
known procedure for de-listing and unfreezing ndedse developed.

. The Attorney General's Office has been designatetha central judicial authority in all major

agreements dealing with mutual legal assistancis i§halso the case for purposes of the receipt
and implementation of European Arrest Warrants.

The mutual legal assistance framework, both in mdagndering and in terrorism financing cases,
is comprehensive. It has been effective, so fat,amsistance has been granted in a timely manner.

The examiners advise that Malta keep more detatiatistics in order to allow them to assess the
effectiveness of their system.
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Ill. MUTUAL EVALUATION REPORT

1 GENERAL

1.1 General information on Malta and its economy

The Maltese archipelago consists of three maimdsain descending order, Malta, Gozo and
Comino. These islands altogether occupy an aremafnd 316 square km. Malta hosts a total
population of 402,668 (2004 figures), 50.4% of whare females, and is one of the most densely
populated countries in the world (1,269 peoplekme?, with a higher rate on the main island). The
largest age segment is held by the 45-59 year mmgpgMalta is the smallest Member State of the
European Union. It lies 93 km away from Sicily ts North and 288 km from Tunisia to its South.
Strategically located in the middle of the Meditéerean, Malta is ideally placed to serve as a
transhipment hub and a bridge between Europe aridaif role which it played in ancient times
and which today continues to contribute to econoadiivity in the country. The capital city is
Valletta. Maltese and English are both officialdaages. Other languages, particularly Italian, are
widely spoken.

A parliamentary democracy, Malta has been an inudgr® state since 1964 and a constitutional
republic since 1974. The President is the HeadtateSand has executive authority. He is elected
by the House of Representatives for a period of fiears. The President is responsible for
appointing the Chief Justice and the judges whorithe independent Constitutional Court and
the Court of Appeal. The President also appoint®r@ame Minister the leader of the party that
attains the majority of votes in national electionke latter, is also appointed for a period oéfiv
years. The Prime Minister acts as Head of Govermnassisted by a Cabinet of Ministers, who are
appointed by the President from among elected MesndfeParliament on the advice of the Prime
Minister.

Legislative powers are vested in Parliament, wicfudes the President and a unicameral House
of Representatives. Members of the House (Membg&mBadiament) are elected by universal
suffrage at maximum intervals of five years. Anygom who is a citizen of Malta and who has
attained the age of eighteen years may vote inietes; provided he/she has resided in Malta for a
minimum period of six months during the eighteemihs immediately preceding his registration
as an eligible voter.

Malta and Gozo are sub-divided into 68 local colsncivhich are responsible for the general
upkeep and embellishment of the locality, answegogernment-related inquiries and carrying out
a number of other general administrative dutieggkgied to them by central government. Local
council elections are separate from the generatietes and are held every three years by means of
a system of proportional representation using thgle transferable vote. A third of local councils
may have an election in any one year, in accordavitte a pre-specified schedule. Each local
council is headed by a mayor and assisted by atuéxe secretary that is in charge of executive,
administrative, and financial duties.

Although the Maltese Constitution supports multipademocracy, over the years the political
system has evolved into a bipolar system whichoisidated by two parties, each commanding a
roughly even number of votes. A number of othetigsrcontest elections but only gain a small
percentage of the votes.

Malta’'s relations with the European Union (“EU”)tdaback to 1970, when Malta signed an
Association Agreement with the European Economiecn@anity. Malta submitted a formal
application to join the European Community on 18 1i990. The application was suspended in
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1996 after a change in Government. After anothanghk in Government in September 1998, the
application was re-activated in that same monthceasion negotiations formally opened in

February 2000 and closed in December 2002 at thpei@@gen Summit. Malta signed the EU

Accession Treaty on 16 April 2003 and became a neerbthe EU with nine other countries on 1

May 2004.

After independence in 1964 Malta became a membt#reobnited Nations (“UN”). In subsequent
years it joined a number of other UN agenciess HIso an active member of the Commonwealth.
Malta is a member of international financial ingtibns such as the International Monetary Fund
(“IMF"), the World Bank Group, the European Bank feconstruction and Development and the
European Investment Bank. It also participatesvalstiin regional groupings and fora that
promote dialogue and co-operation in the Meditexaanregion. Malta has signed a number of
international environmental agreements includirg@imate Change-Kyoto Protocol.

The national currency is the Maltese lira, whicliugher subdivided into 100 cents. The Central
Bank of Malta (“CBM” or “Bank”) is the sole issuerf the currency and is also responsible for
advising the Government on exchange rate mattet$ammaintaining adequate external reserves
to safeguard the external value of the Maltese Atahe end of 2004, the amount of currency in
circulation stood at around EUR 1,132 million, appmately 26% of GDP.

Since the CBM was established in 1968, the Maltagthorities have always pursued a
conventional fixed exchange rate featuring one orerforeign currencies of trading partners.
Throughout the years the composition and curreneights in the basket was updated on a
number of occasions to reflect Malta’s changinglérpatterns. As at the end of April 2005, the
Maltese lira was pegged to a basket of foreignenies made up of the euro, the US dollar and
the pound sterling, with weights of 70%, 10% ando20espectively. On 2 May 2005, Malta
joined the Exchange Rate Mechanism Il (“ERM II")tbe EU. As a result, the Maltese lira was
re-pegged from a composite basket to a single weyréhe Euro). Malta participates in ERM |l
with a central parity rate of MTL/EUR 0.429300, winithe Maltese Authorities seek to maintain
as a unilateral commitment. It is the intentiortled authorities to adopt the Euro and become full
participants in Economic and Monetary Union as sasrthe necessary conditions for entry are
met.

The Maltese economy is a very small open econongbgvlute terms, with a GDP of EUR 4.2
billion. It thus contributes less than 0.05% of BIDP. Malta nonetheless enjoys a high standard
of living, with a GDP per capita in PPP terms of EEW5,900, which is equivalent to 72% of the
EU average. Following negative growth in 2003, tlaeltese economy recovered in 2004,
registering a 1.5% rate of growth in GDP at cornstaarket prices.

Only around 20% of food requirements are met thinolggal production, water supplies are
limited and there are no domestic energy sourceth Wry few natural resources, the labour
force remains Malta’s single most important reseutmports and exports, in fact, each account
for around 100% of domestic output, with the EU mgitey as Malta’s main trading partner,
accounting for around 70% of Malta’s foreign tra@lbis necessarily makes the Maltese economy
largely a service-based economy and one whichgishhidependent on foreign trade. Agriculture
and other primary activities, manufacturing ands/ieeis each account, respectively, for 3%, 23%
and 74% of GDP. Within the manufacturing sectoe, ¢kectronics sector remains the main driver
of growth, although, clothing, pharmaceuticals dodd and beverages also have high value-
added shares. In the services sector, ship repairgstate, tourism and financial services are the
leading sectors in terms of value added contriloufimurism is the most significant sector of the
Maltese economy. In 2004, total tourist expenditaneounted to Lrh432.3 million (EUR 1
billion) — a 0.6 % increase over the previous yé&égures for the period January to June 2005

1 Euro is equal to LM 0,4293
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show a total of Lm 167.49 million in tourist expéude®. Electronics and, increasingly,
pharmaceuticals are the leading segments as highe-added products in the export
manufacturing sector.

The financial services industry’s direct contrilotito Malta’s Gross National Product (GNP) was
of Lm 144 million in 2004, which translates to 6.18b GNP. The figure only covers banks,

insurance companies, investment managers, stodetsrand an estimate of the contribution of
accountants and lawyers providing services to matigonal financial companies in Malta.

Together with retail services, transport and comigation these contribute to more than 45 % of
GDP.

Given the important role which the EU plays in M&ttrade patterns and its equally dominant
role in the pattern of tourist arrivals (80% of anging tourists originate in the EU), economic
growth patterns follow very closely those in the.Efter registering average growth rates in the
range of 5 % per annum between 1994 and 2000,GB& growth slowed down somewhat in
recent years, fluctuating in a range between -b® 1% between 2001 and 2004. Government
finances are characterised by annual deficits arelatively high debt figure as a percentage of
the country’s GDP. In 2004, government expenditatalled Lm 933 million (of which capital —
Lm 104 million; recurrent — Lm 732 million), whiletal revenue stood at Lm 921 million (of
which recurrent — Lm 813 million). Gross GovernmBetbt was 67.9 % of the GDP of that same
year. The General Government debt-to-GDP ratiods@to73.2 % in 2004. Gross Government
Debt was Lm 1.399 billion (EUR 3 billion) by Juneé@s. Government finance figures for the first
six months of 2005 were the following: total revenamounted to Lm 456.4 million; total
expenditure Lm 476.8 million

The inflation rate, based on the retail price in@@Rl), stood at 2.94 % in June 2005. It must be
noted that RPI inflation had risen consistenth2004, mostly due to higher indirect taxation and
oil prices. The Harmonised Index of Consumer Pr{eBEP) stood at 109.44 points in June 2005,
a decrease of 0.01 % over the previous month biriaease of 2.07 % over the June 2004 figure.
The authorities are nonetheless determined toreesh® economy on a path of higher growth
rates, through the implementation of a comprehenset of structural reforms which seek to

restore Malta’s international competitiveness. Eheforms span all sectors of the economy but
are especially oriented towards information and maomications technology, education and

retraining, SME support and transport.

These reforms are further supported by the Goventiméscal consolidation programme which
aims to gradually reduce the fiscal deficit to %4by 2007. The 5.2 % target for 2004 has been
met. The authorities are determined to implementhés measures consistent with the
achievement of the targets set out in the programwite an emphasis on pension reform and the
continued privatisation of those entities in whibke Government retains a shareholding.

Figures for the three months leading to Januaryb 20w that the number of persons aged 15
years and over totalled to around 322,000. Of thé8&%6 were employed (14.3 % of these were
self-employed), 3 % unemployed, and 50 % inactperdentages have been rounded). Employed
persons were mostly found in the services sect®i(66), followed by industry (29.7 %) and
lastly agriculture (1.9 %).

Against this backdrop of slow economic growth, theemployment rate has edged upwards in
recent years, averaging 7 % between 2001 and Z0@El.unemployment rate has nonetheless
remained below the Euro area average, and in thieduarter of 2005 it edged lower to 6.7 %.
Inflation has remained low and stable, consistetdyow the 3 % mark, supported by the
discipline emanating from the fixed exchange radg. fMalta’s low inflation rate has in turn

8

Please note that this figure does not translateriational earnings from tourism.
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favoured a gradual but steady convergence of isitestes towards Euro area levels across the
entire maturity spectrum, with the 10-year interas¢ standing at 4.7 % in May 2005.

The high degree of openness on trade makes Mditdance of payments position especially
susceptible to developments abroad. Although theicges balance is typically in surplus, the
latter normally falls short of the deficit on theermahandise trade account. Consequently, the
current account ordinarily shows a deficit. In 20@% current account deficit had continued to
increase over the previous year to Lm 191.3 millibotal imports for the period January to May
2005 totalled Lm 513.5 million, a 5.3 % decreaserdtie same period of the previous year. Total
exports too were down, by 16.9 %, to Lm 321.1 wmlliFor 2004, total imports were of Lm 1.32
billion, while exports were Lm 909.2 million. Thercent account deficit averaged 4.5 % in recent
years. Nonetheless, net inflows on the capital @ucof the balance of payments have
comfortably financed the current account deficet,raflected in the country’s external reserves
position, with the ratio of official external reses assets to currency and deposit liabilities
remaining above 100 %.

As part of the IMF assessment under the FSAP pnogie (which Malta underwent in 2002) the
IMF mission team carried out a detailed examinatinriransparency and good governance in the
financial sector and the financial regulator (fioiah policies), the Central Bank (monetary
policies); and the government in general (fiscaligis). It also included an assessment of
corporate governance and legislative process. T®®AFreport can be accessed on the IMF

website www.imf.org

Since the introduction of the Prevention of Moneguhdering Act in 1994 and the consequent
Prevention of Money Laundering Regulations, alsd 994, the government, the CBM and the
Financial Regulator embarked on an awareness cgmphat was meant to develop a proper
culture of anti-money laundering compliance andeobetion of the relevant regulations. To date
the authorities are satisfied on the level of aeltaf compliance within the financial sector and
other bodies that at the time were also subjetiteédregulations. With the inclusion of designated
non-financial businesses and professions (DNFBBsyubject persons within the anti-money
laundering strategy, the authorities have, forghst months, been involved in instilling the proper
culture of compliance within this sector. As a tesid the recent introduction of the criminal
offence of the financing of terrorism (through Atd VI of 2005) in the Criminal CodéCap 9)
and the expected changes to the Prevention of Mbaegdering Regulations to include also the
financing of terrorism, efforts in creating a propmilture of compliance will be extended to
further cover also the financing of terrorism. Tate] there have been positive responses and the
authorities have no reason to believe that sudiureuwill not continue to develop.

Government policy has been to facilitate the ingasion and detection of corruption and to put in
place such authorities, agencies and institutioméclw can ensure that any person having
information on any possible corruption can comevéod with the information to the appropriate

authority which would be able to investigate théoimation in confidence where so warranted
thus protecting the complainant from harassmentendli the same time protecting the person
fingered out from unjust accusations. Thus Goveminiias set up the Permanent Commission
Against Corruption, the Tribunal for the Investigat of Injustices and the Ombudsman who all
have a role in connection with the investigatiorcofruption.

At present corruption offences consist in: unlawéudaction (art. 112 of the Criminal Code);
extortion (art. 113 of the Criminal Code), where tinlawful exaction is committed by threats, or
abuse of authority; active and passive bribery pliblic officer or servant, including bribery of
judges, who, in connection with his office or emyptent, receives or accepts for himself or for
any other person, any reward or promise or offeramy reward in money or other valuable
consideration or of any other advantage to whiclsheot entitled (art. 115, 116, 117 and 120 of
the Criminal Code); active or passive bribery ahamber of the House of Representatives (art.
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118 and 120 of the Criminal Code); active and pasbribery of persons entrusted with or having
functions relating to the administration of a staty body having a distinct legal personality or
who are employed with such a body (art. 121 (1) H2@lof the Criminal Code); active and passive
bribery of jurors (art. 121(2) and 120 of the Criadi Code); private interest in adjudications (art.
124 of the Criminal Code); private interest in thgue of orders (art. 125 of the Criminal Code);
embezzlement (art. 127 of the Criminal Code); nialis violation of official duties (art. 138 of the
Criminal Code).

A number of new bribery and other offences as waellother measures against corruption were
introduced 2002. Thus corruption in the privatet@edecame a criminal offence because the
application of articles 112 (unlawful exaction) awfdarticle 115 (bribery of a public officer) were
extended to and in relation to any employee orrogeeson when directing or working in any
capacity for or on behalf of a natural or legalsoer operating in the private sector who knowingly,
in the course of his business activities, direcilythrough an intermediary and in breach of his
duties, conducts himself in any manner providedifothose articles. For the purpose of this
provision the expression “breach of duty” is defines to include any disloyal behaviour
constituting a breach of a statutory duty, or, las tase may be, a breach of professional
regulations or instructions, which apply to theibass in question.

Moreover, the provisions on corruption were extehtbeapply to a public officer or servant of any
foreign State; any officer or servant, or any othentracted employee, of any international or
supranational organisation or body of which Mattaaimember, or any other person carrying out
functions corresponding to those performed by aaig sfficer, servant or contracted employee;
any member of a parliamentary assembly of any riatésnal or supranational organisation of
which Malta is a member; any holder of judicialicdf or any official of any international court
whose jurisdiction is accepted by Malta; any memb#icer or servant of a Local Council.

Moreover, the offences of “trading in influencegctounting offences” and “false invoicing” were

also introduced. Jurisdiction was extended to apgigre only part of the action giving execution

to the offence took place in Malta; the offendemidaltese national or permanent resident in
Malta, a public officer or servant of Malta or amiger of the House of Representatives or of a
Local Council; the offence involves a public officer servant of Malta or is a member of the

House of Representatives or of a Local Council.

Corporate criminal liability was also establishexdl &he forfeiture of the proceeds to the benefit of
a legal person was also laid down with the furfitewision that where the proceeds of the offence
have been dissipated or for any other reason wénagsdt is not possible to identify and forfeit
those proceeds or to order the forfeiture of sudpgrty the value of which corresponds to the
value of those proceeds the court shall senterecpdlson convicted or the body corporate, or the
person convicted and the body corpolatsolidum as the case may be, to the payment of a fine
which is the equivalent of the amount of the prdseef the offence; “property” and “proceeds”
are defined in very broad terms.

All offences of corruption have always been preiczfences of the money laundering offence.

The same article also provides for corporate crainiability where the offence is committed by a
person who is the director, manager, secretaryhar @rincipal officer of a body corporate or is a
person having a power of representation of suabdg br having an authority to take decisions on
behalf of that body or having authority to exerotsmtrol within that body and the offence was
committed for the benefit, in part or in whole tbét body corporate.

Article 121D of the Criminal Code provides for corpte criminal liability for offences of
corruption and article 3 of the Prevention of Monkegundering Act provides for corporate
criminal liability for offences of money laundering
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At present there is no jurisdiction over offencecofruption committed outside Malta by Maltese
nationals. However, the Bill to Amend the Crimi@dde will amend the Code by means of clause
28 which will introduce into the Code new artic1TC which lays By virtue of article 121C of the
Criminal Code the Maltese Courts have jurisdictimer Maltese nationals who commit offences
of corruption abroad.

The following are the organisations and entitieat thave a role or exercise powers in the
prevention, detection, and repression of corrupdioa national level:

The Policeis the main law enforcement authority in Malta eestvith general law enforcement
powers. Offences of corruption are liable to prasea ex officio by the police. Within the Police
the Economic Crimes Unit is the unit mainly coneetrwith the investigation and detection of
offences of corruption.

The Security Servicehasinter alia the function of preventing or detecting seriousner which
includes serious offences of corruption.

The Permanent Commission Against Corruptionconsists of a chairman and two other members
appointed by the President of Malta acting in adaonce with the advice of the Prime Minister,
given after he has consulted the Leader of the €ifjpn. The Commission is an investigative
specialised body which is exclusively concernedlie investigation of allegations of corruption.
In the exercise of its functions the Commissioma@$ subject to the direction or control of any
other person or authority.

The Attorney General is the principal law officer of the Government,saas Public Prosecutor in

the higher courts of criminal jurisdiction, exerssfunctions in connection with pre-trial judicial

investigations and gives advice to the police camiog investigations carried out by them. The
Attorney General also has the power, in his indigldjudgment to issue a certificate in writing
exempting any person mentioned in the certificedgenfany criminal proceedings on condition that
such person gives evidence according to law athallfacts known to him relating to any corrupt
practice or any offence connected therewith befloeeCommission and, or, any court of criminal
jurisdiction.

Magistrates and Courts of Magistratesare vested with the authority to carry out judicial
investigations into the suspected commission ahical offences where a criminal inquiry is
necessary and also carry out judicial pre-triakstigations as a court of committal with respect to
persons charged with a criminal offence triablenalictment.

The Tribunal for the Investigation of Injustices hears and determines any written complaint
made by any person who claims to have sustainadtiog to his prejudice by any action taken by
any person to whom the Act applies in respect gbagments, promotions or transfers of public
officers, of officers or employees of any body bithed by law; recruitment for employment;

licences or permits required by law; any other eratthich may be approved by resolution of the
House of Representatives.

The Public Service Commissionis a commission established by the Constitution tioa
recommendation of which the Prime Minister exersisis powers to make appointments to public
offices or to remove, and to exercise disciplineoytrol over, persons holding or acting in any
such office.

The Employment Commissionis in effect a tribunal consisting of a chairmard dour other

members all appointed by the President. The functibthe Commission is to ensure that, in
respect of employment, no distinction, exclusion ppeference that is not justifiable in a
democratic society is made or given in favour oaiagt any person by reason of his political
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opinions. Persons alleging such distinction, exolusr preference may apply to the Commission
for redress.

The Ombudsmanis an officer of Parliament and has the functioinigstigate any action taken
by or on behalf of the Government, or other autiipbody or person to whom the Ombudsman
Act applies. If, during or after any investigatiche Ombudsman is of the opinion that there is
substantial evidence of any significant breach ufydr misconduct on the part of any officer or
employee of any department, organisation or looahcil he is required to refer the matter to the
appropriate authority including the Police.

The Director of Contracts and the General and Speal Contracts Committeesis responsible
for the running of the Department of Contracts amherally for the administration of the
procurement procedures.

The Public Accounts Committee of the House of Repsentativesis a Parliamentary committee
of the House of Representatives and imhsr alia the power to inquire into matters relating to
public accounts, expenditure under supplementdmnates or expenditures before appropriation;
the accounts of statutory authorities and to reporthe House on any accounts, reports or
documents referred to above.

The National Audit Office consists of the Auditor General, who is the headhef office, the
Deputy Auditor General and other officers appointgdthe Auditor General as he may deem
necessary to assist him in the proper dischardesobffice. The Auditor General is an officer of
the House of Representatives and may only be redniovéne same circumstances and in the same
manner as the Ombudsman. The Auditor General isffaae under the Constitution and has the
function of auditing the accounts of all departrsesntd offices of the Government of Malta and of
such other public authorities or other bodies adstéring, holding, or using funds belonging
directly or indirectly to the Government of Malta may be prescribed by or under any law.

The Internal Audit and Investigations Board (IAIB) is appointed on the authority of the Prime
Minister and is authorised to direct and reguldte Government Internal Audit and Financial
Investigative Function. It is responsibl@ter alia, for monitoring Government’s financial and
other reporting processes and internal control esyst requesting the Internal Audit and
Investigations Directorate to carry out specifidiggiand investigations as it deems necessary and
considering and approving major changes to Govemntrimgernal audit policies, practices and
procedures.

The Internal Audit and Investigations Directorate is established under the responsibility of the
Director Internal Audit and Investigations and ges its authority from the IAIB. It is assigned
responsibility for the conduct of the Governmenteinal audit and financial investigations
function and as such it conducister alia, financial investigations into suspected cases of
mismanagement and fraud.

The courts system is divided into courts of ciwitigdiction and courts of criminal jurisdiction
apart from the Constitutional Court. The courtcivil jurisdiction are divided into the Superior
Courts and the Inferior Courts. The superior coaréspresided over by judges and these consist of
courts of first instance known as the First Haltteg Civil Court and the Court of Appeal presided
by three judges. The inferior courts are knownles Courts of Magistrates which are presided
over by a Magistrate and form their judgments goeaplies to the Court of Appeal consisting of
one judge. The judgments of the courts of civiigdiction are executed by the Marshals of the
Courts.

The courts of criminal jurisdiction consist againtloe Superior Courts and of the Inferior Courts.
The Superior Courts consist of the Criminal Couesjed over by a judge and usually assisted by
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a jury. From judgments of the Criminal Court an egiplies to the Court of Criminal Appeal
consisting of three judges. The Inferior Courts sisnof the Courts of Magistrates which are
presided over by a Magistrate and have a doubisdjation as courts of criminal judicature and
courts of criminal inquiry. From judgments of theuct of Magistrates as a Court of Criminal
Judicature an appeal lies to the Court of Crimikgbeal consisting of one judge.

Any litigation touching on the Constitution is bgiu before the First Hall of the Civil Court from
which an appeal lies to the Constitutional Courtsisting of three judges.

In May 1995 Parliament introduced @ode of Ethics for Members of the House of
Representatives The Code of Ethics established standards of coroehaviour which the
Members of the House are expected to observe ateelaepresentatives. The Code also
introduces a Register of Member’ Interests. TheeCpibvides that a member of the House may
not receive any remuneration or compensation uwthatever form for his work as a Member of
the House of Representatives, except for his afficemuneration as a Member. Moreover,
according to the same rules the Member is expautedo use any improper influence, threats or
undue pressure in the course of his duties. Witiew to allow for the monitoring of their assets,
Members are also required to annually give detditéokmation on various matters in a register
which will be purposely kept by the Speaker, whiefgister shall be open to inspection by the
public. Moreover in professional, occupational aisiness matters Members of the House are
expected not to make any reference to their meripeds the House which in any way can give
them undue advantage.

A Code of Ethics forMinisters and Parliamentary Secretarieswas also adopted by the Cabinet
of Ministers. The Code makes detailed provisiorrisure that a Minister’s integrity.

In 1994 aCode of Ethics for Employees in the Public Sectowas also published. The Code
provides that public officers should avoid any fin&l or other interest or undertaking that could
directly or indirectly compromise the performanddteir duties and place on the officer the onus
to disclose to his or her senior officers if a pdid or actual conflict of interest arises. Moreov
the Code provides that no public officer shouldeptca gift or benefit if considering the
circumstances it could be interpreted as intenddikely to cause the official to do his or her job
in a particular way or deviate from the proper seuof duty. The Code provides that sanctions
may be applied if public officers are involved ireaches of the Code.

The Commission for the Administration of Justice is a Commission set up under the
Constitution which must at all times have a comesitfor Advocates and Legal Procurators and
among its functions the Commission has that of drgwp a code of ethics regulating the conduct
of members of the judiciary and, on the advice ltd Committee for Advocates and Legal
Procurators, to draw up a code or codes of etleigalating the professional conduct of members
of the said professions. Three such codes weradhdrawn up, one for the Judiciary, another
Code of Ethics and Conduct for Advocatesand the third &ode of Ethics and Conduct for
Legal Procurators.

The Code of Ethics for Members of the Judiciaryprovides that members of the judiciary shall
not accept any post that could hinder them oriotdtrem in the full and correct performance of
their duties and that they shall not practise ativigy that is in its very nature incompatible tvit
the office they hold. They are also required nothtidd any post except that of a Judge or
Magistrate, saving those posts which are exprgssignitted by law. They are required to inform
the Chief Justice of every other post that theyhmigold both in Malta and overseas, be it
remunerated or otherwise. They are also requireehsure that their conduct is consistent with
their office and that it does not tarnish theirgoeral integrity and dignity. They are precludedriro
accepting any gift, favour or benefit which migluspibly influence them in the proper fulfilment
of their judicial duties or which might give an inggsion of improper conduct. They are also
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precluded from individually accepting any advantagéenefit from the Executive except when
such advantages or benefits are addressed todfatady collectively.

Under the authority of the Accountancy Professiat, A979 and the Accountancy Profession
Regulations, 1987 made hereunder and as amendk2P8) aCode of Ethics for Accountants
was also published for the accountancy professiot after laying down the fundamental
principles concerning integrity, objectivity, prefonal competence and due care, confidentiality,
professional behaviour and technical standardsstd part which applies to all warrant holders
while another part applies to warrant holders ibljgypractice. The Code provides that all warrant
holders have an obligation to be fair, intelledyabnest and free of conflicts of interest.

On the 21 April 2005 aPolice Code of Ethicswas published. The code lays down the main
ethical principles which govern the role and missid the police, the observance of human rights
by the police, the obligations of the police fotogvards the community, the use of powers of
arrest and detention, the use of force, the pricluaf withesses and evidence, and finally the
obligations of members of the police force. Eactegary of principles is accompanied by a
detailed commentary.

The ethical and professional behaviour on the pérprofessionals in all sectors including
accountants, auditors, notaries and lawyers, hagyal been a focal point which the authorities
have seriously addressed not only because of managering purposes but also because various
other implications that such professionals can havehe economy and the well-being of the
country in general. Accountants and auditors, agestn having their own professional
association, are governed by thecountancy Profession Agap 281) An Accountancy Board,
under the auspices of the Ministry of Financeg&ponsible to license (issue warrant) and oversee
the accountancy professions. The Commission forAtheinistration of Justice set up by law
oversees the legal profession and has the powewuspend and /or revoke a warrant. The
accountancy profession has its own code of prajassiethics which must be observed subject to
sanctioning by the Board. The legal profession ykns and notaries) are also subject to high
professional ethical standards which must be oleskesubject to sanctioning.

General situation of money laundering and financingof terrorism

The Maltese authorities advised in their replieshe questionnaire that the crimes which are
considered to be the major source of illegal prdseare undoubtedly drug trafficking, fraud,
breaches of the laws regulating exchange contibltlae charging of sometimes exorbitant interest
rates. With the removal of exchange control congsavithin the European Union, such crimes
have declined. Given that usury has now been iotred as a criminal offence coupled with the
increase of enforcement in this area spurred bp@dence in more individuals coming forward to
report such cases, it is envisaged that crimesasitimence to decline. However, it must be said
that the crimes which present law-enforcement wagtmcern, in relation to the continuous
generation of illicit proceeds which remain unréileg, are drug-related crimes. There héveen
cases of traffic in persons for the purpose ofydleimmigration into other countries (especially
into Italy) involving foreigners resident in Malgs well as the involvement of Maltese citizens in
smuggling activities; this activity is being clogehonitored for its possible impact on the money
laundering situation in Malta.

The Maltese authorities indicate that generallg, phoceeds generated in Malta are not huge and
most of this money can be passed off as earnings $uccessful business operations. As far as the
scale of proceeds is concerned, the Maltese atid®riote that the local cases are not exorbitant,
although the amount cannot be quantified. In fdot, most serious local case so far was the
laundering of money that came from a scam operatetseas. This sum was of approximately Lm
65,000 (just over €150,000.). Scams operated bgigoers who attempt to pass their money

23



59.

60.

61.

through local accounts make up the major part efsthizures affected by the Money Laundering
Squad with the assistance of the Attorney Gene€ifice. These cases usually amount to several
hundreds of thousands of Euros.

To date, no financing of terrorism or of terrorggtts has been detected. The Maltese authorities
tend to find that this is perhaps due to the seimgontrols inherent in the Maltese banking system
as well as to the hefty sanctions which any breaichegulations enacted under the National
Interest (Enabling Powers) Act, Chapter 365, LafWlalta, entail’

The Maltese authorities also draw the attentioratdraft legislation amending this Act and
addressing specifically sanctions and/or restictiveasures against third countries, entities or
individuals within the framework of the Europeanitiris Common Foreign and Security Policy,
as well as Regulations issued by the European Uthias been finalised and is presently being
studied.

The following tables for 2002-2005 have been predidy the Maltese authorities and are an
indication of the types of crimes investigated g@mdsecuted by the Drug Squad, the Economic
Crimes Unit and the Vice Squad. Most of the crittigted here are generally considered by the
Maltese authorities to be those that generate foathe perpetrator.

9

Where a regulation enacted under the Nationalést (Enabling Powers) Act requires a person or an

entity to carry out the identification of funds assets belonging to or in the possession of persoastities as
may be identified or identifiable under the regiaat or where a regulation requires the freezingplocking of
such funds or assets, any person or entity whobétes are subject to a license, shall withoulagenotify in

writing any relevant information in hand to itsditsing authority. Such licensing authority is thewnind to pass

such relevant information to the Sanctions MonitgrBoard established under the National Interestifing
Powers) Act. For offences against the regulatisased by the above Legal Notices under the Nationatest
(Enabling Powers) Act there is laid down the pumisht of a maximum fine of fifty thousand Maltese dir of
imprisonment not exceeding five years or both diuehand imprisonment.
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Cases Investigated 2002 - 2005

2002 | 2003] 2004 2005
Drugs
Possession of 280 159 426
Trafficking of 107 60 143
Economic Crimes
Contraband related 23 33 42 26
Corruption 2 1 2 3
Counterfeited Currency (Foreign) 118 2 3 2
Counterfeited Currency (Local) 16 4 2] 5
Extortion/Bribery/Blackmalil 4
Foreignh Requests for Assistance 2b 20 y. 1
Fraud/Forgery/Embezzlement/Misappropriation 206 155196 107
Intellectual Property Rights 70 56 65 28
Money Laundering related cases 8 g ( 2
Money Laundering STR's 28 17 23 8
Perjury 1 1
Plastic Card Fraud 13 13 12 4
Stolen/Forged Cheques 20 16 11 9
Influence in Trading 1
Violations of Financial Institution Act 10 8
Vice

Breaches of the Gaming Act 9
Child Pornography 2 11 2
Compelled/Induced Persons to Prostitution B
Complicity in Keeping a Brothel 1 1
Complicity in trafficking in Human Beings 2
Conspiracy in Trafficking of Human Beings 2
Defilement of Minors 13 20 17 10
lllegal Arrest 6 13 7
lllegal Gambling 20 10 11 6
Keeping a Brothel 1 5 12 1
Living off the Earnings of Prostitution 1 3 10
Loitering & Soliciting 61 62 191 77
Pornography (possession for circulation)
Rape 9 5 2 2
Trafficking of Human Beings for Prostitution 3 11 1
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Although some of the crimes listed above are notsictered to be cash generators, they are
included by Malta to show the cross-section of esdrthat are investigated by the specialised units.

From the investigative perspective the present mdamendering situation does not seem to be a
widespread problem according to the Maltese auttbsri

Malta recognises, that the money laundering sitnatirom a prosecutions perspective, cannot be
said to have undergone significant changes, albefe has been an increase in prosecutions, in the
sense that fraud and drug crimes remain the majarce of illicit proceeds. The most common
form of laundering has been the use of varioussaations, at times intricate, to conceal the origin
of the funds, whether through third parties or tigio diverse financial transactions. As such no
groups have been detected in this process butepmli@stigations and prosecutions revealed that
the laundering generally takes place by the venyesidividuals who commit the predicate crime.

There have been no cases of terrorist financing VAof 2005 brought about amendments to the
Criminal Code by introducing specifically a subetiheaded “Of Acts of Terrorism, Funding of
Terrorism and Ancillary Offences”, (although Malthvays contended that notwithstanding there
was no specific definition of crimes of terrorismat yhe various offences which are now defined as
“acts of terrorism” did exist in various laws), wrdwhich title, in Article 328F, one finds
dispositions relating to the funding of terrorisiine laundering of such funds is now also covered
by the Second Schedule to the Prevention of Morayntering Act, Chapter 373, Laws of Malta,
since this now defines as predicate criminal atgtitany criminal offence”.

Overview of the financial sector and Designated NeRinancial Businesses and
Professions (DNFBP)

Financial Sector

The different types of financial institutions whidperate in Malta can be classified under the
following categories. All types of financial institons need to be licensed or otherwise
authorised by the Malta Financial Services AutlyofMFSA) as the single regulatory and

supervisory authority for financial services in kéal

Credit institutions are licensed under the Banking Act 1994 and atfecgiged to undertake the

business of banking as specified in Article 2(4)haf said Act. Credit institutions may also carry
out the other activities indicated in the List ofiditional Activities included in the Schedule to
the same Act. This list is reproduced hereunder:

1. Financial leasing;
2. Money transmission services;
3. Issuing and administering means of paymentd{creards, travellers’ cheques and
bankers’ drafts and similar instruments);
4. Guarantees and commitments;
5. Trading for own account or for account of cues in:
(&) money market instruments (cheques, bills, foeates of deposit, and similar
instruments);
(b) foreign exchange;
(c) financial futures and options;
(d) exchange and interest-rate instruments;
(e) transferable securities.
6. Participation in securities issues and the isron of services related to such issues;
7. Advice to undertakings on capital structurejuistrial strategy and related questions
and advice as well as services relating to mergetshe purchase of undertakings;
26



68.

69.

70.

71.

8. Money broking;

9. Portfolio management and advice;

10. Safekeeping and administration of securities;
11. Credit reference services;

12. Safe custody services.

Exchange houses and outlets offering money rercitteservices are licensed as financial
institutions by the MFSA under the Financial Indiitns Act. Such activities are only a
selection of the activities that such institutiongy be authorized to undertake as specified in the
list as indicated in paragraph 69. Out of the ibrfcial institutions, eight are authorised to
undertake foreign exchange and money remittanegcssr

In accordance with Article 2(5) of the Banking AQ94, the MFSA can also license electronic
money institutions. According to the same Articlietioe Act, the activities of an electronic
money institution may be extended to:

(i) the provision of closely related financial amwn-financial services such as the
administering of electronic money by the perforneainé operational and other ancillary
functions related to its issuance, and the isswiind administering of other means of
payment but excluding the granting of any form r&fdit; and

(ii) the storing of data on the electronic devioe behalf of other persons or public
institutions.

As of November 2005 Malta had 18 credit institusidraving a total balance sheet value of
Lm 10,407,016,000.

Approximately 95% of account holders in Malta areltdse residents and 5% non-residents. All
the 18 credit institutions basically have a similaense under the Banking Act which allows
them to operate both on the domestic and intemaltimarkets. Nine are subsidiaries of banks
established within the European Union and hencdudiseforeign owned. Because of the size
of the sector in Malta these banks operate predamiiy in the international markets. Taking
the whole banking sector, the ratio of ownershipude domestic ownership at 7.31 percent
and foreign ownership at 92.69 percent. Howeves,dwnership of the four major banks that
dominate the domestic market — one of which is bsigliary of an international European
banking institution - would be 57 percent domestimership and 43 percent foreign ownership.

Financial institutions, other than credit institutions, are also licensedier the Financial
Institutions Act 1994 (FIA). Such institutions canirtransact the business of banking and the
activities which they are allowed to undertakespecified in the Schedule to the (FIA), namely:

=

Lending (including personal credits, mortgagedits, factoring with or without

recourse, financing of commercial transactiontuitiag forfeiting);

Financial leasing;

Venture or risk capital;

Money transmission services;

Issuing and administering means of paymengt (@edit cards, travellers’ cheques and
bankers’ drafts);

Guarantees and commitments;

Trading for own account or for account of onsers in:

(a) money market instruments (cheques, bills,ifdetes of deposits, etc.);

(b) foreign exchange;

(c) financial futures and options;

(d) exchange and interest rate instruments;

(e) transferable instruments;

agrwN

No
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8. Underwriting share issues and the participatiosuch issues;
9. Money broking.

72. It should be noted that activities 9, 10 and 1Xhie definition of financial institutions in the
Glossary to the FATF 40 Recommendations, that $&ayo

a) individual and collective portfolio management

b) safekeeping and administration of cash or liqumlis&es on behalf of other persons
and

c) otherwise investing, administering or managing fed money on behalf of other
persons,

fall under securities business and are thus cougyele Investment Services Act 1994,

73.  Also, activity 12 in the FATF definition, :
- underwriting and placement of life insurance attter investment related insurance

falls under insurance business and is thereforeredvby the Insurance Business Act 1998.

74.  As of November 2005 there were in Malta 11 finahitigtitutions (other than those operating in
the securities and insurance sectors) having bldatance sheet value of Lm 10,207,025.

75.  All credit and other financial institutions licemsander the Banking Act and under the Financial
Institutions Act are subject persons under the érBon of Money Laundering Regulations
2003.

Securities

76. The following types of financial institutions op&ran or from Malta in terms of an Investment
Services Licence issued under Section 3 of thestnwent Services Act, 1994  (“ISA”) (Unless
otherwise indicated, the Maltese authorities hagfgorted that statistics are as at end June,
2005).

77. Category 1a and b Licence Holders (Total Nuribg

These institutions provide investment services Wwhicimarily include arranging deals on
behalf of clients in transferable securities, amel provision of investment advice. They may
not hold or control clients’ money or customerssets, and may not deal for their own account
or underwrite. Whereas Category 1b Licence Holdesg only service non-Private Customers
(non-retail customers), Category la Licence Holdeay service all types of customers. Most
of the institutions falling under this Category dypically small independent family owned
businesses employing fewer than 10 persons.

78. Category 2 Licence Holders (Total Number: 44)
These are institutions providing investment sewviagiich are authorised to hold or control
clients’ money or customers’ assets, but not td deaown account or underwrite. These
comprise the following:

(a) 12 companies providing stock broking serviteselation to securities listed and
traded on the Malta Stock Exchange, 7 of which gswvide individual portfolio
management services.

(b) 10 companies providing collective (fund) maemgnt services, 3 of which are
subsidiaries of local credit institutions. Togeth&mch companies had approximately
Euro 1,044,422,700 worth of funds under managemeat 31 May, 2005.
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(c) 22 companies providing investment servicesctviprimarily involve arranging
deals and dealing as agent in transferable sexsurith behalf of customers. These
include 5 credit institutions which besides beiicghsed under the Banking Act, 1994,
are also licensed to provide investment servicetefims of the Investment Services
Act, 1994.

With the exception of the banks (and few other ptioas®) the institutions under (a) and
(c) above are typically small independent familyned businesses employing an average
of less than 10 persons.

Category 3 Licence Holders (Total Number: 2)

Two major banks are currently licensed under thase@ory which permits them to provide a
range of investment services in relation to tramdfle securities (arranging deals, dealing as
agent, individual portfolio management, investmadtice etc) and permits them to hold and
control clients’ money or customers’ assets, andeefa for own account or underwrite.

Category 4 Licence Holders (Total Number: 2)

The two Licence Holders are banks licensed underGhategory of Investment Services Licence
which allows them to act as Custodian to collectiveestment schemes, providing a range of
custody services for such schemes.

Category 5 Licence Holders (Total Number: 25)
These comprise 21 individuals and 4 companies whiehonly licensed to sell Linked Long-
Term Contracts of Insurance (more commonly refeteeds unit-linked policies) issued by local
insurance undertakings authorised under the Insar&8usiness Act, 1998, with whom they are
‘tied’. This Category of Licence Holder is not aotlsed to hold or control clients’ money or
assets.

As at 30th June, 2005, there were also the follgwillective investment schemes (CISs) set up
under Maltese law and operating in/ from Maltagmts of a Licence issued under Section 4 of
the ISA:

Approx. Net Asset Value (31/5/05)
a) 52 CISs available for sale to retail investors: EURO 1,105,436,000
b) 20 CISs available for sale to professional stees only: EURO 39,041,099

Insurance

Institutions providing insurance services are regliito be authorised under the Insurance
Business Act or under the Insurance Brokers aner dthermediaries Act.

The Maltese authorities indicated that the profifethe local insurance market has been
gradually changing over the last few years. Forégoirance companies operating locally over
the years gradually decreased as the number of dimniesurance companies increased. This
trend continued during 2004 as a number of for@igarance principals transferred their Malta

business portfolio to newly established insuranmemanies. These portfolios concerned non-
life insurance business. As at the end of June 20@5 number of domestic insurance

undertakings authorised to carry on insurance lgsiim Malta stood at 8. 3 of these insurance

0 The exceptions relate primarily to two companiesciiorm part of a financial services group invalvie insurance,
investment services and property; two companiegshvhre subsidiaries of banks and one company whiehsubsidiary of
an insurance company.
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undertakings are authorised to carry on life insoeabusiness whilst there are two insurance
undertakings which are authorised to carry on tifehand non-life insurance business. As at
30th June 2005, the number of foreign insuranceetakings authorised to carry on insurance
business in Malta totalled 10. These foreign insceaundertakings are involved in non-life
insurance business. Lloyd’s also carries on busitasally, either through Maltese insurance
agents or directly with local insurance brokingrf&: Lloyd’s carries out in Malta non-life
insurance business. There are also a number oigfoiasurance undertakings which were
previously authorised to carry on life insuranceibass in Malta and which have voluntarily
ceased to conduct such business in Malta.

The gross premium receivable by insurance undergskin Malta during the year 2004
amounted to Lm 57.7 million. From this figure thaa@unt of Lm 55.3 million gross premium is
attributable to the domestic insurance companied, the remaining balance to life insurance
business, which is in run-off

As a result of Malta’s accession into the Europdaion, European insurance undertakings are
permitted, pursuant to the Third Life and Non-lifsurance Directives, to carry on business in
Malta under the freedom of services and/or estaiet. As at 30th June 2005 the number of
European insurance undertakings which have offérett services in Malta in relation to life
insurance business amounted to 22.

As at 30th June 2005 there is one insurance caatitfeorised under the Insurance Business Act
(Cap. 403). This captive carries non-life insurabasiness. By the end of July 2005 the number
of captives authorised under the said Act will gotai 3. All these captives are involved in non-
life insurance business.

The number of insurance intermediaries carryingimsurance mediation activities of life

insurance business as at 30th June 2005 stoodias@@ance broking firms and 237 insurance
sub-agents (199 individuals and 38 legal entitieBhe Insurance Brokers and Other
Intermediaries Act ( Cap.404) defines the activifyan insurance sub-agent as: “activities of
persons, who acting on behalf of authorised congzanamong other things carry out
introductory work, introduce contracts of insuranoe collect premiums provided that no
insurance commitments towards or on the part opttidic are given as part of these activities.”

Banks licensed by the MFSA are permitted to camytlee activities of insurance sub-agents
limited to the class of life insurance businessa®acan conduct these activities either through
their branches or by appointing their employeesawy out insurance sub-agency activities for
and on behalf of the bank. In the latter case thaswities may be carried out by these
employees outside the bank branches. Currenthe taer 3 local banks which are involved in
these activities. Currently, insurance sub-agerativides are carried out from 101 branches
whilst 57 bank employees are permitted to carrytioese activities outside the banks’ branches.

Although there are 20 firms which are authorisedatb as insurance agents of local and/or
foreign insurance undertakings none of these finange been appointed to act as agents of life
insurance companies. There are however a numbgrimse agencies which are involved in the
servicing of the business of life insurance comgsmwhich had ceased to carry on insurance
business in Malta. Following the coming into formethe EU Insurance Mediation Directive

2002/92/EC on the 15th January 2005 the MFSA heaivied a number of notifications from

EU insurance supervisory authorities informingfiinsurance intermediaries intending to carry

11 T . . . . .

The term ‘which is in run off' in insurance langeagfers to those insurance companies which haagedeto carry on life
insurance business and which are required to agntservicing life insurance contracts until theiggomatures or the sum
insured is paid out. These companies are not atlde write new business.
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on insurance mediation activities. The MFSA, as3@th June 2005, received 525 such

notifications.

91. Maltese insurance legislation envisages anothex tfpinsurance intermediary — an insurance
management company. Such companies are generglginéged by insurance undertakings, in
particular captives, to manage the undertakingSriass or part of its business. As at the end of
30th June 2005 the number of such insurance comgatood at 6.

DNFBP

92. The major DNFBP are as follows:

At the time of the on-site visit there were 3 casirauthorised to operate in Malta.
The companies are authorised by the Lotteries aamdi® Authority which is also
responsible for prudential regulation and supeovisif them. Casinos are governed
by the Gaming Act, Cap 400 and the consequent Gartt Regulation, 1998,
which impose the obligations under the PreventioManey Laundering Regulation,
2003 on casino licencEs

It is estimated that there are in the region of d&sl estate agents operating in Malta
either in legal form or as individuals. Real estatgents do not require a specific
authorisation to operate except the normal tradicence to undertake a business
activity. A Real Estate agent functions mainly loinging together buyers and sellers
and therefore acts as “middle-man” in facilitatithge sale/purchase of immovable
property. The transfer of the title to the immowalgroperty and the financial
settlement of real estate deals are carried ouhégns of a public deed enrolled in
the acts of a public notary.

Traders in precious metals and precious stonepatlicts: Most dealers consist of
retail outlets in high-street areas. There are atmularge dealers that operate also in
the importation/wholesale business and the manufiact of precious metals/stones.
All such dealers operate in terms of a tradingniieewithout need of any specific
authorisation or registration.

At the time of the on-site visit there were 716 yavs and 30 solicitors in Malta.
Most of them provide their services as sole pracigrs. There are around 10 law
firms. Advocates are authorised to practise thefgssion by virtue of the
Government Warrant issued after fulfilling certabnditions. Around 650 advocates
belong to the Chambers of Advocates. The Commiskiorthe Administration of
Justice set up by law oversees the legal professidnhas the power to recommend
the suspension and/or revoke a warrant.

Notaries provide notary services including the mattion of public deeds. They are
appointed for life by the President of the Republiceir professional organisation is
the College of Notaries. This body does not has#iet regulatory role but is mainly
concerned with the general interest, well-being proper conduct of the profession
and with ethical/disciplinary matters. Notaries agported to be 175.

There are 1,600 certified public accountants anditexs. The activities of
accountants are also typical of the profession dvade and include also company
services and other consultancy services. Auditars as independent external
auditors in relation to annual accounts of comparaad other entities. All the
leading international accountancy firms are predanMalta. The Accountancy

2 Under the revisions of the PMLR as published armlight into force in February 2006, the AML/CFT gfalfions for
casinos have been integrated into the main regukti
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Board oversees the accountancy/audit professiorhasdhe power to recommend
the suspension and/or revoke a warrant.

Trustees and other persons providing fiduciaryisesvare authorised and supervised
by the MFSA in terms of the Trusts and Trustees @&¢inex 6). This legislation
came into force at the beginning of 2005 and pid éffect an extensive review of
Maltese trust law and provided for the phasingajuhe licensed nominee regime.

In terms of the Trusts and Trustees Act, all thfecefs of corporate trustees must be
qualified and experienced in financial, fiduciaagcounting or legal profession. All
directors, shareholders and other senior manageismorate trustees must be
approved by the Authority as being fit and properspns, after going through a due
diligence process. Since 1 January 2005, 16 corepamere authorised to act as
trustee and provide other fiduciary services imtiof the Trusts and Trustees Act.
These companies are normally related to or assaciaith professional legal or
accounting firms. At the time on the on-site viditere were still 45 licensed
nominees under the old legislation and who were abloperate until the end of
2006, when they would be obliged to surrender the@nse and apply to becoming
licensed under the Trust and Trustees Act. Theyewnet able to take on any new
business as from 1/7/05. The MFSA advised thabiifiganies which had operated in
this field did not apply for a new license, theyuMbbe checked to ensure that they
were not undertaking nominee business.

So-called private trustees are not subject toitems$ing powers of the MFSA. They
are covered by A.43A of the Trusts and Trustees igbarticular paragraphs 2 and
3, which cover their definition and the type ofidties they can undertake (see
Annex 6). They are usually relatives of the settibpersons who have known the
settlor for at least 10 years, who are not remuadrand do not hold themselves out
to the public as offering trust services. A privatestee is subject to a degree of
oversight and may be requested to provide infoignato the MFSA in terms of
AA47T.
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1.4 Overview of commercial laws and mechanisms governjnlegal persons and
arrangements

93. The registration of legal persons and legal arrareges is regulated by the Companies Act
1995. In terms of this law three types of comméngéatnership may be set up in Malta:

- the limited liability company
- the partnershign nom collectjfand
- the partnershipn commandite.

94. Companies and other commercial partnerships alisteegd with the Registrar of companies.
The Registrar is a public official appointed by taister of Finance and operates within the
framework of the Malta Financial Services AuthoiBFSA).

95. The registry of companies is a public registry afidlocuments are available to the public both
at the registry premises and also on-line at thistry web-site.

96. Since 1965, 37,050 companies have been registerbthita. 23-24 thousand companies were
active either in Malta or from Malta at the timetbé& on-site visit. At least 8000 companies had
been struck off after initial registration. In 20479 new registrations had taken place, and in
2005, 1687 registrations had taken place.

97. Partnershipgn nom collectibre commercial partnerships where all the parthave unlimited
joint and several liability for the obligations thfe partnership. Such a partnership is established
by means of a deed of partnership which is signedlbthe partners and registered with the
Registrar of Companies.

1051 partnershipsn nom collectihave been registered since 1965.

98. Partnershipsen commandite or limited partnerships, are commercial partnpsshwhose
obligations are guaranteed by the unlimited, jeintl several liability of one or more general
partners, and by the limited liability of one or mdimited partners. Such a partnership is also
established by means of a deed of partnership giggpeall the partners and registered with the
Registrar of companies.

68 partnershipen commanditbave been registered since 1965.

99. The partnership deed - as mentioned above - inslitfermation on the name and registered
office of the partnership, the objects of the pership, the names, addresses and official
identification document numbers of the partners aidthe managing partner and the
contribution paid by each partner.

100. Limited liability companies are the prevailing legal form in the riitial market. They are
formed by means of capital divided into shares,ciwrare held by the share holders, whose
liability is limited to any unpaid amount on theasks held by them. The administration of such
a company is vested in the board of directors, Wwhiormally exercises also the legal
representation. A company is constituted by medrs emorandum of Association entered
into and signed by the shareholders. The Memorandiussociation is registered with the
Registrar of companies and a company obtains lggralonality by virtue of its acceptance and
registration.

101. Limited liability companies may be either privatengpanies (which cannot have more than 50
shareholders, and cannot be listed on a stock agehar public companies (only 70 public
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companies have been registered). The limited ligl@bmpany in the form of a SICAV is set up
exclusively for the purpose of a collective investrinscheme.

The Memorandum of Associatiomust state whether a company is private or pulthie,
company name and registered address in Malta,lijeets of the company, the amount of share
capital, the number of shares and the amount paid tespect of each share, the name, address
and official identification document number of ahareholders, directors and company
secretary. Documentary evidence of the paid upalagnd the copy of an official identification
document (identity card or passport) of all shaledis, directors and company secretary must
be submitted to the Registrar of companies.

310 branches of foreign companigsre registered in Malta up to September 30th 20@®n
registration branches have to submit, amongst atbemments, a copy of the foreign company’s
statute or charter, names and personal detailseopérsons vested with the administration and
legal representation of the company, the addregbeotbranch in Malta, the activities of the
branch and the names and personal details of #melbirepresentatives in Malta.

Since the beginning of 2005 16 companies were aisghto act as trustee and provide other
fiduciary serviceon the basis of the newly introduced Trusts angstBes Act. Trusts are not
considered to be legal persons. Trustees hold dnmdnéster the trust property and act in the
interest of the beneficiaries. The settlor passethe control of assets to the trustee by means of
the trust deed. Trust Deeds do not have to betezgis The MFSA regulates and supervises
(off-site and on-site supervision) trustees in sait accordance with the provisions of the Act.

Civil partnerships, associations, foundations, glabhd other non-profit organisations of various
natures, mainly involved with sports, recreatioreucational, religious, social purposes and
other non-governmental organisations may also beigseThese are not registered with any
authority.

There are also state owned and controlled legélesngset up by act of parliament to carry out a
commercial activity or to promote economic activig.g. Water Services Corporation, State
Supplier of Electricity, Petroleum and Gas, Maligp@&rt Trade Corporation, etc.)

Non-profit organisations (NPOs) established in Malta are mainly organisetioperating on a
national level and are mostly involved in socialueational, missionary, religious, sporting,
educational, and philanthropic work. In most cadesy are administered by administration
committees involving well known personalities oil fander the umbrella of the Catholic
Church. Often their work is recognised by the Gowaent, which may also contribute to their
fund raising activities by direct donations or bgans of other types of assistance. NPOs keep
financial records and prepare financial statemienighich may also be made public.

34



1.5 Overview of strategy to prevent money laundering ad terrorist financing
a. AML/CFT Strategies and Priorities

108. The Government’s commitment to combat AML/CFT igderscored by the strengthening of
anti-money laundering measures through the enattmoérmamendments to both the PMLA and
the PMLR and the Criminal Code.

109. Amendments introduced to the PMLA resulted in tkiemsion of the list of predicate offences
to cover all criminal offences (L.N. 176 of 200H)g shifting of the burden of proof on to the
accused when it comes to proving the lawful origfithe proceeds when there is no reasonable
explanation by the accused in relation to offenseder the Act; creating corporate criminal
liability for money laundering offences and providifor the forfeiture of proceeds from legal
persons; extending the jurisdiction of Maltese t®waver money laundering offences and the
introduction of the controlled delivery techniquerélation to illicit proceeds (Act Il of 2002).

110. Moreover the introduction of a new sub-title in Beminal Code (through Act no.VI of 2005 —
Cap.3) criminalising specifically acts of terrorisffunding of terrorism and other related
offences, clearly manifests that the Maltese Gawemt is anxious to deter such crimes whilst
introducing stringent measures designed to circuninsech offences.

111. The Prevention of Money Laundering Joint Committeatinues to meet regularly to ensure co-
ordination and effective use of resources. The Citteenhas been instrumental in suggesting
the amendments to the Prevention of Money LaundgeRiegulations, the issue of directives by
the financial regulators for the disclosure ofalie beneficiaries and the amalgamation of the
Guidance Notes. The Joint Committee is a forumdimigy together representatives from those
agencies, departments, authorities, financial tuntgdns, banking and non-banking sectors, all
having a role to play in the fight against monaynidering. In this forum, which meets regularly,
views are exchanged on new measures both doméstealvell as internationally and methods
on how best to implement the said measures areesgtudoreover the forum serves a purpose of
not only keeping abreast with developments, pdiaew legislation, regulations and directives
in this arena, but also offers an efficient oppoitufor bringing forward the different views and
didactic experience of the members in a bid to fdate comprehensive and all-inclusive
guidelines and measures which will ultimately sessethe very tools to curb and detect money
laundering activities.

112. Moreover the increase in money laundering prosecstmirrors the potential of the legislation
Malta has put in place, which is aimed to equigdrgirosecutions in their ongoing fight against
laundering.

113. The Dratft legislation amending the National Inté&nabling Powers) Act, Chapter 365, which
is presently under consideration, is still outstagdThe other Government initiatives have been
realised (namely the amendments to the CriminalkeGodl the Prevention of Money Laundering
Act) as has been stated above. Nonetheless Governmereains adamant to introduce further
measures as necessary. On the preventive sidbefustnendments are contemplated in the
Prevention of Money Laundering Regulations, 200 whe scope of further harmonisation and
convergence of these Regulations to accepted atteral standards. The Government issued a
high level Crime Prevention Strategy for the perad2003 — 2006 in June 2003. The main
responsibility of prevention bodies at all levelsnsists of performing tasks in the field of
prevention set out on the basis of the Preventidrated)y, coordinating preparation,
implementation and evaluation of preventive adggitwithin their scope of authority, and
involving the relevant entities in this processtloa principle of partnership.

b. The institutional framework for combating mondgundering and terrorist financing
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114. The following are the main bodies and authoritieglved in combating money laundering or
financing of terrorism on the financial side:

The Malta Financial Services Authority (“the MESA”)

115. The MFSA is a public authority set up by speciat At Parliament in 1989 and subsequently
amended in 1994 and 2002.

116. The MFSA is the single regulator for all bankingcugrities and insurance business in Malta.
The MFSA regulates also trustees and houses thistRegf Companies. It has assumed the
regulatory and supervisory responsibilities preslpuishared between the MFSA, the Central
Bank of Malta and the Malta Stock Exchange. Makia b comprehensive legal framework and
adheres to international standards and codes. Wlditgal framework comprises essential
elements for AML and CFT

117. As the single financial services regulator in Mattee MFSA is responsible for ensuring that
persons providing any type of financial service diteand proper’, both as a pre-licensing
condition and post-licensing and also on an ongbiasis. The MFSA regards the maintenance
and implementation of adequate policies and prae=dior the deterrence and prevention of
money laundering as an important element of théimaing ‘fit and proper’ test applicable to all
its Licence Holders. The Prevention of Money LauimteGuidance Notes issued to the various
financial institutions licensed or otherwise autbed by the MFSA are used as a yardstick for
measuring the adequacy of systems implemented bgnté Holders to comply with the
Prevention of Money Laundering Regulations andotenter money laundering.

118. As part of its efforts to ensure Licence Holderes faitly aware and comply with their obligations
in terms of the Regulations, the MFSA in collabmmatwith the FIAU requires Licence Holders
to appoint a Money Laundering Reporting Officer (RIR) who is subject to MFSA’s approval.
Such individual is approved subject to the satisigcoutcome of a due diligence process and
subject to satisfying the MFSA that the personpgrapriately qualified to assume the role of
the MLRO.

119. The MFSA, as an agent of the FIAU, undertakes abmunof on-site AML/CFT checks on
Licence Holders during its compliance visits. Thesm at verifying compliance with the
identification, record-keeping and reporting requmients of the Prevention of Money
Laundering Regulations and they report their figdino the FIAU. They can also include any
requirements for remedial action to be taken byehoe Holders in their post-visit follow-up
letters to Licence Holders.

120. The MFSA, as a supervisory authority, is requiredeport any suspicion of money laundering
or financing of terrorism to the FIAU in terms dafgulation 11 of the Prevention of Money
laundering Regulations 2003.

Malta Stock Exchange

121. The Malta Stock Exchange is set up as a publicaratpn by virtue of section 24(1) of the
Financial Markets Act (Cap. 345 of the Laws of Maland is deemed to be a body in respect of
which the competent supervisory authority (the Bl&inancial Services Authority) has issued a
recognition order for it to provide the servicesanf investment exchange in terms of the said
Act. Regulation 2 of the Prevention of Money Laurilg Regulations 2003 (Legal Notice
Number 199 of 2003, hereinafter referred to as‘Regulations’) includes the Malta Stock
Exchange as one of the “relevant financial busihas8vities that is bound to combat money
laundering and terrorist financing.
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As a subject person conducting relevant finanaiairess, the Regulations require the Exchange
to adopt identification procedures to positiveleritify its customers and maintain record-

keeping procedures of identification and transastiaetails, internal reporting procedures

enabling a reporting officer to report suspiciotensactions to the Financial Intelligence and

Analysis Unit and to educate and train its persbonghe detection and handling of suspicious

transactions.

The Exchange contributes and fully cooperates ittaéafight against money laundering and
terrorist financing and from time to time condudstailed in-house presentations to its
employees on the threats posed by money laundandgerrorist financing and detection and
reporting of suspicious transactions. It has pigied in international conferences where it
shared its experience in combating economic cringyey laundering and terrorist financing.

The principal business of the Exchange consisfgraniding efficient and reliable facilities for
the purchase and sale of listed securities as ageflecurities clearance, settlement, registration
and administration services through its Centraluiges Depository (‘CSD’). Upon admission
to listing and trading on the Exchange, the CSDumieg a complete register of identified
holders of the listed securities. This informatisrinputted into the CSD’s information system
that incorporates a large database and allows readgss to registered securities holdings
through a book-entry facility. Within the CSD, omsters holding securities registered for the
first time are assigned an MSE Account Number @ioFNumber) allowing for easy access for
any eventual transfer when needed.

Clients’ identification information is provided bgference from licensed stockbroker Exchange
members and other regulated investment servicewidems that would have obtained
satisfactory evidence of identity of such cliersich information is inputted and transformed
into clients’ profiles and available holdings’ daése or ‘data warehouse’. In fact this data is
then utilised whenever the customer seeks to reggotr deal in his investments through his
appointed stockbroker who deals on his behalf duttie open session hours of the Exchange’s
trading system. In practice, the Exchange’s custofumishes his appointed broker signed
instructions to offer (sell) or to bid (purchasetdd securities on the trading system together
with his MSE Account Number. Any transacted matcbesthe Malta Automated Trading
System (‘MATS’) are recorded as struck deals on MAThe transactions are also included in a
trading report providing a critical feedback at #red of the trading session for due diligence
purposes undertaken by the market surveillance.team

Securities delivery in Exchange-traded securitfeecgvely takes place against payment through
an appropriate link with the Central Bank of Ma(t@BM’) that oversees the settlement of the
payment leg. Securities sold are delivered thougtditing the buying customer’s CSD
securities MSE account against a corresponding paynand crediting of the relevant
consideration in favour of the selling stockbrokeséttlement agent CBM account. Amendments
of data kept on the CSD database prompts the issuaina relevant registration advice that is
dispatched to the customer for his satisfaction gy of confirmation of the executed
transaction.

The Exchange’s CSD thus operates a reliable ammireiéd securities settlement registration
database that is instrumental in assisting lawreefoent agencies and the Financial Intelligence
and Analysis Unit in their requests for informatioacessary for the investigation of possible
money laundering and terrorist financing activitids provides a self-auditing insight and

indispensable tracking mechanism for the deteaifcany single or series of possible suspicious
transactions spanning over the dealings executddregistered by all the Exchange trading
members. The Exchange also puts into effect priegaury court attachment orders having the
effect of attaching any securities holdings thatyniie registered in the names of persons
accused of money laundering offences. In this sy requiring the Exchange to recognise,
detect and report any suspicious transactionsRégilations have also laid higher compliance
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standards than the ones applying under the reisedpean Community Prevention of Money
Laundering and Terrorist Financing (i.e. the THE@ Directive) that merely requires market
supervisory authorities rather than the market ipleré themselves to report suspicious
transactions which may come to their knowledge wbamying out their market supervision
functions. In fact, the Exchange’s implementatidthe anti-money laundering and anti-terrorist
financing measures are in addition to the superyisole of the Malta Financial Services
Authority in conducting its ongoing regulation &® tmarkets’ competent authority. Moreover,
in carrying out their due diligence functions, tB&change’'s CSD personnel and market
surveillance team officers are equipped with infation systems that assist them in detecting
possible higher-risk suspicious transactions wheselzh transactions are referred for enhanced
due diligence consideration.

The Central Bank of Malta

The Central Bank of Malta (“CBM” or “Bank”) is amdependent autonomous body, established
by the Central Bank of Malta Act (Cap 204), anddsponsible to Parliament. The CBM is
primarily responsible for price stability but thectAfurther places upon the Bank the
responsibility of ensuring the stability of thedircial system. The Bank acts as banker to the
Government and its agencies and to the bankingmsystonsequently, the CBM attaches great
importance to the fight against money launderingamdy in the interest of the Bank but also in
safeguarding the stability, credibility and repigatof the financial system in general.

The customers of the CBM are the Malta Governmgatiernment departments and other
government agencies, the local credit institutiand the Bank’s own staff. Therefore, except for
staff accounts, the CBM is not allowed to keep othablic household or corporate accounts.
Hence the CBM does not carry out commercial tranwag, except for those related to
numismatic coins and sale of government securffgsnary market), thus minimising its
exposure to the laundering of funds. This notwéhding the CBM is recognised as a
supervisory authority in terms of regulation 2(If) tbe Prevention of Money Laundering
Regulations, 2003. Certain obligations are theeefonposed on the CBM particularly the
reporting of suspicious transactions. In order getithese obligations the CBM has appointed a
senior officer to assume the responsibilities of tMoney Laundering Reporting Officer
(“MLRO”) as required by the Prevention of Money lnalering Regulations, 2003. Furthermore
the CBM has drawn up the “Prevention of Money Larty — An Internal Handbook for
Management and Staff” (“Handbook”) which establsliee necessary internal procedures and
controls for its staff.

The Handbook includes procedures to ensure that:

. the identity of all persons conducting busineshe Bank is properly verified and
sufficient information gathered and recorded tonperthe Bank toknow its
customer,

. potential new relationships that do not appear d@oldgitimate are declined and
reported accordingly;

. transactions by non-account holders that do noeaplegitimate are declined and
reported accordingly;

. established relationships are regularly monitoredeispect of large or abnormal
transactions;

. records are retained to provide an audit trail atelquate evidence to the Financial
Intelligence Analysis Unit (“FIAU”) and the law emfcement agencies in their
respective analysis and investigations of sucls#eitions;

. all suspicions of transactions that could be rdl&demoney laundering are promptly
reported to the FIAU. The Bank provides full co-gien to the FIAU and the
enforcement authorities to the extent requiredtaguse/regulations.
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The Bank deems it appropriate to ensure that ifxials are aware of their particular
responsibilities in order to fulfil its obligation8s such:

Members of management are responsible for:

. the day-to-day compliance with prevention of mofeyndering obligations within
those parts of the Bank for which they are respmeasi

. providing the MLRO appointed by the Bank with &étinformation and advice on
suspicious reports made.

The Money Laundering Reporting Officer is respblesior:

. developing and maintaining policy in line with ewiolg statutory and regulatory
obligations based upon the experience/advice ofRiAdJ) and the enforcement
agencies;

. ensuring that all relevant areas of the Bank ammpdging with this policy by
monitoring operations and development to this emdl lay providing the necessary
training and education;

. receiving suspicious transaction reports and uelerg the internal review of all
such reports in order to determine whether or nmhssuspicious reports are
sustained and hence require disclosure to the FIAU;

. all contact between the Bank and the Authoritieeespect of routine reports made
to the FIAU;

. organising initial training to new recruits and piding ongoing training to specific
staff.

All employees are responsible for:

. remaining vigilant to the possibility of using thgank’'s services for money
laundering (A list of potentially vulnerable areag department/office is given in
Appendix IV of the Handbook);

. reporting to the MLRO all suspicions of money laendg;

. complying with the full with all money launderingqeedures in respect of customer
identification, monitoring of transactions and net&eeping.

The Internal Auditor is responsible for:

. auditing compliance with money laundering statutamg regulatory obligations and
the implementation of the Bank’s prevention of mpteundering policy as part of
the internal audit function.

The CBM also attaches great importance to the tipasof the FIAU. The current four
members of the FIAU Board are appointed by the #ériresponsible for finance in terms of
article 19 of the Prevention of Money Launderingt ACap 373). One of these members is
selected by the Minister from a panel of at lehstd senior CBM officials nominated by the
CBM Governor. Like the other members of the Bo#inds member discharges his duties in his
own judgement and is not in any way subject tadihection or control of the Bank.

The CBM’s MLRO is a member of the Prevention of Mgraundering Joint Committee which
includes all sectors of subject persons as definethe Prevention of Money Laundering
Regulations, 2003. The Committee meets regulaieuthe chairmanship of the Director of the
FIAU.

In ensuring that its staff is kept aware of the IBarobligations in terms of the Prevention of
Money Laundering Regulations and of developmentshi national and international anti-
money laundering strategies, the MLRO, as alreadlicated, organises periodic internal
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training sessions for the Bank’s staff. Since 2082 MLRO has organised and delivered six
training sessions to various categories of stadfraaw recruits.

Ministry of Finance

The Minister responsible for finance has the autyounder Article 12 of the Prevention of
Money Laundering Act, to make rules and regulatimnghe better application of the provisions
of the Act. This includes provisions for subjectgmns to provide for procedures and systems
for training, identification, record-keeping, inb@t reporting and reporting to supervisory
authorities for the prevention of both money laudgacts and funding of terrorism. Rules and
regulations established through such an authoriy impose punishments and penalties in
respect of any contravention or non-compliance, amay be in the form of a fine or
imprisonment.

Ministry of Justice & Home Affairs

The functions relevant to AML/CFT for this Ministrgre performed through the Attorney
General's office and the Malta Police-please ratmordingly.

Ministry of Foreign Affairs

In 1994, the Government of Malta in exercise of gmvers conferred by Article 3 of the

National Interest (Enabling Powers) Act establistiezl Sanctions Monitoring Board. The terms
of reference of the Sanctions Monitoring Boardtarenonitor the operation and implementation
of all regulations and administrative measures mandéder the National Interest (Enabling
Powers) Act 1993, in accordance with resolutiornd agulations issued by the United Nations
Security Council or by the Prime Minister of Malt&.report on the activities of the Board is

submitted to the Prime Minister on an annual basis.

The Board presently consists of the Director resjia for Multilateral Affairs at the Ministry
of Foreign Affairs, as Chairman, and seven memlbmiseig the Attorney General (or his
representative) and officials from the Ministry Eihance, Trade Services Directorate, Central
Bank of Malta, European Union Directorate, Custobepartment and the Malta Financial
Services Authority.

The Ministry of Foreign Affairs in co-ordination thi the Office of the Attorney General takes
action to issue the relevant Legal Notices or Gowvemt Notices relating to the implementation
of UNSC resolutions and these are published inGbeernment Gazette and circulated to all
Ministries, Departments and parastatal Organisatiynthe Office of the Prime Minister.

In accordance with a standing arrangement withMudtilateral Affairs Directorate and the
European Union Directorate at the Ministry of FgreiAffairs, all United Nations Security
Council sanctions and restrictive measures of theofiean Union imposing the freezing of
funds are sent to the Malta Financial Services duithto be placed on the “Implementation of
Sanctions” section of the MFSA website. Financedvices holders are informed periodically
that they are to keep themselves updated as tnteeadments to the lists which may be updated
from time to time.

The Police authorities are also provided by the tNéikral Affairs Directorate, Ministry of
Foreign Affairs with Government Notices having tlygdated consolidated lists of individuals,
groups and entities whose financial assets or enancesources are subject to assets freezing
under the relevant UNSC resolutions.

Malta is State Party to all the relevant interradlo Conventions and Protocols to combat
terrorism. The Multilateral Affairs Directorate thte Ministry of Foreign Affairs, in liaison with
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the Office of the Attorney General continues to kviar ensure that all the measures stipulated in
UN Security Council resolution 1373 (2001) are iempented under Maltese law. The
Multilateral Affairs Directorate, in close consultm with a number of Ministries and other
Government entities, has to date compiled and dtdunfour extensive reports to the UN
Security Council Counter-Terrorism Committee esshigld pursuant to UNSC resolution 1373
(2001) in compliance with Malta’s obligations undke said resolution. At the time of the on-
site visit the latest report which concerned th&treet of priorities aimed at furthering the
implementation of resolution 1373 (2001) by MaltasmMorwarded to the CTC Secretariat in
April 2005.

Ministry Responsible for the Law Relating to Le§alrsons and Arrangements

143. This responsibility lies with the Register of Comps at the MFSA as appointed by the
Minister of Finance under the Companies Act, 1995.

Joint Prevention of Money Laundering Committee

144, One of the consultation tools of the FIAU is Thes\®mtion of Money Laundering Joint
Committee, which was initially established by then@al Bank of Malta in 1994 to ensure the
smooth implementation of the Prevention of Moneyundering Regulations. Since the
establishment of the FIAU the Committee was resimed and reconstituted.

145. The Committee, which now includes representativésalb sectors of subject persons,
supervisory authorities, the Attorney General'si€ffand the Malta Police, is an ad hoc
Committee which meets regularly under the chairriginsf the Director of the FIAU.

146. The primary objective of the Committee is to previa forum for discussion and exchange of
views relating to prevention of money launderingl &he funding of terrorism with a view to
develop common anti-money laundering standards p@wattices in compliance with the
Prevention of Money Laundering Regulations and/oy @&ther directives, including any
amendments thereto, as may be issued from tinméo t

147. The Committee is not a policy making or a decidimking body but discusses matters of
interest in the development of the anti-money lauimd) regime and makes relevant
recommendations to the FIAU who acts accordinglthegi on its own initiative if the
recommendation is within its powers or by refertal the relevant authorities as may be
appropriate. The matters discussed and recommendatf this Committee are taken into
consideration by the relevant authorities and aggons which are members of the Committee,
in issuing, approving or adopting any guidance oocedures for the implementation of
prevention of money laundering regulations.

The Financial Intelligence Analysis Unit

148. The Financial Intelligence Analysis Unit (FIAU) &government agency having a distinct legal
personality. It is responsible for the collection]lation, processing, analysis and dissemination
of information with a view to combating money laenidg and terrorist financing. It is the
authority to whom reports of transactions suspetteitivolve money laundering are disclosed
by subject persons under the Prevention of Moneytaring Regulation, 2063

13 Since the February 2006 amendments to the PMLREIAE is now responsible also to receive and preatisclosures
suspected to involve financing of terrorism.
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The FIAU was established by Act XXXI of 2001 whieimended the Prevention of Money
Laundering Act (PMLA), Chapter 373 of the Laws o&lk4. All provisions of the amending Act
were brought into force in October 2002, when thidFbecame fully operational.

The main three core activities of the FIAU are: &ee and Analyse financial information
suspected of involving money laundering (and téstdinancing) and Report thereon; Exchange
Information with local and foreign authorities anther FIUs either under an MoU or under
conditions which the FIAU determines; and, Moni@wmpliance by subject persons either on
its own or through the assistance, co-ordinatioml @o-operation of other supervisory
authorities. The Unit is tasked with, among othdiessing with the Minister responsible for
finance and the Commissioner of Police, advise as¥ist persons to put in place and develop
effective measures for the prevention of money dauimg and terrorism financing, and
exchange information with foreign bodies whose fioms are equivalent. The Commissioner of
Police details a police officer to act as liaisdficer to the Unit.

Malta Police

One of the specialised sections within the MaltdcBd~orce is the Economic Crimes’ Squad.
This Squad is responsible for the investigatioalbfinancial related crimes.

The Money Laundering Unit forms part of the Econoi@rimes Squad which has been set up
since December, 2001 and was made up of one igedist) team consisting of one Inspector
and two constables. Since May, 2004 the money krimgl unit was increased to two
investigating teams, also with one Inspector andl Gonstables in each team. The function of
the Police Money Laundering Unit is to investigegports sent by the FIAU. The Police Money
Laundering Unit also investigates reports origimgtirom other sources that may concern
money laundering. The Unit also acts as a supmodther Police units on possible money
laundering matters. Assistance is also given bylthié to requests for assistance from foreign
law enforcement agencies and assists the judia@ay the Attorney General in executing
Rogatory Letters of Request concerning money laumngleéssues. Assistance is also given
through Interpol and Europol. There is no asseirigpagency and as such this research is done
by the Police Money Laundering Unit and the offickethe Attorney General. Documents
collected during the execution of the investigatioders are used to trace assets.

The police investigating officers also prosecutedhses they investigate

The Office of the Attorney General

The establishment within the Attorney General’si€ffof a Unit to deal with money laundering
and with international co-operation in criminal teas was intended to create a point of
reference which allows more specialisation, datanmding and data generation and contributes
to the handling of requests for assistance anthferim measures, prosecutions and confiscation
measures under the anti-money laundering legislaiio place being dealt with more
expeditiously.

The Attorney General’'s Office, which recently haeb designated as a Government Agency,
has designated two lawyers to deal with money lating cases. This ensures not merely
specialisation in this field, but also seeks taiata centralised unit, to which all related matter
are addressed, thus resulting in more efficienégceSthe first and second evaluations, the
functions of the Attorney General in relation to meg laundering investigations and
prosecutions have not changed.

The official of the Attorney General is empowergddw to apply to the courts for the issue of a
number of crucial judicial orders specifically dgsed to facilitate money laundering
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investigations these being investigation and attemit order, which eventually could be
followed by freezing and confiscation orders.

The Attorney General, in his capacity as the doimesntral judicial authority for the purpose
of mutual assistance in criminal matters, may retjlegal assistance from other foreign judicial
authorities. In such cases letters of request exerdup by the office of the Attorney General
and transmitted to foreign counter-parts. Suchsteste may vary from a request for interim
measures, coercive measures, taking of testimoahegng evidence and the production of
documents, among others. In cases where the reigugsaty-based, direct transmission takes
place where this is allowed by the treaty. Othesvite request must be channelled through the
Ministry of Foreign Affairs. Malta is a party to éh1959 European Convention on Mutual
Assistance in Criminal Matters, to the 1990 Conienbf Laundering, Search, Seizure and
Confiscation of the Proceeds of Crime and to theitddn Nations Convention against
Transnational Organised Crime and its Protocolstedeer the Attorney General's Office has
also been designated as the central authorityuigrgses of the European Arrest Warrant.

Customs Department

The Customs Class Uniformed Unit and Enforcemernt (GEU) are the two main units which
effect currency checks at the airport, seaportthagacht marinas.

The CEU Officers have executive powers which empothem to effect currency checks
including body searches.

The executive powers vested in a CEU Officer anitdid to certain areas; however such offices
do not have general executive/investigative powansl only assist the police in their
investigations when requested.

Whenever Customs detect a criminal offence, Custisnabliged to hand the case over to the
police who continue with the investigations andsgiution.

The Malta Customs strategy on money launderinglt@gocross-border and intra- community
checks and controls on the movement of currenagluy@ing cash and monetary instruments)
and to improve methods to meet present needs.

In February 2004 the Customs Intelligence Secti@iis) was set up. The main objectives of this
section are gathering and evaluating informatiohisTis turned into intelligence which is
disseminated so as to fight evasion of duties/VIEjt trafficking of drugs and contraband in
general, safeguarding public health/morality aslaelinternal security. This is done through
targeting and issue of alerts.

The CIS is creating a data base in order to develogntralised source of information.

The CIS works very closely with the CEU who effeefarches on passengers and assist in the
examination of imports for drugs, IPR and contraband carry on outside investigations for
CIS and the Department in general. The CEU alsorpurates the anti-drug squad and the IPR
unit. The CEU plans to contribute to the developimanthe Customs’ role in the strategy on
money laundering.

CIS also works very closely with other Customs d&pent branches and units such as the
Compliance Verification Unit and the Post Clearandeit. It is in mind to create more
awareness about the problem of money launderitigeise latter sections.

In 2005 the CIS was given the task to start momigppassengers and traders with regard to
movement of currency. CIS is in the process of targarisk profiles to investigate and target
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passengers and traders who are not declaring ¢otranunity and cross border movement of

currency. This will include movements at both tirp@t and seaport.

This can be done primarily from passenger listd #ra available in advance and from the

scrutiny of manifests and declarations. This infation can be exchanged with the Central Bank
and other organisations combating money laundedraneck how traders are moving currency

in order to pay for imports. This may reveal indidtand deflated invoices to evade taxes and
money laundering activities and financing of teiswo.

Customs is keeping records of all declared impexisdrts of currency. This information was
forwarded to the Police and the National Drug ligehce Unit (NDIU) currently the MSS.

As from the 1st of January, 2005 information onlaezl movement of currency is being
recorded and forwarded to the Central Bank on fpdorms. Three copies are compiled; one
for the declarant, one for the Central Bank andhied tcopy is kept by Customs for records
purposes.

Customs have been keeping records of movementsridncy primarily at the airport as this is
the main gateway to leave and enter the island.

No records are available of movements of past noyréleclarations at the seaport.

Problems to tackle cross-border movements of coyreand intra-community movements
include the lack of advance information on the nmests of passengers due to data protection
problems and the Schengen agreement about thenéreement within the EU.

The Customs anti-drug unit has been keeping recofdpersonal searches which include
luggage searches since the year 2000. These seavehe affected mainly on selected incoming
passengers and not triggered by suspicious curnerasiements. However all customs officers
effecting these searches are well aware of curremmyements restrictions in force during these
last years.

Below is a breakdown of the searches affected byEmMiforcement unit from the year 2000 to
the time of the on-site visit.

Year

Jan

Feb

Mar

Apr

May

Jun

Jul

Au

9

Se

P

©)

ct

N

ov c D

2000

56

89

91

45

151

119

54

25

63

51

102

56

2001

77

69

55

80

38

37

42

30

199

35

32

52

2002

59

62

63

99

16

28

33

23

79

31

94

13

2003

27

28

44

13

21

23

25

26

191

33

45

2004

41

41

21

36

16

54

13

27

32

31

39

21

2005

29

96

46

46

39

27
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Uniformed Officers at the airport also effect peralosearches and have kept proper records
which are listed hereunder as from the year 20@badime of the on-site visit.
Year | Jan | Feb | Mar| Apr | May| Jun| Jul | Aug| Sep| Oct| No be
2000 2 1 4 2 1 0 2 1 2 1 0 0
2001 0 2 2 3 0 2 2 0 1 3 0 2
2002 3 4 5 0 2 0 0 0 3 0 1 0
2003 1 0 2 0 5 1 0 0 1 4 1 1
2004 0 0 0 0 0 0 1 0 0 0 0 0
2005 0 0 0 0 2 6 0
As in the case of personal searches conducted fyrd&@ment personnel the searches effected
by uniformed personnel were not triggered by susp& currency movement but again if any
currency was found in excess of regulations, ttiald’have been withheld.
Before April 2002 Uniformed Customs personnel attlinternational Airport had been issuing
official receipts forms from receipt books providbyg the Department to passengers making
currency declarations on arrival or at departureopy was kept for customs records and a copy
was given to the passenger. From 15th April 200Zfddmed Customs personnel at Malta
International Airport have been keeping a data hafsell in coming and outgoing currency
declaration besides issuing and compiling receigigh included the date, flight No., name,
surname, local address where passenger in traasistaying, nationality, Passport No. or I.D.
card No. and the amount and denomination of cuyrén@ing declared. This information was
being passed on to the Police and the NDIU todayvBS.
As already mentioned from the 1st of January, 280%w procedure has been put in place.
Notices in various languages were fixed at thevalsi and departure sections advising
passengers on the obligation to declare to custamyscurrency in possession at that time
amounting to Lm 5,000 or more.
Below is a breakdown of currency declarations mhyepassengers to Customs uniformed
personnel at the Arrivals and Departure sectiomglAt
Year | Jan| Feb | Mar | Apr | May | Jun | Jul | Aug | Sep| Oct| Nov| Dec¢ Total Dep
2001 45 | 99| 96 82| 109 72| 83 586  Nil
2002| 93 | 59 | 77| 67| 69 63 75 84 62 82 44 48 823 Nil
2003 | 61 | 45| 61 | 63| 49 69 75 63 64 60 28 55 65{)3 Nil
2004 | 47 | 49| 51| 50| 37 37 51 35 40 24 31 40 44)2 Nil
2005| 20 | 32| 12 | 22| 22 16 124 3
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Malta Security Service

The Malta Security Service is regulated by the 8BciBervices Act. The function of the
Service is to protect

(a) the national security and, in particular, agaihstats from organised crime, espionage,
terrorism and sabotage, the activities of agent®ign powers and against actions
intended to overthrow or undermine parliamentanypoderacy by political, industrial or
violent means.

(b) To act in the interests of the economic well-beofgMalta and public safety, in
particular, the prevention of detection of seriotime.

The operations of the Security Service includectbigection of intelligence relating to terrorism,

drug trafficking, money laundering and organiseniner as well as the dissemination of this
information and analysis to other agencies sucth@d$’olice, Armed Forces, Customs, Airport
Security and others.

A Security Committee which is made up of the Prillimister, the Minister for Justice and
Home Affairs, the Minister responsible for foreigiifairs and the Leader of the Opposition
examines the expenditure, administration and pafidpe Security Service.

The Security Service has excellent relations whih Police, Customs, Armed Forces of Malta
and other local Government Bodies and a membeh@fService has been appointed as the
contact person with the Financial Intelligence Asmsa Unit.

The Service is fully engaged in international ce@pions on a bilateral and multilateral basis.
Members of the Service attend the Counter TerrorBroup, the EU Working Party on
Terrorism and the Council Security Committee megtion a regular basis.

Apart from the FIAU, which by legislation is givahe primary responsibility in combating
money laundering or financing of terrorism, theldaling are other bodies and authorities
involved in combating money laundering or financwfgterrorism in designated non-financial
business and professions (DNBFBP).

Casino Supervisory Body

The Lotteries and Gaming Authority (LGA), set up2@01, is a public single regulatory and
supervisory body that is responsible for the goaeoe of all forms of gaming in Malta. The
LGA licences casinos under the Gaming Act 1998 ahdother games mentioned in the
Lotteries and Other Games Act, 2001. Several reqments are made mandatory in both Acts.
The LGA has put in place detailed procedures thagtrbe adhered to by all licensees and all
applications for a licence must undergo a vigordus diligence test. Casinos are made subject
to Prevention of Money Laundering Regulations 2008ugh the Gaming Regulations 1498

Self requlatory organisations (SRO) for professieisach as lawyers and accountants

188.

With regards to professional bodies related topitugessions, the Chamber of Advocates is the
Maltese Bar Association while the Malta Instituté Accountants brings together the
accountancy and audit profession. There are alsdCibllege of Notaries and the College of

4 Under the revisions of the PMLR as published armlight into force in February 2006, the AML/CFT gfatiions for
casinos have been integrated into the main regukti
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Legal Procurators. These bodies have no regulatdeyas such but are mainly concerned with
the general interest, well-being and proper condhfcthe respective profession and with
ethical/disciplinary matters. They have a vestddrast in ensuring that their members comply
with AML and CFT obligations and for this purposey provide training and guidance to their
members. Professional bodies may take disciplirantjon against their members, including
withdrawal of membership. The FIAU however retajpsmary responsibility to supervise
AML/CFT compliance in terms of the PMLA.

Accountancy Board

The Accountancy Board is regulatory and supervisuthority for certified public accountants
and auditors. It is responsible to license (issaerant) and oversee the accountancy professions
It is appointed by Minister responsible for finanddie Board has not carried out any on site
inspections at the time of evaluation visit.

Registry for companies and other legal persons.

The role of the Registry of Companies is primatiigt of the authority with which companies
and other commercial partnerships are registerededeives and retains copies of official
identification documents in relation to all indivials involved as shareholders, directors and
company secretaries in companies. It thereforeahamdirect role in the prevention of money
laundering and terrorist financing. All companiesl ather commercial partnerships requesting
services from subject persons, such as the opesfifgank accounts, have to be identified
including the beneficial owners.

The approach concerning risk

As described in the FATF Recommendations, a countay decide not to apply certain
AML/CFT requirements, or to reduce or simplify theeasures being taken, on the basis that
there is low or little risk of money laundering famancing of terrorism. The Maltese legislation
does not provide for a risk-based approach. Tlsigeiss under consideration for the proposed
amendments to the Regulatiohs

Progress since the last mutual evaluation

The last on site visit took place in January 2002general Malta’'s crime situation has not
changed since the second round. Fraud and druickia§ are still considered as the main
sources of illegal proceeds. In recent years illeganigration and trafficking in human beings
have increased among profit-generating activities.

The results in terms of convictions and confiscaifor money laundering at the time of the on-
site visit remain disappointing. The lack of coridns for money laundering means that there is
currently a lack of jurisprudence to assist prot&suand investigators on issues of proof. There
need to be more cases successfully brought beferedurts so that jurisprudence on money
laundering is developed and open issues of proofcharified. A greater willingness by the
courts to draw inferences from objective facts eindumstances in establishing the elements of
a money laundering offence is encouraged. Condidarahould be given to specific legislative
provision on this point if this remains problemaiic money laundering cases. The Maltese
authorities have indicated that the change of tbaew laundering offence into an “all crimes”
one was a legislative measure aimed towards faidilg the making of inferences from the

15 A risk-based approach element has now been inclundéd February 2006 revisions.
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evidence. They have also indicated that they amdyréo consider other legislative measures
should this prove necessary.

On the criminal side, money laundering is stillnunalised by a number of laws: while the
PMLA criminalises money laundering offences in gahenow based on any criminal offence
(see below), two earlier ordinances (Dangerous ®rdgdinance, and Medical and Kindred
Professions Ordinance) criminalise drug-related egdaundering, with deterrent penalties.

Since the last evaluation there have been seva@movements to the legal basis for fighting
money laundering and now terrorist financing. TRaminers welcome the extension in 2005 of
the wider money laundering criminal provision untteg Prevention of Money Laundering Act
to any criminal offence, including the offence efrorist financing. The PML Regulations
remain to be harmonised to provide for reportingsaépicious transactions related to the
financing of terrorisrtf. The examiners look forward to the consequentyelifting of the
relevant Maltese reservations to the 1990 StragbQamvention. The Strasbourg Convention
(CETS 198) on laundering, search, seizure and satfon of the proceeds from crime and on
the financing of terrorism was signed in May 2005 is not yet ratified.

Negligent money laundering has still not been anatised. Some differences remain in the
physical and mental elements of the various moaeyndering offences. The language in the
offence under Prevention of Money Laundering Acttloese aspects most closely reflects the
international standards. Drug money laundering lmamprosecuted on the basis of suspicion as
well as knowledge, whereas the “all crimes” moreynidering offence requires knowledge that
the proceeds are derived from criminal activity.iM/the extension of the predicate base under
the Prevention of Money Laundering Act offence #dl ‘trimes” may make the knowledge
standard easier to prove under the general moneyddéaing offence, the introduction of the
suspicion standard also in this offence would a$isés prosecutorial effort. Such an amendment
could be particularly helpful, given that there atdl no plans to introduce the negligence
standard in any of the money laundering offences.

Since the second evaluation the Maltese authohiie introduced corporate liability generally,
which would also assist in money laundering ingggton and prosecution. Corporate liability
applies, however, only upon the conviction of aurat person to be seen responsible for the
legal entity, Overall therefore the legal base tospcute money laundering is now generally
quite sound but effective implementation is lackinghe examiners were nonetheless
encouraged to note that currently 10 cases areééfie@ courts — all as yet involving only
natural persons. These prosecutions include botim ‘faroceeds” and third party laundering. So
far as the examiners are aware only one case ésl lmasforeign predicates.

Mandatory confiscation orders can now be made iltiom to all offences carrying
imprisonment for more than one year. The examiparicularly welcome the extension of the
reverse onus provisions in the Dangerous Drugsnmandie to offences under the Prevention of
Money Laundering Act.

Since the second round, separate criminal offeatesrorist financing were introduced in June
2005. At the same time the Prevention of Money ldeuiimg Act was amended to extend its
scope to the financing of terrorism, although thevention of Money Laundering Regulations
have not so far been harmonised to formally profadeeporting suspicious transactions related
to financing of terroristi. The criminalisation of terrorist financing is dgy inspired by the

16 February 2006 revisions to Regulations providefif@ncing of terrorism.

1 Reporting of transaction suspected to be relatededinancing of terrorism is now provided for endhe February 2006
revisions for the PMLR.
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1999 UN Convention for the Suppression of the Fairam of Terrorism and these detailed
provisions appear comprehensive. They also prdadeonfiscating terrorist funds from natural
and legal persons upon conviction. At the timehef dn-site visit these provisions have not been
tested in any investigations or prosecutions.

The MFSA as the single financial regulator for dreshd financial institutions assists and acts
on behalf of the FIAU in ensuring that the finahcsgctor maintains adequate anti-money
laundering controls. Subject persons in the fingrgector are required to have in place systems
and controls that meet the Prevention of Money dauing Regulations (“the Regulations”) and
the supplementing Guidance Notes for credit andniomal institutions. Failure to maintain
systems and procedures by subject persons is matioffence, and the examiners were advised
that failure to report suspicious transactions Wwal included as an administrative offence in
forthcoming revised Regulatiofs The current (2003) Regulations provide high level
requirements for identification, record keepingparing of suspicious transactions, internal
controls and training. The current revisions of regulations wilinter alia incorporate the 3rd
EU Directive and extend the preventive regime tmtést financing.

The examiners also welcomed that customer dueeditig, record keeping and reporting
obligations in respect of suspected money laundddnthe DNFBP have been introduced since
the last evaluation.

The examiners noted with satisfaction that recefislative amendments in the area of
nominees and trusts have resulted in robust régnlatf the sector by the MFSA. The new
legislation has increased significantly accessnformation on beneficial owners. This is a
material improvement in Malta’s anti-money laundgrframework and is very much welcomed
by the examiners.

The evaluators also very much welcome the estabésih of the Financial Intelligence Analysis
Unit (FIAU) since the last evaluation. The FIAU @ administrative FIU. The Unit has a
director, two financial analysts and a supportoeffi It has rapidly gained the confidence of the
financial sector.

As far as the reporting of STRs is concerned, tkeméners noted that since the Unit was
established there has been an increase in STRsmafweity of STRs are from the credit and
financial sector.

Since the last evaluation a small unit within tludige Economic Crime Division dedicated to
the investigation of money laundering reports reseifrom the FIAU and other money
laundering cases (and which would investigate tstrdinancing as necessary) has been
established. The police have the right to appharge of special investigative techniques in
investigations for money laundering and these tegles are used as and when deemed
necessary and appropriate, including in the ingatitn of the predicate offence, but these
techniques are still not widely used.

18 Administrative charge for failure to report has égcluded.
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Requlations

2.1 Criminalisation of money laundering (R.1 and 2)

2.11 Description and analysis

Recommendation 1

Malta has signed and ratified both the 1988 UniNations Convention against lllicit Traffic in
Narcotic Drugs and Psychotropic Substances (thendeConvention) and the United Nations
Transnational Organised Crime Convention (the Rade€Convention).

Money laundering is subject to punishment undezdlprincipal laws: The Prevention of Money
Laundering Act (PMLA); the Dangerous Drugs Ordirani®DO); the Medical and Kindred
Profession Ordinance (MKPO).

The DDO consolidates the law relating to the imgiioh, exportation, manufacture, sale and
use of opium and other dangerous drugs. The MKRQIates psychotropic substances or their
precursors. The money laundering offences providedh these Ordinances are cast in similar
terms. A person is guilty of an offence againstdhdinance who “uses, transfers the possession
of, sends or delivers, acquires, receives, keeassports or transmits, disposes of or otherwise
deals with, in any manner or by any means, any mopeoperty whether movable or
immovable or any proceeds of any such money orgutgpvith intent to conceal or convert that
money or property or those proceeds and knowinguspecting that all or a part of that money
or property, or of those proceeds was obtaine@agived directly or indirectly, as a result of the
commission of (selling or dealing in substancesced by the Ordinance).

The two relevant drug money laundering offences &2 (1) (c) of the Dangerous Drugs
Ordinance 1939, as amended, and S.120 A (1) (ID)iddéand Kindred Professions Ordinance.

The relevant Chapters of the Criminal Code covetimgse offences specifically include as
criminal offences conspiracy to commit such offence

The money laundering provisions in the PMLA canitaoldally be applied to the drugs offences
under the DDO and the MKPO.

Money laundering is criminalised generally unde8 BMLA. S.2 of the PMLA defines money
laundering in language more congruent with the Weeand Palermo Conventions, i.e.: (i) the
conversion or transfer of property knowing thathspecoperty is derived directly or indirectly
from, or the proceeds of, criminal activity or fromm act or acts of participation in criminal
activity, for the purpose of or purposes of conicgpbr disguising the origin of the property or
of assisting any person or persons involved or eored in criminal activity; (i) the
concealment or disguise of the true nature, soloceafion, disposition, movement, rights with
respect of, in or over, or ownership of propertypwing that such property is derived directly or
indirectly from criminal activity or from an act @cts of participation in criminal activity; (iii)
the acquisition of property knowing that the sanaserived or originated directly or indirectly
from criminal activity or from an act or acts ofrpeipation in criminal activity; (iv) retention
without reasonable excuse of property knowing thatsame was derived or originated directly
or indirectly from criminal activity or from an aot acts of participation in criminal activity; (v)
attempting any of the matters or activities defimedhe foregoing sub-paragraphs (i), (ii), (iii)
and (iv); (vi) acting as an accomplice (aiding, téhg, facilitating and counselling the
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commission of money laundering) in respect of ahyhe matters or activities defined in the
foregoing sub- paragraphs (i), (ii), (iii), (iv) @rv).

Conspiracy to commit an offence is sanctioned udécle 48A of the Criminal Code, whilst
the promotion, constitution, organisation or finiagcof an organisation of two or more persons
with a view to commit criminal offences as well laslonging thereto, is criminalised under
article 83A of the Criminal Code. Thus both proweiss apply also to the offence of money
laundering.

Criminal activity means any activity, whenever dnesxever carried out, which, under the laws
of Malta or any other law, amounts to: (a) a crionerimes specified in Article 3 (1) (a) of the

United Nations Convention Against lllicit Trafficni Narcotic Drugs and Psychotropic

Substances adopted on the 19th December 1988 im&ieeproduced (in the English language
only) in the First Schedule to this Act; or (b) atryminal offence. By means of Legal Notice

176 of 2005 the “all crime approach” was introdycetiere all proceeds-generating “criminal

offences” can be predicate offences to money laumgleAll the designated categories of

offences under the Glossary to the FATF Recomméentaare covered (Annex |).

Turning to Criterion 1.2, whilst the DDO speaks“pfoperty” under S.2 (1) as being either

movable or immovable, the PMLA is more detaileddeinthis Act, "property” means property

of every kind, nature and description, whether niteaor immovable, tangible or intangible

and, without derogation from the generality of fheegoing, shall include - (a) any currency,

whether or not the same is legal tender in Maliiés, lsecurities, bonds, negotiable instruments
or any instrument capable of being negotiable wicly one payable to bearer or endorsed
payable to bearer whether expressed in Malteseotigny other foreign currency; (b) cash or
currency deposits or accounts with any bank, credibther institution as may be prescribed
which carries or has carried on business in Mdttacash or items of value including but not
limited to works of art or jewellery or precious tals; and (d) land or any interest therein.

For purposes of forfeiture which is awarded in &ddito the penalty consequent upon a finding
of guilt for money laundering, S.3 (5) of the PMLdefines “proceeds” as meaning “any
economic advantage and any property derived frombtained, directly or indirectly, through
criminal activity and includes any income or otbenefit derived from such property”.

The PMLA helpfully and explicitly provides in S.2)((a) that a person may be convicted of a
money laundering offence under the PMLA “even ia #ivsence of a judicial finding of guilt in
respect of the underlying criminal activity, theist@nce of which may be established on the
basis of circumstantial or other evidence withddteing incumbent on the prosecution to prove
a conviction in respect of the underlying crimiaativity”. However, currently there is a lack of
jurisprudence as to how this provision should wiargractice, including the amount of evidence
the Court would be satisfied with to establish gimelerlying criminal activity as an element of
the money laundering offence. This provision doessapply to the offences charged under the
Drugs Ordinances alone, though the Maltese autbsrindicated that they could prosecute
jointly under the PMLA if there was a need to bénfebm the provisions in S.2 (2) (a).

Turning to Criterion 1.5, in terms of the DDO, Aitg 22 (1C) (a) clearly states that a person is
guilty of an offence against the Ordinance if hesjdransfers etc. any proceeds of any such
money or property with intent to conceal or conubet money or property or those proceeds
and knowing or suspecting that all or a part of thaney or property, or of those proceeds, was
obtained or received, directly or indirectly, aseault of any act of commission or omission in
any placeoutside these Islands which if committed in thiséends_would constitute an offence
under the Ordinance.

Under the PMLA the requisite “criminal activity” raes any activity wherever carried out
which, under Maltese or any other law, amounts ddrae or crime specified in Article 3 (1) (a)
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of the United Nations Convention Against lllicit &ffic in Narcotic Drugs and Psychotropic
Substances adopted on the 19th December 1988 im&,i@r any criminal offence.

Turning to Criterion 1.6, a person can be separatehrged and convicted of both a money
laundering offence under the PMLA [ see S.2 (2)RMLA ] and of an underlying criminal
activity from which the property or the proceedsivi in respect of which he is charged with
money laundering. There are no such explicit piows in the Drugs Ordinances, butthe
Maltese authorities consider that money laundgpmagecutions can be brought in respect of the
author of the relevant predicate drug offencesed\cases currently are pending on this basis.

Turning to Criterion 1.7, the crime of conspiracgsyin 2002, extended to all crimes carrying a
punishment of imprisonment. Similarly acting asaasomplice in terms of Article 42 of the CC,
is sufficient to be prosecuted for an offence ofnep laundering. Under Article 42 a person
shall be deemed to be an accomplice in a crime if h

(&) commands another to commit the crime; lyristigates the commission of the crime
by means of bribes, promises, threats, machinationsulpable devices, or by abuse of
authority or power, or gives instructions for th@ronission of the crime; orcY procures
the weapons, instruments or other means used icothenission of the crime, knowing that
they are to be so used; @) fiot being one of the persons mentioned in papiyré), (b)
and €), in any way whatsoever knowingly aids or abets plerpetrator or perpetrators of
the crime in the acts by means of which the crisngrepared or completed; @) {ncites or
strengthens the determination of another to contimé crime, or promises to give
assistance, aid or reward after the fact.

Additional elements

The PMLA defines “criminal activity” as any actiyitvhenever or wherever carried out which,
under the law of Malta or any other law, amountsatpredicate offence. Thus, whilst it is
necessary for the laundering of the proceeds dawyifriom that criminal activity to take place in
Malta, the fact that the predicate activity is aatoffence in the country where it took place is
irrelevant for the purpose of prosecuting a morayntlering offence in Malta so long as the
laundering activity took place in Malta, and thedicate activity was a crime under Maltese
Law (and sufficient evidence of it can be estatdihh Thus the additional element is also to be
satisfied.

Recommendation 2

In terms of the PMLA both natural as well as legatsons are liable for money laundering.
Article 3 of the PMLA provides the relevant prowass:

“Any person committing any act of money launderamgll be guilty of an offence and shall,
on conviction, be liable to a finen{ulta) not exceeding Lm1,000,000 (one million Liri), tor
imprisonment for a period not exceeding fourteerarge or to both such fine and
imprisonment.”

Article 3 (2) and (4) PMLA deals with offences undee PMLA susceptible to corporate
liability (see below). Should the Maltese authestiwish to bring a prosecution in respect of a
corporation for drug money laundering (which othieenmight be prosecuted under the DDO or
the MKPO) such proceedings would need to be brougtier the PMLA.

The required intentional element is set out indaénition of laundering in the PMLA (Art.2(1)
(i)-(vi):
(i) the conversion or transfer of propekyowingthat such property is derived directly or
indirectly from, or the proceeds of, criminal adgwvor from an act or acts of participation
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in criminal activity, for the purpose of or purpesef concealing or disguising the origin
of the property or of assisting any person or pegsavolved or concerned in criminal
activity;

(ii) the concealment or disguise of the true r@gtsource, location, disposition, movement,
rights with respect of, in or over, or ownershippodperty, knowingthat such property is
derived directly or indirectly from criminal acttyior from an act or acts of participation
in criminal activity;

(iithe acquisition of propertknowingthat the same was derived or originated directly o
indirectly from criminal activity or from an act aacts of participation in criminal
activity;

(iv)retention without reasonable excuse of prgp&nowing that the same was derived or
originated directly or indirectly from criminal agty or from an act or acts of
participation in criminal activity;

(v) attempting any of the foregoing;

(vi) complicity in any of the foregoing.

While the DDO and MKPO have both knowledge and isimp as mental elements of the
money laundering offence in connection with drudéerces, the PMLA mental element
requires knowledge.

Negligent money laundering is not a punishableraféeunder Maltese law, and the evaluators
were informed that there are no plans to introdheenegligence standard in any of the money
laundering offences.

Criterion 2.2 requires that the law should periné intentional element of the offence of money
laundering to be inferred from objective factuatumstances. The Maltese authorities indicated
that under general principles of the criminal lde tntentional element of any criminal offence,
including the offence of money laundering, may hdeired from objective factual
circumstances. Article 3 (3) of the PMLA makes Aldi22 (1) (C) (b) of the DDO applicable to
money laundering offences. Thus, in proceedingsafononey laundering offence, where the
prosecution produces evidence that no reasonaplareation was given by the person charged
or accused showing that such money property orgeds was not money, property or proceeds
described in the said paragraph (i.e. launderedesnon property), the burden of showing the
lawful origin of such money property or proceedalkle on the person charged or accused. The
Maltese authorities explained that this provisisrof probative value and creates a rebuttable
presumption that an underlying predicate offence @en committed. It was understood that
this provision had been used in practice by theguotion to establish this element in a money
laundering case. Notwithstanding this, it was cdedeby the Maltese authorities that a greater
willingness to make inferences from circumstan@aidence, especially in money laundering
cases, was necessary.

The concepts ofgiossession and useere explained as being covered by S. 2 (1) pRMLA
formulation of ‘fetention without reasonable excuse of property The Maltese authorities
considered that the notion of possession is fulghided in this formulation and that, while the
word “possession” is not explicitly used, it wouitbt limit appropriate prosecutions for
possession or use.

Since the second evaluation, the Maltese autherfigeve introduced corporate liability with

regard to specific offences. Article 3(4) of the PMprovides that where a person who is an
officer of a body corporate is found guilty of th@ney laundering offence and the offence was
committed for the benefit, in part or in whole bat body corporate, the body corporate shall be
liable to a fine of not less than Lm500 (Euros D)28nd not more than Lm500, 000 (Euros 1.2
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million). Article 3 (2), PMLA provides that whera affence against the provisions of the Act is
committed by a body of persons, whether corporateaorporate, every person who, at the time
of the commission of the offence, was a directaanager, secretary or other similar officer of
such body or association, or was purporting toimeny such capacity, shall be guilty of that
offence unless he proves that the offence was cttegmwithout his knowledge and that he
exercised all due diligence to prevent the commissi the offence.

Since the criminal action against a body corpolateseparate and distinct from all other
proceedings, the Maltese authorities advised thetetis no bar to the institution of other
procedures which may be warranted. Indeed ArticlE€Q distinctly states that “Every offence
gives rise to a criminal action and a civil actioi®ince all persons are subject to criminal
prosecution, to the extent they are liable andesimdegal person is distinct from the natural
person, the criminal liability of a legal personedanot preclude prosecution against any other
person.

The sanctions provided for under the PMLA are foundrticle 3. A natural person, if found
guilty, is liable to a punishment of a fine not e&ding one million Liri (2.329,000 Euros) or to
imprisonment not exceeding fourteen years imprisamtnor to both such fine and imprisonment
(Article 3.1). The applicable maximum penalty undbe DDO and the MKPO is life
imprisonment (when tried in a criminal Court). TAgorney General can direct whether cases
are tried in a criminal court or in the Magistra@surt (where the sentence cannot be less than 6
months but not exceed 10 years).

Where the person found guilty of an offence of nyolaeindering under the Act is an officer of a
body corporate or is a person having a power ofesgmtation or having such authority as is
referred to in that article and the offence of whibat person was found guilty was committed
for the benefit, in part or in whole, of that boctyrporate, the said person shall for the purposes
of the Act be deemed to be vested with the legatesentation of the same body corporate
which shall be liable to the payment of a fine (faubf not less than 500 Liri and not more than
500,000 Lirt®(Article 3.4).

Moreover and without prejudice to the general piovis dealing with forfeiture which are
found under the Criminal Code, Art.23, the coumrlkhn addition to any punishment to which
the person convicted of an offence of money laundaunder the Act may be sentenced and in
addition to any penalty to which a body corporatg/inecome liable under the provisions of sub
article (4), order the forfeiture in favour of t®vernment of the proceeds or of such property
the value of which corresponds to the value of qudteeds whether such proceeds have been
received by the person found guilty or by the bodsporate referred to in the said sub article (4)
and any property of or in the possession or unkdercbntrol of any person found guilty as
aforesaid or of a body corporate as mentioned ig ghb article shall, unless proved to the
contrary, be deemed to be derived from the offeatemoney laundering and liable to
confiscation or forfeiture by the court (Articles3.

Statistics

At the time of the visit the evaluation team werrmed that the Attorney General’s Office had
introduced a computerised data-base which retami® @n domestic money laundering
investigations, prosecutions, convictions and cmafied property, which come to the AG’s
Office attention either because it is communicatedthe office or due to the fact that
investigation, attachment, freezing orders and idoreconfiscation orders necessitate AG
intervention. Moreover the same system recordmediming letters of request, including those
relating to money laundering offences. Thus recbeldd by the Attorney General’s Office relate

19 1 Euro is equal to Lm0.4293
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to letters of request communicated to the Offingestigation and attachment or freezing orders
which would have been filed through his Office.

DOMESTIC MONEY LAUNDERING MEASURES

. 2005
2001 2002 2003 2004 (as at 31 July)
Negative 3 1 1 - 1
Investigation 1 2 4 5 3
still pending
(under (Under a Under | (Pending (Pending
Magisterial | Magisterial Magisterial Police Police
Inquiry Inquiry) Inquiry) investigatio | investigations)
since 2001 ns)
3 under
pending Police
investigations)
Prosecutions - 2 1 - -
(3 for Money| (ledto
Laundering prosecution
against 3 persons) against
2 persons
(A for Fraud,| (& international
Forgery, arrest warrant
Misappropriation | for another))
and other
offences)
Attachment - 1 - 3 -
Orders
(still in abeyance) (still in
abeyance)
Investigation 4 6 6 5 4
Orders
(2 also issued (3 issued| (3 issued with
together with with Attachment
Attachment Attachment | Orders)
Orders) Orders)

* In ‘Police vs Paul Borg’ a conviction on money ldening charges was obtained and confiscal
of monies ordered but an appeal resulted in anitiabju

ion

The evaluators were informed that the data bassrothe facility to record any punishment
awarded. At the time of the visit, there were nmaaficonvictions or confiscations in respect of
money laundering. Neither had there been a fororaidn request for a confiscation order (see

beneath).

Information on the types of predicate offences thatmoney laundering cases involved was not
available in respect of the statistics above. Sdnfermation was provided that money
laundering cases, which came to the attention ef Altorney General's Office, frequently
involved drug crimes and fraud.

However, a further and more comprehensive table wagided at the time of the on-site visit
with case synopses of the money laundering proegedihich were before the courts and were
sub judiceat that time. This table is set out beneath. It ng seen that all cases involved only
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natural persons. In 9 out of the 10 cases the qailicrime was domestic (drug trafficking,
theft, fraud, armed robbery, and one case of humadficking). One prosecution was based on a

foreign predicate (also theft). The money laundgpnosecutions include “own proceeds” and
third party laundering and under Art. 22 DDO ocoaslly and where warranted cases were

prosecuted under both legislations.
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CASE SYNOPSES in pre-trial stage

the

er

er

mes

nk

es

Charge Predicate Offence | Foreign/Domestic | Own/Third Party | Result Comment

Money laundering | Drug trafficking Domestic Own Sub judice | These three subjects were c/w/h laundered
proceeds of drug trafficking

Money laundering | Drug trafficking Domestic Third Party Sub judice

Money laundering | Drug trafficking Domestic Third Party Sub judice

Money laundering | Theft Domestic Third Party Sub judice Subject was/lt laundered the proceeds of
husband’s crimes

Money laundering | Theft Domestic Third Party Sub judice Subject was/lt laundered the proceeds of H
father's crimes

Money laundering | Theft Foreign Third Party Admitted toSubject was c/w/h laundered the proceeds of cri

charges committed abroad (ID theft and theft from ba

accounts in Switzerland). Subject also provided
false invoicing to cover the money movements.

Money laundering | Theft Domestic Own Sub judice Subject was c/w/mtlered the proceeds of crime
(theft)

Money laundering | Theft Domestic Third Party Sub judice Subject waw/lt laundered the proceeds of crime
(fraud to the detriment of the Water Servi¢
Corporation)

Money laundering| Armed Robbery | Domestic Own Sub judice Subject was c/w/h laundéhedproceeds of crime
(armed robbery) through Western Union to Nigeria.
Reversal of burden of proof invoked in this case.

Money laundering | Trafficking of | Domestic Own Sub judice Subject was c/w/h laundéhedproceeds of crime

Human Beings

(trafficking in Human Beings)

Explanatory note:

The case relating to drug trafficking was proseduteder both the PMLA and the DDO so that the nfiaveurable provisions, in particular the provisiefating to third party
ownership, could be enforced in the event of ariood confiscation.
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2.1.2 Recommendations and comments

As the previous examiners pointed out, drug moaepndering is criminalised in three different
ways. It was explained at that time that the AttgriGeneral has the discretion as to which of
the three provisions he proceeds on in the lighthaf facts and the circumstances. The
possibility of longer sentences for money laundgnimder the Ordinances and the easier to
prove mental element of suspicion may be crucieofa. All the various criminal provisions
were being utilised in the drug money launderingesawhich wersub judiceat the time of the
on-site visit. It is of course undeniable with tlaage of options open to the prosecution that
drug money laundering (as a designated categoojfefce) is comprehensively addressed. If
the money laundering offences under the Ordinaacedo be retained in the longer term, it
would be worthwhile considering bringing their wiorgl on the physical elements of the
offence more into line with the Palermo Convention.

The general money laundering offence under the PNH,An respect of the physical aspects,
congruent with the language of the Palermo Conwantit is welcome that “acquisition” is
included. While the formulation does not literallge the words “possession” or “use”, the
evaluators accepted the view of the Maltese autbstihat appropriate and proper prosecutions
for possession or use of laundered proceeds ceulhd have been initiated under Art. 2 (1) b
(iv) PMLA.

It is very welcome that the Maltese authorities ehagmoved the list approach to predicate
crime and have moved since the second evaluatioantaall crimes approach. All the
“designated categories of offences” in the Glossarthe FATF Recommendations are covered
in Maltese Criminal Code, as required by the Methogy. With an all crimes money
laundering-offence, coupled with the helpful pradmtprovision in Art. 3 (3) PMLA applying
Art. 22 (1) (C) (b) DDO, the problems of provingethnderlying money laundering-offence in
autonomous prosecutions should be lessened. fidserstood that the cases listed in the case
synopses in the table above are all autonomousyrlanedering-prosecutions.

On the mental element of the offence(s), firstly éxtension of the predicate base to all crimes
under the PMLA may make the knowledge standarceessiprove. Similarly the extension of
the reverse onus provisions in Article 22 (1 ctlod DDO to the proof of offences under the
PMLA is also a very welcome development. It remambe seen whether these provisions will
ultimately lead to the courts becoming more willitegdraw the necessary inferences from
objective facts and circumstances in such casessi@eration should be given to specific
legislative provision on this point if this remaipsoblematic in money laundering cases on the
issue of knowledge / intention.

Although the mental element of knowledge in the PMis compliant with the relevant
international standards, the Maltese authoritieg miah also to consider an alternative mental
element, which has proved useful in other jurisditd — the mental element based on suspicion
(also found in Article 22 (1C) (a) of the DDO). Wher or not the utility of this has been
established in the DDO, it may be an asset for pgtasecution in PMLA cases, and its
consideration is encouraged, particularly as thame no current plans to introduce the
negligence standard in any of the money launderifemces.

Unfortunately still no final money laundering coatitons had been secured since the second
evaluation although the legal basis to prosecut@meydaundering is already quite sound.
However it lacks effective implementation so faheTexaminers were nonetheless encouraged
to note that ten cases are currently before theexolihe examiners look forward to their early
resolution. While one case invokes a foreign piegdicthe Maltese authorities may nonetheless
wish to consider in future affording more prioritythe investigation and prosecution of money
laundering based on foreign predicates given thel lef domestic profit generating offences. In



this respect there appeared to be some lack afdiabexpertise and a hesitation to address this
time and cost-intensive field of money launderisgg(the law enforcement sectfn)

245.  Since the form of criminal liability of legal engs, introduced in 2002 for serious offences
including money laundering, appears only to ocgooruthe conviction of a natural person,
criminal sanctions for a criminal activity of a Bgerson do not apply even in the case of clear
evidence. The consequence of this conviction-basedept of corporate liability is that the
confiscation of enrichment or the forfeiture ofe@sscannot occur in such cases either. While it
may be too early to evaluate the effectivenesshefimplementation of this provision, the
Maltese authorities are urged to consider whetherirmal liability for corporations not based
solely on vicarious liability might prove to haveegter utility. At the very least, it would be
helpful to provide for the confiscation of assefsaolegal entity where it is shown to have
benefited from money laundering.

2.1.3 Compliance with Recommendations 1 and 2

Summary of factors underlying rating

Although there is a broad and firm legal basis nalde successfu
prosecutions of money laundering, no final coneicsi have bee
secured.

A greater willingness to draw inferences from objer facts and
circumstances appears necessary to secure monaydefing
convictions (effectiveness issue).

- —

Rating

R.1 Largely
compliant

R.2 Largely
compliant

A greater willingness to draw inferences from objec facts is
required for the intentional element.

The evaluators have concerns regarding the coneemt the

effectiveness of corporate liability provisions.

20 The Maltese authorities indicated that a judgmeas delivered by the Criminal Court in March 200hagrning a Maltese national,
convicting her for money laundering and falsificatiof documents, sentencing her to 6 years andiogithe confiscation of all her assets,
subject to the defendant’s right of applicatiorttte civil courts to establish that certain of hesets were not criminally obtained and should

not be subject to the confiscation order.
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2.2 Criminalisation of terrorist financing

2.2.1 Description and analysis

246. Malta ratified in November 2001 the 1999 InternaéibConvention for the Suppression of the
Financing of Terrorism (the Terrorist Financing @ention). The Maltese authorities pointed
to the binding nature of this Convention togeth&hwct VI of 2005, which introduced a new
sub-title in the Criminal Code that deals with “Aaif Terrorism, Funding of Terrorism and
Ancillary Offences” and amended the PMLA to vest fHHAU with powers and functions over
transactions suspected to involve funding of tésnor

247. Article 328 A (1) defines an act of “terrorism” as any act listedsub-article 2 (see below)
committed wilfully, which may seriously damage auotry or an international organisation
where committed with the aim of:

(a) seriously intimidating a population or

(b) unduly compelling a Government or internatiooayanisation to perform or abstain
from performing any act, or

(c) seriously destabilising or destroying the fameéntal political, constitutional,
economic, or social structures of a country omégrnational organisation.

248. Acts of terrorism as defined undarticle 328 A (2) appear to cover Article 2 (1) (a) and (b) of
the Terrorist Financing Convention. They are:

(a) taking away of the life or liberty of a person;

(b) endangering the life of a person by bodily harm

(c) bodily harm;

(d) causing extensive destruction to a state oreguwent facility, a public transportation
system, an infrastructure facility, including aridmmation system, a fixed platform located
on the continental shelf, a public place or privateperty likely to endanger the life or to
cause serious injury to the property of any otherspn or to result in serious economic
loss;

(e) seizure of aircraft, ships or other means dflfmuor goods transport;

(f) manufacture, possession, acquisition, transpsurpply or use of weapons, explosives or
of nuclear, biological or chemical weapons;

(g) research into or development of biological at@mical weapons;

(h) release of dangerous substances, or causieg,fftoods or explosions endangering the
life of any person;

() interfering with or disrupting the supply of tea, power or any other fundamental
natural resource endangering the life of any person

(j) threatening to commit any of the acts in paigghrs (a) to (i).

249. The Maltese authorities advised the evaluatorsdhdhe offences in the treaties in the Annex
to the Terrorist Financing Convention are fully eced.
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Article 328 A (3) provides as follows:

“Whosoever commits an act of terrorism shall bdtgwf an offence and shall be liable
on conviction to the punishment of imprisonmentffive years to life.”

Although the Maltese authorities do not argue ftmtncing of terrorism is covered solely on
the basis of aiding and abetting, attempt or coaspj they pointed out that another grave
offence is if a person renders himself an accorepiic acts of terrorism, as defined in the
general provisions governing complicity, pursuanitticle 42 of the Criminal Code, then he
would also be liable to the punishment reservedHerprincipal/$' Moreover, Article328D
provides“ Whosoever incites, aids or abets any offence utigeforegoing articles of this sub-
title shall be guilty of an offence and shall beble on conviction to the punishment laid down
for the offence incited, aided or abetted.”

A terrorist group is defined in Articl@28 B (1)as a structured group of more than two persons
established over a period of time and acting inceanto commit terrorist offences. The
definition of terrorist organisations in Article 8B (1) is inspired by the Palermo Convention.
The mere fact of belonging to such an organisaisoalso punished under Article 83A (2)
Criminal Code where the membership of a criminalgris generally subject to punishment.

Since June 2005 the offence of financifga terrorist groups expressly penalised by Article
328B (3)of the Criminal Code, which provides as follows:

“Whosoever promotes, constitutes, organises, dtdotances... a terrorist group knowing
that such participation or involvement will contuife towards the criminal activities of the
terrorist group shall be liable —

(a) where the said participation or involvementsists in directing the terrorist
group, to the punishment of imprisonment not excgethirty years:

Provided that where the activity of the terroristogp consists only of the acts
mentioned in article 328A(2){f) the punishment shall be that of imprisonment for a
period not exceeding eight years;

(c) in any other case, to the punishment of imprisoimenexceeding eight years.

2L A person shall be deemed to be an accomplicesiine if he -

(@) commands another to commit the crime; by ihstigates the commission of the crime by meahdries, promises, threats,
machinations, or culpable devices, or by abuseitifaity or power, or gives instructions for therauission of the crime; oc) procures
the weapons, instruments or other means used icatimenission of the crime, knowing that they ardéoso used; odj not being one of
the persons mentioned in paragraps (b) and €), in any way whatsoever knowingly aids or abets fierpetrator or perpetrators of the
crime in the acts by means of which the crime éppred or completed; og)(incites or strengthens the determination of agroth commit
the crime, or promises to give assistance, aigward after the fact.

2 (i) Threatening to commit any of the following “aai&terrorism™:

(a) taking away of the life or liberty of a person;

(b) endangering the life of a person by bodily harm;

(c) bodily harm;

(d) causing extensive destruction to a state or gowent facility, a public transportation system,iafiastructure facility, including an
information system, a fixed platform located on tleatinental shelf, a public place or private propékely to endanger the life or to cause
serious injury to the property of any other persoto result in serious economic loss;

(e) seizure of aircraft, ships or other means of jputnl goods transport;

(f) manufacture, possession, acquisition, transpopply or use of weapons, explosives or of nuclgialpgical or chemical weapons;

(9) research into or development of biological andnottal weapons;

(h) release of dangerous substances, or causingffreds or explosions endangering the life of aryson;

(i) interfering with or disrupting the supply of watpower or any other fundamental natural resoarmiangering the life of any person;
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Article 328F (described as funding of terrorism) provides:'{Ihosoever receives, provides or
invites another person to provide, money or othepprty intending it to be used, or which he
has reasonable cause to suspect that it may be, Gisethe purposes of terrorism shall, on
conviction, and unless the fact constitutes a nseréous offence under any other provision of
this Code or of any other law, be liable to the ighment of imprisonment for a term not
exceeding four years or to a fine (multa) not eroeg five thousand Liri or to both such fine
and imprisonment(2) In this article a reference to the provision of ragror other property is

a reference to its being given, lent or otherwissdenavailable, whether for consideration or
not”

In Article 328E(1), CC "terrorist property" is defined as -
(a) money or other property which is likely to tmed for the purposes of terrorism,
including any resources of a terrorist group,
(b) proceeds of the commission of acts of terrorisnal
(c) proceeds of acts carried out for the purposetgorism.

The terms thoney or other propertyare broadly defined. In Article 23B (3Pfoperty’ means
“assets of every kind whether corporal or incorppnaovable or immovable, tangible or
intangible, and legal documents or instruments evaing title to, or interest in such assets
While this definition does not fully embrace aletlanguage of Article 1 (1) of the Terrorist
Financing Convention defining “funds” for the puges of the Convention, it is assumed that,
in the light of the ratification of the Terroristriancing Convention, the courts would interpret
Article 23B (3) in sufficiently broad terms to covall the further detail in Article 1 (1) of the
Convention.

The same article provides that
(a) a reference to proceeds of an act includesference to any property which
wholly or partly, and directly or indirectly, repsents the proceeds of the act
(including payments or other rewards in connectioth its commission), and
(b) the reference to a group’s resources includeeference to any money or other
property which is applied or made available, ortdasbe applied or made available,
for use by the group.

It is not a requirement under the provision citeal the funds were actually used to commit or
to attempt to commit terrorist acts, nor is it gderequirement that a link be established to a
specific terrorist act. The only requirement isusé of the funds (Article 328F, CC:...money

or other property intending it to be used or whiah has a reasonable cause to suspect that it
may be used for the purposes of terrorism.”

The all-crimes predicate coverage of the money dating offence in Article 2 (1) (b)
Prevention of Money Laundering Act also includes dffence of financing terrorist activity.

It is irrelevant where the terrorist activity ocswr is supposed to occur as long as the courts in
Malta have jurisdiction over the act of financirigeif. Moreover, Article 328M (e) Criminal
Code provides the jurisdiction over the offenceaméirticle 328B or Article 328D in the case
of involving a terrorist group even if the terrarggoup is based or pursues its criminal activities
outside Malta.

Corporate criminal liability applies under the sfieqrovision of Art. 328J (2) CC.

Provisions for the confiscation of the funds usedntended to be used for terrorist acts, even
not mandatory, are in place, independently if tienze is committed by a natural person or a
body corporate (Article 328L). Since Article 3288riot covered by the confiscation provisions
in Article 328L of the Criminal Code, it is not eleif the funding of a terrorist group is also
part of the confiscation regime even if this isusalerstood by the Maltese authorities.
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263. There are thus autonomous offences of financingmbrism in Malta. There have not been any
investigations of financing of terrorism or casesught before the Court. Thus there is no case-
law or practice on the exact scope of the curremtigions.

2.2.2 Recommendations and comments

264. Separate criminal offences of terrorist financingerev introduced in June 2005.
The criminalisation of terrorist financing is latgénspired by the 1999 UN Convention for the
Suppression of the Financing of Terrorism and tetaiprovisions appear reasonably
comprehensive. They also provide for confiscatiegarist funds from natural and legal
persons upon conviction. It was unclear why thenttedn of acts of terrorism in the Terrorist
Financing Convention relating to the intimidatiohaopopulation has been refined to seriously
intimidate a population, but whether that would édaany real practical consequences is
debatable.

265.  As to the terrorist financing offence itself, intiste 328 (F) the provision or collection of funds
is covered, though it would be helpful if it wasarfied that this can be done directly or
indirectly with the knowledge that they may be usedull or in partfor the purposes of
terrorism. Subject to this qualification, it appeénat this offence would cover the provision or
collection of funds in the knowledge that they tyébe used by individual terrorists, and for
terrorist acts.

266. The offence in Article 328 B covers financing ofrtgist groups. However, given that the
mental element is knowledge that the involvemenit wontribute “towards the criminal
activities of the terrorist group”, the evaluatemnsider it is unclear if this is wide enough to
properly cover contributions used for any purp@seluding a legitimate activity) by a terrorist
group (such as supporting families while a membighe group is in prison). This is how the
Maltese authorities envisage that the provisionsiltvde interpreted. While the courts may
interpret the provision widely, it would assistiis is clarified in order that the prosecution is
in a position to prosecute this type of activity tire context of terrorist groups with the
possibility of the lengthy sentences available urllis provision.

267. Itis noted in the same context also that A.328F iGttoduced at the same time, arguably could
be used to prosecute a person who provides moneyher property for legitimate activities
which further “terrorism” generally. Unlike “act$ terrorism”, “terrorism” is not defined. If the
courts are prepared to accept a purposive apptodtis offence, they may be more willing to
interpret A.328F widely to render funding for “légiate” activities which support terrorism
prosecutable (with the penalties available undiergbaction, which are lower than in respect of
prosecutions under A.328B). At this time the evidtmare not in a position to comment with

certainty on how the provision would be interpreted

268. No prosecutions or investigations of the fundingterfrorist activities have taken place yet.
Given that there is no jurisprudence, it is uncleaw willing the courts will be to draw the
necessary inferences in respect of the intentieleamhent of the terrorist financing offence. The
Maltese authorities consider that the courts waolsédv such inferences in these cases.

269. Even if there are general provisions of confiscaiio Article 23B Criminal Code, the Maltese
authorities should consider whether the confiscatdd property used or to be used under
Article 328B and F should be expressly stated, mgitleat in terrorist financing, property
involved may be from both legitimate and illegitimaources. When the criminal offences of
terrorist financing were introduced in June 200%, PMLA was amended to extend its scope to
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the financing of terrorism, although the PML Regolas remain to be harmonised to provide
for reporting suspicious transactions related &ofifiancing of terrorisf.

270. As the new offences had only been introduced ire 2005, it is too early to assess their
effectiveness.

2.2.3

Compliance with Special Recommendation Il

Rating Summary of factors underlying rating
SR Largely As the Art. 328B offence requires knowledge that thivolvement
compliant will contribute towards the criminal activities tife terrorist group, i

is unclear whether it is wide enough to properlyerathe provision
or collection of funds for any purpose (includinfggitimate activity)
of the terrorist group.

Uncertain also whether courts will interpret A.3285 cover
“legitimate” activities furthering terrorism.

Unclear if provision or collection of funds can ene directly anc
indirectly.

As terrorist financing offences have only beenddtrced in Junée
2005, it was too early to assess their effectivenes

2 The reporting of knowledge or suspicion of tesbfinancing was introduced in the 2006 revisiomghe

PMLR.
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2.3 Confiscation, freezing and seizing of proceeds ofime (R.3)

2.3.1 Description and analysis

The four main laws providing for confiscation, fzéeg and seizing of proceeds of crime are:
the DDO; the PMLA; the MKPO; and S.23 and 23B CnatiCode. The DDO, and the MKPO
deal with proceeds from drugs related offences. PMLA deals with proceeds from any
criminal offence and proceeds from offences defimeder Article 3 (1) (a) of the 1988 Vienna
Convention. The Criminal Code deals with proceets iastrumentalities from all crimes and
in particular terrorism-related offences. The laaqggi of the confiscation / forfeiture provisions
under the PMLA, DDO, and Criminal Code is mandatoriie forfeiture provisions in the
Criminal Code refer to all crimes liable to a pimgent of imprisonment for a term of one year
or more.

In the Criminal Code (Article 23B (3)) property defined as “assets of every kind, whether
corporeal or incorporeal, movable or immovablegtiale or intangible and legal documents or
instruments, evidencing title to or interest inclsuassets. There is a broader definition of
property in the PMLA (see S.2 (1)) which expresstiudes:

e currency, securities, bonds, negotiable instruments

« cash or currency deposits;

¢ cash or items of value;

« land or any interest therein.

The DDO speaks of property as being either movablenmovable. Thus, “proceeds” are
defined in the various legislative instruments enerally broad terms. S.23 B (3) Criminal
Code defines proceeds as any economic advantagengnaroperty derived from or obtained,
directly or indirectly through the commission oktbffence and includes any income or other
benefits derived from such property. “Proceedssiimilarly defined in the PMLA and the
definitions are wide enough to include substitigets and investment yields.

The general confiscation regime is regulated byckes 23 and 23B Criminal Code (CC):

Art. 23 (CC): “The forfeiture of the corpus delictif the instruments used or intended to
be used in the commission of any crime, and ofhémytobtained by such crime, is a

consequence of the punishment for the crime adledtiad by law, even though such

forfeiture be not expressly stated in the law, ssilgome person who has not participated
in the crime, has a claim to such property”.

Article 23B (CC) “ (1) Without prejudice to the provisions of artid8 the court shall, in
addition to any punishment to which the person med of a relevant offence may be
sentenced and in addition to any penalty to whidiody corporate may become liable under
the provisions of article 121D, order the forfeguin favour of the Government of the
proceeds of the offence or of such property theevalf which corresponds to the value of
such proceeds whether such proceeds have beervedday the person found guilty or by
the body corporate referred to in the said artit1D.”

Article 3 (5) of the PMLA provides that an additadrsentence of forfeiture of the proceeds and
in the context of the PMLA (as with the DDO) anypperty of or in possession of, or under the
control of any person found guilty shall be deerteetle derived from money laundering and be
liable to confiscation or forfeiture by the Court.

Presumably the laundered property in an autonompmsgecution for money laundering (which
would not be proceeds) would be forfeited ascibrpus delictiunder Article 23 CC.
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Equivalent value confiscation is applied when csrdtion of the proceeds is in any way
impossible (Article 23b CC and Article 3 (5) PMLANhere a value confiscation order will be

required in a prosecution for drugs money laundgitinvill be necessary to prosecute under the
PMLA to ensure that such orders can be made.

Turning to Criterion 3.1.1 (b) it is clear that te&ndards on confiscation / forfeiture apply to
defendants who are convicted and the property tocdodfiscated / forfeited is in their
possession. S.23 B (CC) and S.3 (5) PMLA both refguroperty of the person found guilty.
S.22 (3A) (d) DDO makes specific provision for fEtlire orders to be made in favour of
“all moneys or other movable property and of thérenmmovable property of the person
found guilty even if the immovable property hasicsi the offender was charged, passed into
the hands of third parties”. Art. 120A (2B) MKPOntains a similar provision and there is
reference in the PMLA to confiscation/forfeituredan the “control” of the person found guilty
(applicable only in money laundering cases; Ar(58 PMLA). So far as the examiners are
aware, there are no other provisions in the Criiviiaav which specifically deal with property
which has been passed into the hands of thirdgsarti

The Maltese authorities stated that there are nmodbprovisions in the law dealing with the
issue of what constitutes control of property by sluspect / defendant which is at the time the
court has to consider the matter transferred ihtohands of third parties. The courts would
determine the issue on a case by case basis aoadld be an evidential matter for the court to
decide in the circumstances of each individual cé#gle there is no case law on this issue, the
Maltese authorities indicated that there are cheewy investigated at present where the courts
may be required to decide on this issue.

It is noted that the rights dfona fidethird parties are arguably protected by the prooedet
out in Article 7 of the PMLA whereby the person fauguilty and any other person having an
interest (in the property) may bring an actiondateclaration that property is not proceeds, but
how this all works in practice was not entirelyasle

As mentioned earlier, there are particular provisicovering assets related to the funding of
terrorism in Article 328 L.

Seizure, freezing, etc.

Under Maltese Law seizure as an interim measuobtaned by means of an attachment order,
whilst upon arraignment, the measure employeddokioh suspect’s funds and other property is
referred to as a freezing order.

The Attachment Order

An attachment order may be issued upon an apglicati the Attorney General to that effect.
Upon being issued, the order attaches in the hahttérd parties (garnishees) all moneys and
other movable property (including negotiable instemts, cash or currency deposits or accounts
with any bank, credit or other institution) due pertaining or belonging to the suspect and
prohibits the suspect from transferring or otheewisposing of any movable or immovable
property. The order is obtainest partewithout prior notice. Once granted, this ordesésved

on both garnishees and suspect, and is valid fori@d of 30 days. A new attachment order
may be issued for another 30 days if new evideooees to light. If the suspect is away from
Malta the period is held in abeyance.

When an investigation or an attachment order has bwade or applied for, whosoever
knowing or suspecting that such an order has bemheror applied for, makes a disclosure
likely to prejudice the effectiveness of the saides or any investigation connected with it,
shall be guilty of an offence which carries a phment of imprisonment of up to 12 months
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and/or a fine of five thousand liri (ca. 12,000 &)r(Article 435A Criminal Code; Section 4
Prevention of Money Laundering Act; Section 24A Barous Drugs Ordinance).

The Freezing Order

When a suspect has been arraigned the prosecutignrequest that all property owned or
under the suspect’s control and possession isrframd this freezing order will remain in force
until final judgment is pronounced. The freezingler is requested upon arraignment in
proceedings in which the defendant is present.

The powers to identify and trace propetityat is or may become subject to confiscationsor i
suspected of being the proceeds of crime priméuily on Article 4 of the PMLA (additional
powers of investigation). Under this provision, whéor information received, the Attorney
General has reasonable cause to suspect that enperguilty of an offence of money
laundering, he may apply to the court for an “iriigegion order” requiring the person named in
the order who appears to be in possession of rahtehich is likely to be of substantial value
to the investigation of, or in connection with thigspect shall produce or grant access to such
material. An attachment order can be requestetieasame time (also Article 4 PMLA and
Article 24 A DDO). The evaluators were advised tiaticle 23B CC, which since 2002
extends forfeiture to any offence subject to onarys more of imprisonment also empowers
the police to seek attachment orders in all sudesdas well as money laundering cases).
However, this was not being applied by the Policéha time of the on-site visit, and on 25
October 2005 the Attorney General’s Office wrotehte Police reminding them of this power.
Investigation orders also apply to all offencesatdp for imprisonment of more than one year.

In respect of the criterion which requires therdoéoauthority to take steps to prevent or void
actions whether contractual or otherwise where gliesons involved knew or should have
known that as a result of those actions the autesrivould be prejudiced in their ability to
recover property subject to confiscation, the Madtauthorities pointed to S.6 of the PMLA
and Article 22B DDO and their legal consequencesthBrovisions create offences where a
person acts in contravention of freezing ordersdaairt orders — once a person is arraigned.
There are also provisions in respect of attachroeters taken at the behest of the prosecution
in the investigative stage. S.4 (6A) PMLA makearitoffence liable to a fine or imprisonment
to make “any disclosures likely to prejudice thieefiveness of the order of the investigation”,
and S.24 A (10) DDO if an offence to act in conémavon of an investigative attachment order.
Though the language is different in both offengeis (hot easy to see how making a disclosure
will always equate with prejudicing the authoritiagheir ability to recover property subject to
confiscation), the Maltese authorities maintairt thrace a person is convicted of these offences
any act made in contravention of such orders isand void, and without effect in law. There
are similar criminal provisions for acting in camiention / making disclosures contrary to
attachment orders made in general confiscatiorg@pect of any offence carrying over one
year’s imprisonment) in 435A Criminal Code. A ts&r made in breach of an attachment
order (without any other prejudicial disclosure)ulb simply be considered to be null and
voidable without necessarily recourse to any pnaise for the offences described above.

Additional elements

The Law does not make provision for the forfeitofeproperty of organisations found to be
primarily criminal in nature unless forfeiture iparative under some applicable provisions of
the Law — e.q. if the property obtained by the mékeis an instrumentality.

Civil forfeiture separate from a conviction is mpbvided for by law. Forfeiture / confiscation
is always conviction based.

67



290.

origin of property which the prosecution aver ibjeat to confiscation.

Statistics

291.

attachment orders — of which there were 7 betw@&2 2nd 2005.

Year

Attachments

Value (MTL)

Value (Euro)

2002

3

1,034,822

2,410,488

2003

1,176,817

2,741,245

2004

334,208

778,496

2005

237,752

553,814

Total

2
1
1
7

2,783,600

6,484,043

The PMLA and DDO, as noted, do helpfully require aifender to demonstrate the lawful

The statistics provided are kept by the Police sedout in the table beneath. They show
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2.3.2

The Maltese authorities indicated they were in eespf money laundering and drugs offences,
and valued 6,484,043 Euros. Some attachment ones suspended as the suspect was away
from the Maltese Islands.

Statistics were provided in respect of freezingeosdequested at the arraignment stage in court
by the Money Laundering Unit and the Drugs’ Squiastqlving both money laundering and
drugs offences):

Requests for Freezing Orders on Arraignment
2002 2003 2004 2005
28 9 17 5

Tota
59

Year
Drug Sq/MLO

At the time of the on-site visit, there had beencoavictions in money laundering cases, and
thus no final confiscation orders.

In respect of confiscation in non-money laundengion-drugs cases, there were no statistics
on confiscations. This was disappointing as theluatimn team had made specific
recommendations on the need for better statistitkis area in the second round report. It was
understood at the time of this on-site visit thlabugh the Police can use attachment orders now
in such cases to secure property liable to confmtathis was rarely done. The more general
practice appears to be that the list of propemygdn is compiled by a court appointed expert,
who after making the necessary research, drawsdgtafled and comprehensive list which is
presented to the presiding Magistrate or Judge ropgsty which is liable to forfeiture /
confiscation. Though the Maltese authorities staled confiscation in non-money laundering
cases under Art. 23 CC occurs, they have not biglent@ provide statistical information on the
number, volume or range of such property or valased orders for the period under
evaluation.

Recommendations and comments

The confiscation regime appears to be legally qeibend. It is expressed in generally
mandatory terms. It now applies to all offencesjettbto over one year’s imprisonment.
Property and proceeds are widely defined. @bigous delicti(i.e. laundered proceeds) can be
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forfeited in autonomous money laundering proseasti&¥/alue confiscation is provided for and

there are now reversmusprovisions requiring the defendant to demonstitagelawful origin

of alleged proceeds. These are all very positiatufes. There are statutory provisions which
make reference to property under the control ofdtlparties to whom property has been

transferred, possibly to defeat confiscation oruodervalue. The Maltese authorities advised
that decisions would be made on a case by casse bpdhe courts as to whether control is
actually retained by the accused. The Maltese aitifsowere not able to point to examples in

practice of the courts making such decisions in ¢ase of any third party transfers. The

Maltese authorities advised the evaluators thag these not come across a situation as yet
where the issue of transferring assets to thirdiggawould need to have been raised during
confiscation proceedings.

The prosecution would seek to establish that tlopenty remained under the control of the
accused. The Maltese authorities may wish to censitbre detailed provisions covering these
issues or at the least clear prosecutorial guidandéis point.

The confiscation regime is, as noted, generallyteqsound. Despite this the number of

confiscation orders for all proceeds-generatingrates is unknown. No confiscations had been
achieved at the time of the on-site visit in moteyndering cases and the actual number of
attachment orders in these cases was unclear.

At the time of the on-site visit, the statisticeyided showed that only very limited use is made
of attachment orders at the investigative stageafiooffences carrying more than one year’'s
imprisonment. Attention should be paid to this lojige prosecutors in the Magistrates Courts
to ensure that there are proceeds available fofiscation upon conviction. The 30 day
attachment order itself appears to the evaluatorbet too short to deal with e.g. with a
transnational dimension where the suspect is withdita, particularly for money laundering
offences dealing with foreign predicates. The Madtauthorities indicated in that situation that
they could, in good faith, charge the defendant prmteed with the enquiry under court
supervision. There is also the possibility of apmyfor a new attachment order on the basis of
new evidence. The evaluators have not been providgtdinformation on the numbers of new
attachment orders following the lapse of the oagiorder that were made during the period
under evaluation. In the circumstances the evalsiatoncluded that the possibility of new
orders was underused.

There was insufficient data on which to base agaagnt on the effectiveness of confiscation
generally in proceeds generating predicate offences

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 Largely » Practice on third party confiscation has not besretbped.
compliant

transnational dimension appears questionable.

offences.

» The 30 day attachment orders appear underusechairdatiequacy t
prevent assets being dissipated or transferrednouiges with a

* There was insufficient data on which to base a guagnt on the
effectiveness of confiscation generally in procegeiserating predicat

[¢)
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2.4 Freezing of funds used for terrorist financing (SRill)

24.1 Description and analysis

301. The UNSC Resolutions were implemented in Maltainally via the National Interest (Enabling
Powers) Act and Regulations made thereunder. ‘€gislation pre-dated European Union entry,
and remains on the Statute book. Under this ld@gslawhenever the United Nations Security
Council calls upon member States to apply any measto give effect to any decision of the
Security Council, the Prime Minister may make suRbgulations as are necessary for the
implementation of required action. These Regulatiare effected by Legal Notices, and are
published in the Government Gazette. Where a Regnlanacted under the National Interest
(Enabling Powers) Act requires a person or an\emmitcarry out the identification of funds or
assets or where the Regulation requires the frgeamirblocking of the funds of any person or
entity the activities of whom or which are subjéata licence (e.g. banks), they are required
without delay to communicate in writing any relevarformation about the accounts/assets to its
licensing authority. The licensing authority ishigound to pass the relevant information to the
“Sanctions Monitoring Board” established under we. The relevant UNSC lists are sent by the
Ministry of Foreign Affairs, which is also respobks for the updating of lists, to the MFSA and
the Central Bank of Malta. The Ministry of Foreidyifairs, in this respect, acts simply as a
channel of communications. The MFSA, as part ofrésponsibilities, as the single financial
regulator issues an internal circular to all credit financial institutions in Malta. The lists are
also published on the MFSA website. The Foreignic®ffin its communications role, has a
reporting duty to the United Nations. At least Bars have been made to the United Nations. The
FIU has the responsibility of ensuring compliandgthvhese obligations and the evaluators were
advised by the MFSA that checks are made on thigef their supervisory visits.

302. At the time of the on-site visit these measures@desulted in any freezing of funds. Where a
regulation is made under the National Interest EmgliPowers Act, the regulation itself freezes
assets of the named person. Once specific asseidatified in Malta this would allow for a
court based freezing order without prior noticetba basis that the Article 328E definition of
“terrorist property” (referred to at paragraph 2672.2. above, and see paragraph 301 beneath)
would encompass assets of persons designated UNBE Resolutions.

303. At the time of the on-site visit and in the replieghe questionnaire no reference was made to the
procedures which now govern implementation withiie tEuropean Union, which takes a
harmonised approach to implementation. Since Eamfnion accession the Maltese authorities
would rely on European Union regulations in respafchon- European Union listed persons.
Where European Union internals appear on the UNNfldigher regulations would be made to
cover them under the National Interest (Enablinggéts) Act. The decision to make such further
regulations would be taken by the sanctions manigopoard which has the function to monitor
the operation of regulations under the Act.

304. Within the European Union both Resolution 1267 48d3 are enforced by Council Regulations,
which are binding in their entirety and are dirgetpplicable.

UNSC Resolution 1267 (1999)

305. The European Union has implemented UNSC Resolufigf7 (1999) and its successor
resolutions under European Union Council Regulatie@) N° 881/2002, which provides for
measures against Al-Qaeda and the Taliban. ThepEamUnion Regulation has, as noted, direct
force of law in Malta and requires the freezingfwfids and economic resources belonging to
persons making funds or economic resources availablsuch listed persons. These lists are
updated regularly by the European Union (over 6ies), and at this point assets are required to
be frozen. The European Union list of designatedges under Resolution 1267 is the same as
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the United Nations list and is drawn up upon desigms made by the United Nations Sanctions
Committee. Malta has the power to sanction for ¢dhvea of European Union Regulations.

European Union Regulations require Malta to lay dalve rules on penalties applicable to

infringements of Regulations and to take all measunecessary to ensure that they are
implemented. The penalties provided for are effectproportionate and dissuasive. Malta can
sanction immediately from the point of Europeanddrlistings, which sometimes can go beyond
formal transposition of UN Security Council Resaus to create EU restrictive measures and
autonomous listings.

UNSC Resolution 1373 (2001)

Unlike Resolution 1267, where designations are nigdine relevant United Nations Committee,
Resolution 1373 requires a designation body astdesrhave a discretion as to designations. The
designated authority is the Prime Minister undex Mational Interest (Enabling Powers Act
(CAP. 365). Whenever the Government receives aestqior cooperation to take appropriate
measures under the UN Security Council Resolut®n3lthe Attorney General may, with the
concurrence of the Prime Minister authorize thenglof the said measures by the competent
authorities subject to such conditions as may beeahbetween the authorities and the Attorney
General with the concurrence of the Prime Ministéalta implements concurrently both, the UN
and the EU system of listings, exercising utmogtlance. The UN Resolution listings and the EU
Regulation listings are coordinated by the MinistfyForeign Affairs and sent to all Ministries
and entities concerned. The Sanctions MonitoringrBas also copied with all updates. There is
an established administrative practice and proeedar all the other requests for listing and
delisting.

With regard to Resolution 1373 (2001), the obligatio freeze the assets of terrorists and terrorist
entities in the European Union is through Coundinon Positions 2001/930/CFSP (Common
Foreign and Security Policy) and 2001/931/CFSP. fEselting European Union Regulation is
Council Regulation 2580/2001. It requires the fregzof all funds and economic resources
belonging to persons listed in the Regulations taredprohibiting or making available of funds
and economic resources for the benefit of thoseoperor entities. The authority for designating
persons or entities lies with the Council of thedpean Union. Any member State or any third
Party State can propose names for the list. Then€llpwn a proposal from the Clearing House,
establishes, amends and reviews the list. Theadist applies to the freezing of funds or other
assets, does not include persons, groups, andesrtitiving their roots, main activities and
objectives within the European Union (European Wniternals). European Union internals are
still listed in an Annex to the Common Position 2B1/CFSP, where they are marked with an
asterisk, showing that they are not covered byftbezing measures but only by an increased
police and judicial co-operation by the member&talNational legislation is required to deal with
European Union internals.

Under the National Interest (Enabling Powers) Adglta still retains its capacity to announce
such decisions in cases where the (European) dobasi not acted and made subject to a
common position or single action, or where intdorat! sanctions are directed against European
Union internals. Thus, the Clearing House problenrdlation to European internals need not
necessarily be an issue in Malta as Malta couldeunts own existing legislation require the
freezing of funds not covered by the European Unaynin response to other requests by third
States for freezing terrorist funds. The Maltesthatities advised the evaluators that separate
regulations pursuant to 1373 had been made sin@g&an Union accession.

As understood by the examiners the Maltese autb®iio not examine and give effect to actions
initiated under the mechanisms of other jurisditid under 1373 ], but would respond to
requests for mutual legal assistance to freezasagée¢errorists in the same way that they would
respond to a mutual legal assistance request &zdrassets in Malta of an offender being
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proceeded against for criminal proceedings in tbadntries. No such case has arisen so far. The
Maltese authorities would give effect to lettersrefjuest in the case of criminal proceedings
being taken in a third country and on the basiswdstigations upon a reasonable suspicion.

Generally

Regarding Criteria 1.4, measures to freeze asgatier the United Nations Resolutions must
apply to funds or other assets owned or controdtedlly or jointly, directly or indirectly by the
persons concerned etc., and to funds or othersaggeived or generatefilom funds or other
assets owned or controlled by such persons. TheEiwopean Regulations make no mention of
the elements underlined. Therefore the definitiohserrorist funds and other assets subject to
freezing and confiscation contained in the regoteti do not cover the full extent of the
definitions given by the Security Council (or FATF)in particular the notion of controf the
funds does not feature in Regulation 881 / 200zairticular, the European Union Regulations
implementing S /RES/1267(1999) simply direct theehing of all funds and economic resources
belonging to, or owned or held by, a natural oalggerson, group or entity designated on the list
[ Article 2 (1) ]. However, it is prohibited to makKunds available directly or indirectly to or for
the benefit of a natural or legal person, or graugentity designated on the list [Article 2 (2)].

The Evaluators considered that the Maltese defimitif terrorist property is sufficiently broad to
cover the full notion of assets under the contfdisted persons as set out in the UN Resolutions.
For these purposes, Maltese Law defines terronigiguty as (a) money or other property which is
likely to be used for the purposes of terrorisntjuding any resources of a terrorist group, (b)
proceeds of the commission of acts of terrorisnd &) proceeds of acts carried out for the
purposes of terrorism. The same article providaes (@) a reference to proceeds of an act includes
a reference to any property which wholly or partyd directly or indirectly, represents the
proceeds of the act (including payments or othemrds in connection with its commission), and
(b) the reference to a group’s resources includegesence to any money or other property which
is applied or made available, or is to be appliednade available, for use by the group. The
Maltese authorities once alerted of any matchesaneld that they would rely on the definition of
terrorist property in Article 328 of the Criminab@e in seeking, as relevant, either an attachment
order or a freezing order.

Turning to Criteria 111.5 and I11.6 requiring courgs to have effective systems for communicating
actions taken under the freezing mechanisms tditlaacial sector and/or the general public
immediately, the system appears incomplete. Pulditaon the MFSA website and in the
Government Gazette of names, followed by circuratiy the MFSA of relevant information to
the financial institutions was described to theleatrs. It was unclear whether there was any
communication by the authorities direct with orabFBP, or to other persons and the public at
large, on their obligations in this area.

The Maltese authorities indicated that the MFSAsides placing on its website for the attention
of all financial institutions, all information onNJ/ EU measures, sanctions, and lists related to
terrorism, also sends circulars to financial ingiitns and provides the necessary guidance on
their duties, including the duty to report funddobging to targeted persons. There were no
Guidance Notes issued to the DNFBP or to otheropsrsand the public at large on their
obligations in this area. Systems of communicatiorthe DNFBP were not in place.

Criteria 111.7 requires countries to have in plagféective and publicly known procedures for
unfreezing (in the case of mistakes and namesakeshnal de-listing procedures exist under the
European Union mechanisms, both in relation to $ufrdzen under S/RES/1267 (1999) and
S/RES/1373 (2001). For 1267 (European Commissiom) R81/002 provides that the

Commission may amend the list of persons on this lods determination by the United Nations
Security Council or the Sanctions Committee (Aetig). For 1373 (EC) N 2580 / 2001 provides
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that the competent authorities of each member &taiegrant specific authorisations to unfreeze
funds after consultations with other member Stated the Commission (Article 6). In practice,
therefore a person wishing to have funds unfromedalta would have to take the matter up with
the Maltese competent authorities (the Prime Mémjsivho, if satisfied, would take the case up
with the Commission and / or the United Nations.9\oh cases have occurred as there have been
no freezing orders. The same procedure should appgdgrsons or entities inadvertently affected
by freezing upon verification that the person is maesignated person. However such procedures
are not clearly articulated and publicly known iralkd. It is important that the authorities
establish the procedures which need to be folloimethese situations. The Maltese authorities
indicated that they considered that the delistirec@dures are publicly known and are the same
as the listing procedures (i.e. by regulations). tAis is an academic issue at present, it is
understandable that procedures may not be clestdpleshed.

Turning to Criteria 1.9, there are no specificopisions in EC No. 881/2002 for authorising
access to funds frozen in accordance with S/RES{P®9). As no funds under 1267 have been
frozen as being related to Osama Bin Laden or mesvdfeAl-Qaeda or the Taliban or associated
individuals or entities, there has been no neecbtsider how release could be effected in line
with S / RES / 1452 (2002). It is none-the-lessdntgnt that the Maltese authorities advise the
financial sector and DNFBP and other members oftligic of the necessary procedures in this
type of case.

There is a specific procedure in EC No. 2580/20f61plementing S/RES 1373) for release of
basic expenses and related costs and applicatish lmumade to the competent authority of the
member State in whose territory the funds have BeEen (Article 5). For the reasons already
explained, no application for access to funds lgstmade. Again the procedures for such cases
should be given wider currency so they are publictpwn. Persons dissatisfied with actions
taken to freeze their assets or funds can alsy applomestic courts for review.

Freezing, seizing and confiscating in other circiamses

If a person is being prosecuted for terrorist foiag, the Maltese authorities indicated that they
would follow the provisions described earlier irspect of freezing, seizing and confiscating.
Attachment orders would apply during the investigastage, with all the attendant difficulties of
the 30 day period before extension on the basiwewf evidence. On arraignment freezing orders
could be obtained. So far as confiscation / fanfeitis concerned, given that terrorist funds may
be from a lawful origin, it is insufficient thateéhe is in place a system to confiscate “proceeds” a
the term is defined in Maltese Law. If the fundsrevaot proceeds, then the Maltese authorities
indicated that they would rely on Article 23 (1) @@ich requires forfeiture of theorpus delictj

or the instruments used or intended to be usekdeicdmmission of any crime. For the forfeiture
of funds from a legal entity, there would still dei#st to be a prior conviction of a natural parso
as forfeiture from legal entities require the cation of a natural person. Assets in possession of
a terrorist and terrorist organisations in a crimhjprosecution for terrorism can also be forfeited.

A bona fidethird party has available civil remedies includitigpse for damages if he feels
aggrieved by any measure taken.

Monitoring

Maltese authorities indicated that there is a meisha for sanctioning breaches of the relevant
legislation in Maltese legislation. It has neveembeaised. The examiners were advised that the
Sanctions Monitoring Board monitor compliance wittle relevant legislation which provides for
criminal sanctions in cases of breach. The examimeare advised, as noted earlier, that the
MFSA incorporates control of SR.IIl issues in swyisonN.
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Additional elements

Turning to the issues covered in the Best Practegser, it was too early for these issues to have
been seriously addressed at the time of the onAsitie There were, as noted earlier, plans for a
coordinating Committee to look at issues of implatadon and monitoring. Consolidated lists in
user friendly form are not provided and contactpand support mechanisms are not in place.
There has been no real outreach beyond the bankésassue, and implementation by other parts
of the financial sector and DNFBP is uncertain-f#fications etc. have not been considered.

2.4.2 Recommendations and comments

Implementation of SR.IIl appears to be formallypiace, and Malta has basic legal provision for
implementing action against European Union internaider domestic procedures though it is
unclear whether they have done so. There is aisaimg mechanism for breaches of Regulations
issued under SRU.III.

The two European Union Regulations (881 / 2002 2580 / 2001), which are now directly
applicable in Malta, have definitions of terrorisinds and other assets subject to freezing
and confiscation which do not fully cover the coetpl extent of the definitions given by the
United Nations Security Council and the FATF, esgbc regarding the notion of control of
funds in 881 / 2002.

Specifically the authorities need to give the nimradficial institutions, DNFBP and the general
public guidance as to the obligations under thesgigions. The mechanisms for unfreezing and
for dealing with basic living expenses, which exigthin the European Union framework, need
explanation. One body, perhaps the Ministry of Rowor the MFSA, should have overall

responsibility for providing support and guidanodthiose that have to implement the obligations.
It would also assist if there was a reporting ddtlign to the Ministry of Finance in respect of

listed clients of financial institutions other thiaanks.

In the absence of jurisprudence, it is difficultagsess whether freezing orders can be sustained or
maintained for any length of time in the absencermhinal proceedings against the person whose
assets are frozen. While the Best Practices Pap¢eroplates the adoption of judicial, as well as
executive or administrative procedures for freezingds under the UNSCRs, the Maltese
authorities may wish to consider, as they devehgse procedures and in the light of experience
with the court based system, the merits of a mereeal administrative procedure for handling
SRL.III in its entirety, subject to proper safeguai@specially with regard tbona fide third
parties).

2.4.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR Largely ¢ Unclear whether Maltese authorities have taken dtimection on
compliant behalf of other jurisdictions.

¢ They need to develop guidance and communicatiorhameems with
the non-financial sector and DNFBP.

¢ A clear and publicly known procedure for de-listingd unfreezing
needs to be developed.
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The Financial Intelligence Unit and its functions R.26, 30 and 32)

251 Description and analysis

Recommendation 26

The Financial Intelligence Analyses Unit (FIAU) wastablished by Act XXXI of 2001 which
amended the Prevention of Money Laundering Act (RMLChapter 373 of the Laws of Malta
and in October 2002 through the publication of lLédetice No: 297 of 2002 the FIAU became
fully operational. The FIAU is an agency under Mmmistry of Finance for budgetary purposes
but the law recognises the Unit’s independence filoenMinistry in its operations. The Maltese
financial intelligence unit (the FIAU) has an imfont central role in the anti-money laundering
and anti-terrorist financing system in Malta.

The FIAU is composed of the Board of Governors #redDirector. Financial analysts and other
staff support the Director in carrying out the @giems and activities of the Unit as established by
the PMLA. A Police official is detailed to act asliaison officer with the Unit. The PMLA
provides for a maximum of six members of the Boandy of whom are appointed as Chairman
and Deputy Chairman respectively. In accordancé wie provisions of the PMLA, the current
four members of the Board have been nominated &yAttorney General’s Office, the Central
Bank of Malta, the Malta Financial Services Auttyrand the Malta Police respectively. The
Chairman of the Board of Governors currently is Atorney General of Malta. The Board of
Governors discharge their duties on the basiseaf twn judgment and, by law, they are not in
any way subject to the direction or control of guthority which nominated them. The permanent
staff of the FIU is appointed by the Board, throagbelection process following a public call for
applications.

The permanent staff of the FIAU, at the time of gmesite visit, consisted of the Director, two
analysts and one support staff.

The FIAU is the national centre for receiving, atibn (collecting), processing, analysing and
disseminating disclosures of suspicious transacteports with a view to combating money
laundering and funding of terrorism. Suspiciousisections are being sent to it by the subject
persons which fall under Prevention of Money Lauimde Regulations (PMLR) and which
include financial and non-financial institutionsdaentities such as real estate agents, dealers of
precious stones and metals or works of art as agelprofessionals such as auditors, external
accountants, tax advisers, lawyers, notaries atepigndent legal professionals.

The FIAU is also tasked with ensuring compliancéhviie law by subject persons and with co-
operating with their supervisory authorities. Moreothe FIAU has the authority to order the
postponement of the execution of suspicious traimsecfor twenty four hours. This power has
been used twice since its establishment and the @inthe onsite visit. Under Articles 16, 30 and
30A of the PMLA, the FIAU also has very comprehgagpowers to demand information from
individuals, legal persons and other authorities @mtities.

In 2003 the FIAU and the Malta Financial Serviceghbrity have reviewed the various Guidance
Notes and issued Guidance Notes for Credit andnEiakInstitutions, Insurance Brokers and
sub-agents, Investment Services and Stockbrokeresel Guidance Notes provide financial
institutions with guidance regarding the mannerepiorting, and which include the specification
of the reporting forms and the procedures to bviad when reporting. All these Guidance
Notes, together with the suspicious transactiontepy form (for banks), are also published on
the FIAU public website. In accordance with theyisimns of Regulation 14 of the PMLR, the
FIAU is in the process of revising, updating andsmlidating the present Guidance Notes in the
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light of the extensive changes brought about iremecyears through the amended FATF
Recommendations and the EU Directives as transfimsiad transposed in the domestic
legislation.

According to the PMLA, Chapter 373 Article 16 (X)) (the FIAU has the responsibility for
issuing guidelines relevant to the prevention aetéation of money laundering or funding of
terrorism offences. However, at the time of thelest@on there were no guidelines issued by the
FIAU for DNFBP. Moreover, there were no reportingrmhs for other entities except banks
published on the FIAU website. However, the Maltagthorities indicated that the FIAU through
the joint committee had advised the non-financialmbers (DNFBP) of the committee to adopt
the current guidance notes and to use the samederia used for financial institutions to file
STRs as appropriate to their activity. Indeed ST&=ived from the non-financial sector have
been filed on this template, adapted accordingly.

During the on-site visit the evaluators were infedmthat Guidance Notes for lawyers and
accountants were under preparation and GuidancesNat all other DNFBPs were being drafted.

The FIU has access, on a timely basis, to all egievfinancial, administrative and law
enforcement information that it requires to properhdertake its functions, including the analysis
of STRs. Specifically, it has direct access to Register of Companies database in relation to
information regarding companies registered in Makdicle 24 of the Prevention of Money
Laundering Act provides for a police liaison offid® enable the Unit to gain access to police
information and intelligence. On the basis of Adi80(1) of the Prevention of Money Laundering
Act, Chapter 373, in connection with a suspect ohay laundering or funding of terrorism, the
FIAU can demand information, on a timely basis frima following if the FIAU has reason to
believe that any of these is or could be in possessf information that is valid or could
contribute to the work of the FIAU: Law Enforcemefgencies (incl. Tax authorities); any
subject person; any Government Ministry, departimegency or other public authority; any other
person, physical or legal or any supervisory adjor

Articles 30(1)(2) and 30A(1)(2) of the Preventioh Money Laundering Act, Chapter 373
empower the FIAU to demand information from repagtparties (subject persons) directly. When
additional information is required, information calso be demanded from any other entity which
in the opinion of the FIAU possesses informatioriclwhis relevant to its functions. There appear
to be no sanctions provided for failure to resptmé@n FIAU demand but, apparently, this has
never happened so far. Moreover, evaluators wdtk ttat a draft of secondary legislation
introducing the possibility of administrative sdoots for abovementioned cases was under
preparation at the time of the viéit

Article 31(1)(2)(3)(4) of the Prevention of Monewuindering Act, Chapter 373, authorise the
FIAU to disseminate financial information to the IkaPolice for their investigation if, following
the analysis of a suspicious transaction reportarttie information in its possession relevant to
the report, it is of the opinion that a reasonahlspicion of money laundering or of funding of
terrorism arises.

The FIAU is an independent and autonomous Unitfirm® any undue influence or interference.
As noted, according to the Prevention of Money ldmimg Act, Chapter 373, the Unit consists
of a Board and a Director. The Board shall be resjite for the policy to be adopted by the Unit
and to be executed and pursued by the Directort@rahsure that the Director carries out the
policies adopted accordingly. As noted, the membétse Board shall discharge their duties on
the basis of their own individual judgments andythee not subject to the direction or control of
any other person or authority.

24 These sanctions have been now introduced by nea@mendments to the PMLR in February 2006.
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All information held by the FIAU is securely proted and disseminated according to law. Article
34(1)(a)(b)(c), (2), (3)(@)(b)(c), (4)(a)(b)(c) tife Prevention of Money Laundering Act, Chapter
373 specifies confidentiality binding the Unit, @fficers and agents, whether still in the Unit or
not, and also lays down procedures, circumstancaad conditions of when
information/documents can be disclosed to a competathority in Malta or outside Malta.
Further to the above article 31(1),(2), (3), (4)tbé Prevention of Money Laundering Act,
Chapter 373 specifies/determines when the FIAU tansmit information and copies of
documents to the Police for investigations. Furtiee, the Unit's staff and its Board of
Governors are subject to the provisions of the dasibnal Secrecy Act, Cap 377. Also, the
physical security requirements for FIAU premisepesy to be met. At the time of the on-site
visit, the FIAU was situated in a dedicated, detacbffice building, and other persons had no
free access to it. Also, the FIAU database andrédtheomponents are properly secured.

The FIAU every year releases its Annual Reportwéd as information on the operations of the
Unit, the report contains such statistics, trenut$ typologies as may be available. The report is
also presented to the Parliament. Furthermore, R&U has a public internet website
www.fiumalta.orgwhere the information about FIAU as well AnnualpBds are available.

The FIAU has been a member of Egmont since Jur@g aAd is connected to the Egmont Secure
Web. When exchanging information with its foreigounterparts (foreign FIU's) the FIAU
follows the Egmont Principles for Information Exclgg between Financial Intelligence Units for
Money Laundering cases.

Article 16(k) of the Prevention of Money LaunderiAgt Chapter 373 empowers the FIAU to
exchange information with any foreign body, auttyowr agency which it considers to have
functions equivalent or analogous to its own fumtsi and with any supervisory authority in
Malta or outside Malta subject to conditions anstrietions as it may determine, including prior
conclusion, if it is deemed necessary, of any mamdum of understanding or agreement, to
regulate any such exchange of information. AlthotihghFIAU can exchange information without
having an MoU in place, it has signed four MoUsI@&en, Latvia, Cyprus, Monaco). The FIAU
is in the process of entering into MOUs with otleeuntries (to date the FIAU the FIAU has
received 12 requests).

As noted above, the FIAU is composed of the BoafdGavernors and the Director.
The permanent staff of the FIAU consists, in additto the Director, of two analysts and one
support staff member. Also, a Police official idadked to act as a liaison officer with the Unit.
The current structure of the FIAU is adequate tbl fits responsibilities in the analysis of STRs.
However, the PMLA imposes upon the FIAU the respmlity to ensure compliance by subject
persons with the provisions of the Regulationsthis regard, during 2004 the FIAU has taken
measures to strengthen its compliance monitoring. rdhus the FIAU has continued to
strengthen and implement its co-operation agreesneith other regulatory authorities which, in
terms of the provisions of the PMLA, are obligedaitt as its agents for ensuring compliance.
An agreement with the Financial Supervision Auttyodn compliance reporting and executing
on-site inspections had been signed and an agréemi#nthe Gaming Authority was being
prepared at the time of the on-site visit. Consgiolithe extensive work that ensuring compliance
entails, particularly in the field of new subjedarpons outside the financial sector (mainly the
legal and accounting professions, real estate #rets), the FIAU embarked on a process of off-
site monitoring through the use of compliance sysvand questionnaires. Although the Unit
intends to intensify its compliance monitoring mcluding on-site compliance visits, over all
those sectors that have been added to the antiynianedering regime and which fall within its
direct responsibility for compliance monitoringjshnas not taken place due to the lack of staff
and financial resources. Additionally, the FIAU doeot have any modern analysis software
(Analyst Notebook, i2 etc). In this regard, althbube structure and technical resources of FIAU
seem to be adequate, the FIAU does not seem taldspiately staffed and funded in order to
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effectively perform all its functions. The Malte§¢AU is involved in the ongoing discussions
within the EU regarding the future of the FIU-NEToject. Malta has in principle agreed to be
connected to this system.

The staff of the FIAU are of high integrity and apgpriately skilled. Article 23 of the Prevention
of Money Laundering Act, Chapter 373 lays down thatDirector and other officers and staff of
the Unit shall be appointed or recruited by theroan such terms and conditions and in such
numbers as the Board may determine. With regaobndidentiality Articles 24, 33 and 34 of the
same Act lay down that :

i.  The Police liaison officer detailed to act as baifficer with the Unit shall be bound
to keep secret and confidential any informationclvhinay come to his knowledge as a
result of his duties and shall not disclose sudhrination to any person other than
those members of the Unit except in circumstancesgecified by the Act or
specifically and expressly required to do so uitidermprovision of any law.

ii. Any official or employee of the Unit who, in anyraimstance other than those
provided for in Article 24(2) of the act, disclosesany information concerning any
investigations being conducted by the Unit, on oction can be fined up to Lm50,000
fine, or to five years imprisonment or to both sticked and imprisonment.

The Unit, its officers, employees and agents, wérestill in the service of the Unit or not, shall

not disclose any information relating to the aaif the Unit or of any other person, physical or
legal, which they have acquired in the performamfetheir duties except under those

circumstances or instances allowed in the Act ecigigally and expressly required to do so under
the provision of any law.

The examiners were advised that all members otthiereceive adequate and relevant training
for combating money laundering and terrorist finagclt has to also be pointed out that some of
the members of the Unit have had training in comigahoney laundering and terrorist financing
in their previous jobs (in credit institutions or the Police.) Nevertheless the Unit needs some
additional training, especially in relation witls kompliance supervision role.

STR reporting to FIAU

The FIAU maintains comprehensive annual statistics the number of STRs received.
This includes also a breakdown of the type of faianinstitution or DNFBP or other business or
person filing the STR, also the number of STRs ya®al and disseminated. Nevertheless the
collected statistics do not include the breakdoWwmfmrmation received from law enforcement
authorities (Customs).
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Breakdown by Subject Persons filing Suspicious 3aation
Reports
Oct 02—-Dec 03 2004 Jan-Sept 2005
Report| Case| Report| Case| Report Cases
S S S S S

Credit |\ g5 | 48| 33 | 30| 20| 28
Institutions:
Non-
Banking 4 4 8 8 | 10 4
Financial
Institutions:
Investmgnt 5 4 2 > i )
Services:
Insurances: 2 2 - - 9 9
Regulatory
Authorities: 10 10 1 1 ! !
P.rofessmnal 5 1 1 1 i i
s:
Nominees
& Trustees 1 1 i i ! 1
Casinos: - - 1 1 - -

Total: 86 68 46 43 56 49

346. All reports received were analysed by the FIAU. H&U maintains statistics concerning STRs
which were referred to the Police for investigasiolVhenever the Police charge any person/s
with money laundering or for any other offence whamnanated from any report referred to them
by the FIAU, the latter is informed.

Oct 02-Dec 03 2004 Jan-Sept 2005
Reports| Cases Reporls Cages Reports Clases
Not Related ta 4 4 i i i i
Money Laundering:
Referred to Police
for their 17 13 23 20 10 10
Investigation:
Inconclusive 30 25 33 26 24 22
Information:
Ongoing analyses: 35 28 25 25 47 42
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2.5.2 Recommendations and comments

347. Separate criminal offences of terrorist financingrevintroduced in June 2005. At the same time
the Prevention of Money Laundering Act was amenidedxtend its scope to the financing of
terrorism, giving the FIAU the responsibility fazaeiving STRs on funding of terrorism.

348. Guidance notes on the reporting form have beenigedvto the financial institutions by the FIAU
in conjunction with the MFSA and published on th&W website. This complies with the
essence of criterion 26.2, at least as far asittamdial institutions are concerned. As far as the
DNFBP are concerned, they have been directed tptddathese guidance notes and use the
relevant reporting forms for their STRs. Formal dfie guidance on the reporting form for
DNFBP should be issued by the FIAU.

349. Comment is made at 3.7 on the extent and spreadspicious transaction reporting. The number
of cases which have been passed to the policeeblyltkl is broadly acceptable.

350. The Unit has a wide range of responsibilities lmaiubes on its analytical function. The Unit has
started to provide some training to the industtye Examiners encourage the Unit to do more of
this, both in a formal and informal way. The prarsof training is an area where the Unit can
help the industry to gain a better understandinigsofisks. In addition, the Unit should carry out
(as it plans to do) more on-site compliance moirigprin order for the Unit to carry out its
functions fully it needs additional staff and ITsoeirces.

351. The FIAU has sufficient legal powers. It can acaedsvant information from subject persons but
it does not have any power to impose sanctions wifenmation is not provided. This does not
appear, so far, to have had an impact on the Usffectiveness. The Maltese authorities are
encouraged to implement measures that allow thé tdrimpose sanctions for non-compliance
with its requests for informatién

352. With regard to the ® EU AML Directive, the Unit has the power to preven transaction
proceeding for 24 hours and this power has beed ase2 occasions. The Maltese authorities
may wish to consider whether the 24 hour periatEsquate.

2.5.3 Compliance with Recommendations 26

Rating Summary of factors relevant to s.2.5 underlyingralfeating
R.26 | Compliant

% Amendments introduced in February 2006 enableFi#¢J to impose sanctions when information is not
provided.
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2.6 Law enforcement, prosecution and other competent dhorities — the
framework for the investigation and prosecution ofoffences, and for
confiscation and freezing (R.27, 28, 30, and 32)

2.6.1 Description and analysis

Recommendation 27

Prosecution and Judiciary

353. The Attorney General (AG) is the principal law offr and the legal adviser of the Republic. As
such he is also the Public Prosecutor in the soperiminal courts, although he also exercises
functions in connection with pre-trial investigaioand advises police on investigations they may
be conducting.

354. According to Article 91 of the Constitution, thetéiney General is appointed by the President
upon advice of the Prime Minister. He may not bmoeed from his office except by the
President, upon request of the House of Represesgatupported by a two-third majority of its
members, on the grounds of proven inability to @enf his functions or proved misbehaviour.
The AG is assisted by a Deputy and his Office, Wiias recently been designated an Agency, is
composed of twelve lawyers, including three legabcprators. The AG encourages the
participation of lawyers in seminars and interraidora. The Office's budget is negotiated with
the Minister for Justice. The AG is free to decldaw to handle cases and is not subject to
directives or policy guidelines laid down by theriiditer of Justice or any other authority.

355. The Attorney General is also the central judiciatharity under international co-operation
treaties. As part of the Office of the Attorney @mal, all legal officers appear to enjoy
independence from external influences in the egera@f their functions. The International
Co-operation in Criminal Matters Unit, which dealgith money laundering cases and
international co-operation, has been assigned antatvyer to deal with the increasing workload,
and further strengthening of the unit is envisaggon recruitment of further personnel within the
Office.

356. The DDO, the PMLA and the CC vest the Attorney Gehwith powers to request interim and
confiscation measures. As noted, the interim measare: the Investigation Order (which enables
access to material which is likely to be of subgshivalue to the investigation), the Attachment
Order (a measure the ultimate goal of which isfteezing or seizure of proceeds of crime in the
investigative phase) and the Freezing Order (hathegeffect of freezing all the property of the
accused pending trial and until final judgméfiffhese measures are ordered by the Court upon
application of the Attorney General or upon requmsthe Police during the Inquiry stage of a
Court case (concerning the freezing of assets).

357. If the ‘investigation order’ or ‘attachment ordés’granted then it will prevail over any obligation
of confidentiality or professional secrecy and phevisions applicable to a domestic investigation
order or attachment order apply.

358. In general, where the Attorney General communicé&bea magistrate a request made by the
judicial prosecuting or administrative authorityafy place outside Malta for the examination of
any witness present in Malta, or for any investaggtsearch or/and seizure, the magistrate shall
examine on oath the said witness on the interroiggtdorwarded by the said authority or

The said measures apply with regard to offencestwtarry a sentence of imprisonment of more thgeat, hereafter referred
to as ‘relevant offences’. They are not applicablérading in influence (Article 121A CC) and acating offences (Article
121B of the CC), as these offences carry a sentfiogprisonment of three months to one year.
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otherwise, and shall take down the testimony intimgj or shall conduct the requested
investigation, or order the search or/and seizsreeguested, as the case may be. The order for
search or/fand seizure shall be executed by thed?olihe magistrate shall comply with the
formalities and procedures indicated in the requdsthe foreign authority unless these are
contrary to the public policy or the internal pebiw of Malta.

The Attorney General's Office has assigned moneyndaring cases, organised crime and
international co-operation in criminal matters tarat which provides for specialisation in these

fields. The Unit is made up of a Senior Counsethi Republic and a lawyer. Both are also

involved in the European Judicial Network as congamnt and substitute respectively. The Unit

is also responsible for receiving, transmitting gmdcessing European Arrests Warrants. Under
the major judicial co-operation conventions, theoAtey General is the designated central
judicial authority. To date no cases of financirfgterrorism have been encountered, although
letters of request and an extradition requestingldb terrorism acts and funding, were dealt with

by this Unit.

Police

It was explained to the team that criminal procegsliare always instituted by the Police,
regardless of whether the case is to be tried gireummary proceedings, i.e. before the Court of
magistrates or indicted before the Criminal Codihere is no obligation for the Police to
prosecute every criminal offence. In this sense,Maltese system is, in principle, discretionary.
If the Police decide not to institute criminal peedings and the case involves a serious criminal
offence (as opposed to a misdemeanour), the péi@ang reported or complained to the Police
is entitled to apply to the Court of Magistratdsafter a hearing, the Court considers that tiere

a prima facie case, it will order the CommissiookPolice to prosecute. The Maltese criminal
procedure distinguishes between offences liablpetmniary punishments or to punishments of
less than six months’ imprisonment and offencebldido the punishment of imprisonment
exceeding six months. With respect to the formés for the Police to investigate and institute
criminal proceedings before the Court of magistatehe latter, after summarily hearing the
evidence, will deliver its judgement. Only the marsentenced and AG, upon the request of the
Police, may appeal. The grounds of appeal are dianidn points of law. If the offence is
punishable with more than six months imprisonmtré, Police will investigate, but may ask the
magistrate to hold a magisterial enquiry whenelrerd is evidence to preserve and secure.

The Malta Police has the Money Laundering tUniinvestigate Money Laundering crimes. The
Unit is made up of two Investigating Teams, eaelffesti with one inspector and two constables.
Money Laundering investigations are initiated by tMoney Laundering Unit following a
suspicious transaction report from the FIAU or frother sources, such as the general public, the
Attorney General or other police sources. Followitig initial investigations, where the
investigators see that there is a prima facia cdsaoney laundering, a request to the Attorney
General is made to analyse the request made byPdhiee for an investigation order. If the
Attorney General considers that there are sufftaigounds for this order to be issued, he files a
request in the Criminal Court before a Judge, whoreks and issues the investigation order
and/or the attachment order as the case may be.

The staff of the money laundering investigationt tnaive a general understanding of the evidence
required for a money laundering case but they wdnadefit from training in modern financial
investigative techniques. Such training should éase the number of money laundering
investigations generated by the police indepengenitithe STR regime. An increase in the
resources of this Unit should be considered in otolgenerate more money laundering cases in
the courts, which now should be a high priority Ktalta.

82



363.

364.

365.

366.

367.

368.

This attachment order is valid for thirty days acah be extended for a further thirty days on

presentation of new evidence. The Investigatioreotths no time limit. Information at sources

considered to be of a confidential nature, suchaaks, nominee services, fiduciary services and
accountants is not readily available to the Poiinestigator and can only be obtained on the
basis of an investigation order. There have beeim&stigation orders requested and none were
refused.

When cases are successfully concluded, the inatistggofficers arraign the suspects in court and
prosecute them during the pre trial (compilationesfdence) stages of the case. During the
arraignment, the court is requested to appoinndagendent legal expert to draw up a list of all
the assets held by the suspect and at times, gvemelmbers of his family and present it to the
court. The prosecution would also request the Cauotrder the freezing of the suspect/s’ assets.
This freezing order is then valid for the whole ation of the Court proceedings. The evaluators
were told that asset forfeiture is to be a stangandedure.

With regard to Criterion 27.2, the Maltese authesiadvised that the PMLA renders applicable to
money laundering investigations under the Act,cltBOB of the Dangerous Drug Ordinance,
which provides for controlled deliveries of dru@$ie use of controlled delivery was restricted to
drugs but the Maltese authorities indicated thit fad now been extended to include cash and
other assets. Presumably the ability to condudtrotied delivery allows competent authorities to
waive the arrest of suspected persons and/or tlzareeof money for these purposes. It was
explained that arrest is a discretionary exercisBadice powers in Malta, and that Maltese law
does not oblige and dictate how (or when) an asbeuld be made where evidence has been
obtained. The Maltese authorities consider that gihves the Police a wide latitude in exercising
the power to postpone or waive an arrest. Thoughnmmediately relevant to Criterion 27.2, the
Maltese authorities advised also that the most lyidsed interim measure designed to trace
assets and other property belonging to suspects/&r which suspects have some title, is, as
indicated earlier, the investigation order. Spedifiancial investigations — aiming at identifying,
tracing and freezing proceeds of crime or monitparsuspect’s property - may also be conducted
concurrently with the investigation into the pred& offence. Where appropriate, the
investigation may be referred to the Maltese Firaratelligence Unit (the FIAU), which may
suspend suspicious transactions, or to the crimimedstigations department or the anti-money
laundering unit of the Police.

Controlled delivery and purchase of drugs are pledifor under the ordinances and require the
prior consent of either the Attorney General's €dfior a magistrate. These techniques can be
used by the Police in money laundering investigetio

Additional elements

There are legislative tools that provide law endoment or prosecution authorities with diverse
special investigative techniques. There are gepeoaisions and specific provisions.

The general provisions are found in the Criminal€aoChapter 9 of the laws of Malta, and the
most general of all is Sec 346 which places thégatibn on the police to gather information,
preserve same and refer to the adjudicating awyhoks regards special techniques, these are
listed separately under section 435E (1) (2), amnds controlled deliveries, and under the
Security Services Act (Chapter 391) as regardplhelee tapping. Such other techniques as
surveillance (whether visual or recorded), undeecaperations using local Police Officers are
normal policing operations. In the case of undeecawperations using foreign Police officers
these are specifically dealt with under Sec 433)of the Criminal Code. They have not been
used in practice.

83



369.

370.

371.

372.

373.

374.

375.

Special techniques are permitted to be used instigagions regarding money laundering,

financing of terrorism and underlying predicateeoffes. The Maltese authorities indicated that
they had been used in particular criminal casebowit specifying which. As the law reads the

special investigative techniques allowed underGhieninal Code are allowed to be used for all

criminal offences. Those catered for under the BtycBervices Act are in respect of offences
categorised under Sec 2(3) and 3(3) of the said SSA

The Police can however keep a suspect or his pgroperder surveillance as long as his
fundamental rights and freedoms are not breachéis means that the police may effect
surveillance at a distance but not intrusive sllargie.

Serious cases involving money laundering are ugubk concerns of a Magisterial inquiry
wherein the Inquiring Magistrate has the power (asghlly exercises such power) to convene the
necessary experts to investigate the matter. Oqresecution is initiated the Court has also the
power to appoint experts to assist in the investiga seizure, freezing and confiscation of the
proceeds of crime. As noted earlier, no statishicsnon money laundering freezing orders and
confiscations were provided.

Co-operative investigations with appropriate corapetauthorities in other jurisdictions are
allowed in Malta and have been undertaken by thied>oonsulting as necessary the AG'’s office.
Permanent or temporary groups specialised in thvestigation, freezing and seizing and
confiscation of the proceeds of crime have not bsethup domestically for particular cases.
However, the evaluators were advised that the ®dtmm time to time consult with the MFSA,

the FIAU and the Central Bank of Malta on finan@apects of particular investigations.

With regard to the review of money laundering andricing of terrorism methods and techniques
and trends by law enforcement, the FIU and othempatent authorities, the Maltese authorities
advised that meetings are held on a regular badisei Joint Committee on Money Laundering.
Any issues related to money laundering or finan@hgerrorism are discussed in this forum by
the experts sitting on this Committee. This Conmeeitts made up of Delegates from the Law
Enforcement, FIAU, the Banking Sector including @entral Bank of Malta, Financial Services
Providers, the Chamber of Advocates, the ChambBblotdiries, Accountants and the Malta Stock
Exchange, the MFSA. This forum discusses any issuexplained above and also may propose
amendments to legislation concerning money laundeaind financing of terrorism. They can
discuss and propose policies and regulations toremfor improve any present practice. Since the
FIAU and the Money Laundering officers participatethis forum, they also discuss and inform
their staff of the discussions held during thesetings, subject to confidentiality.

Statistics

No statistics concerning the usage of special tigative powers and controlled deliveries in
money laundering investigations were provided todhaluators.

All STR’s received from the FIAU are being investigd by the Money Laundering Unit.
The following is a table of the reports received:
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376.

377.

378.

379.

380.

381.

STR’s ML related cases
2002 28 8
2003 11 6
2004 21 6
2005 1 2
TOTAL 61 22

Of the 29 persons that are being prosecuted, 1&hareesult of STR’s received from the FIAU.

None of those facing charges are linked to terr@dsivity. There have been two convictions to
date both resulting from FIAU reports although thase not for the act of money laundering ‘per
se’. A third case was concluded and awaiting seetan the time of evaluation.

Recommendation 28

Upon information that an offence carrying over gear imprisonment (i.e. “a relevant offence”
in terms of Article 23A of the CC, thus also indlugl FT) or a money laundering offence has
been committed, the Attorney General, may file ppliaation to the Criminal Court requesting
the production of material which is likely to befbstantial value to the investigation. This order
enables the police to override all confidential#tgd professional secrecy provisions (barring
privileged communications covered by lawyer-clieabfidentiality and that between the penitent
and his confessor). This is what distinguishes ittvestigation order from the search warrant
which the police can obtain from a Magistrate amdreise in terms of Article 355AH or the
powers police have in terms of Article 355P of @@ which allows the police to seize anything
on any premises if they have reasonable grountbslieve that it has been obtained as a result of
an offence or that it constitutes evidence in ratato an offence and that its seizure is necessary
to prevent it from being concealed, lost, damagé#dred or destroyed.

The Criminal Court will issue such orders if it coms with the AG that there is reasonable cause
to suspect the commission of a relevant offence that the material to which the application
applies is likely to be of substantial value to theestigation for the purpose of which the
application is made.

The persons on whom the order will be served mrsduyre or grant access to such material to
the person or persons indicated in the order (nibyragoolice officer); and the person or persons
so indicated shall, by virtue of the investigatander, have the power to enter any house, building
or other enclosure for the purpose of searchingdich material.

Any person who, having been ordered to produceramtgaccess to the indicated material shall,
without lawful excuse (the proof whereof shall die him) wilfully fail or refuse to comply with
such investigation order, or who shall wilfully digr or obstruct any search for such material,
shall be guilty of an offence and shall, on conwitt be liable to a finenjulta) not exceeding five
thousand liri or to imprisonment not exceeding teelmonths, or to both such fine and
imprisonment

In the course of any investigation of an offencaiagf Article 3 PMLA, the Executive Police may
request a magistrate to hear on oath any persorthwlycbelieve may have information regarding
such offence; and the magistrate shall forthwitartieat person on oath, and that magistrate shall
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for this purpose have the same powers as are bydated in the Court of Magistrates (Malta) or

the Court of Magistrates (Gozo) as a court of arahinquiry as well as the powers mentioned in

article 554 of the Criminal Code; provided thatishearing shall always take place behind closed
doors.

382. Article 4 (14) PMLA states explicitly that it shaibt be lawful for any court to issue a warrant of
prohibitory injunction to stop the execution ofiamestigation order.

383. Any statement taken in the course of a Magisténigiiry or in the compilation of evidence when
the court is acting as a Court of Criminal Inquipye-trial phase) or before any other Court, is an
integral part of the records of the proceedings dhnds serve as evidence against the
suspect/accused. Moreover statements taken by dhiee pare primarily to be used as an
investigative tool and may exceptionally be usedciiminal proceedings, when the witness
presents himself as a hostile witness, abscongasses away.

2.6.2 Recommendations and comments

Recommendation 27

384. There are 2 units of 3 Persons each within thecPdticonomic Crime Division dedicated to the
investigation of money laundering reports receifretn the FIAU and other money laundering
cases (and which would investigate terrorist fimagpas necessary). The numbers are, in the
evaluators’ view, too small to tackle the lengthyeastigations involving e.g. foreign predicate
offences which arise in this type of crime.

385. The Maltese authorities explained that they haveasmees in place that allow competent
authorities investigating money laundering casegpdstpone or waive the arrest of suspected
persons and/or the seizure of the money for thpqaer of identifying persons involved in such
activities or for evidence gathering. It was noteyl the Maltese authorities that controlled
delivery is permitted according to the Article 36Bthe Dangerous Drug Ordinance and that this
has also been implemented in practice and thisgoovalso covers money laundering because it
is made applicable to money laundering by Art 4ALAM

386.  So far as the additional elements are concerheds ppears to be an adequate legal base for use

of special investigative techniques in investigasiéor money laundering but these techniques are
still not widely used. As the evaluators in the @&t Round Evaluation recommended that a
wider use of special investigative techniques lgyRolice should be used in order to improve the
rate of successful money laundering investigatidnaas disappointing to see that the situation
has remained unchanged. Also, it is recommendéditbadolice should keep statistics on special
investigative techniques used in money launderimgl @ther major proceeds-generating
investigations.

387. The staff of the money laundering investigatiort imaive a general understanding of the evidence
required for a money laundering case but they wddefit from training in modern financial
investigative techniques. Either this unit (or dmotunit of certified financial investigators) wdul
assist the law enforcement effort in all major pexts-generating offences. In the last report,
Malta was encouraged to develop such specialisickrd. A more asset oriented approach by
law enforcement in the case of serious proceedsrgeng crimes has, as yet, not been
developed. Such training in modern financial inigegton techniques should increase the number
of money laundering investigations generated bypbkce independently of the STR regime.
A more asset oriented approach to investigatiomajor proceeds-generating predicate offences
is required and more Police generated money laimgleases need to be pursued.
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388.

389.

390.

391.

392.

393.

As to the review of trends and techniques and thgechination to staff of competent authorities
resulting information, the examiners noted that ttemds and other issues related to money
laundering and terrorist financing are periodicalhalysed and discussed at the meetings of The
Prevention of Money Laundering Joint Committee urile chairmanship of the FIAU. Equally it
was noted that the FIAU periodically publishesatsual report which also describes the money
laundering trends. Nevertheless it seemed that thias a lack of real strategic analysis of money
laundering and terrorist financing trends by thdideo Therefore, while the examiners are
satisfied that in general terms the trends of mdaegdering are disseminated to law enforcement
etc., the examiners consider still more could beedby the way of strategic analysis to focus
clearly on the immediate threats in the Malta syste

Recommendation 28

The competent authorities appear to have all necegsowers in order to investigate money
laundering, terrorist financing and other undeuyipredicate offences effectively. The MA

indicated that the powers specified in Recommenda®B were often used in investigations into
money laundering, terrorist financing and otherdprate offences. No statistics were provided to
the evaluators.

Recommendation 30

One part of the Recommendation 30 deals with ressurThe examiners consider that more
trained financial investigators are required eitimethe Money Laundering Investigation Unit or
separately for major enquiries. In any event, aneiase in the resources of the Money Laundering
Unit should be a priority. As indicated, the nuntbare inadequate for the lengthy and in depth
enquiries needed in many of these cases, partigwenere foreign predicate offences are
involved. An increase of properly trained staff this Unit should generate more money
laundering cases in the courts, which now should bigh priority for Malta.

The competent authorities (The Attorney General Blwhey Laundering Unit within Police)
clearly have proper operational independence, tftlaf high professional integrity. The staff of
the Money Laundering Unit has received some trgitiiath at domestic and international level.
There appeared, however, to be no special traioingducational programmes provided for
judges and courts concerning money laundering amndrist financing offences. It is important
that the Judges should be further sensitised tepnlaundering and confiscation issues.

The competent authorities (namely the Attorney @Gahenay also wish to consider whether more
guidance on money laundering investigations andgmations should be given in writing. A
Guidance Note which sets out the ways in whichdleenents of the offence may be capable of
proof in autonomous prosecutions would be, in tkanéners’ view, very timely. If widely
disseminated to law enforcement, more progreshisnssue might be achieved.

Recommendation 32 Statistics — investigations, prosecutions and adions
It is recommended that statistics be kept abouhtimeber of special investigative techniques used
in money laundering investigations. A requiremamtkeep and report statistics on the use of

investigation and attachment orders in proceedergéng cases generally might encourage a
greater use of these provisions by the competehbsities.
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2.6.3 Compliance with Recommendations 27 and 28
Rating Summary of factors relevant to s.2.6 underlyingralfeating
R.27 Largely * There is a reserve on the effectiveness of monegdeering investigation
compliant given that there are no convictions.
R.28 | Compliant
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2.7

2.7.

394.

395.

396.

397.

Cross Border Declaration or Disclosure (SR.1X)
1 Description and analysis
Special Recommendation 1X
In January 2005 the Minister responsible for firgnihrough Legal Notice 531 of December

2004, brought into force the Regulations on therpg of cash movements across the Maltese
borders through the External Transactions &ag 233, (‘ETA”). The Regulations were issued
in the form of secondary legislation under Legatib®463 of November 2004, based on the then
draft EU Regulation which has since been approwethé European Parliament on 8 June 2005.
The term ‘cash’ in the Reporting of Cash MovemeRegulations includes physical cash and
other monetary instruments as defined in the ETie ETA defines ‘monetary instruments’ as
including: cheques, drafts or travellers’ cheques, any anomgnor bearer certificates of a
financial or monetary nature which are convertilitdo cash, irrespective of the issuer, and in
particular, negotiable and other securities andtinments, whether denominated in Maltese lira
or foreign currency.

The Reporting of Cash Movements Regulations obdigg person entering or leaving Malta
carrying a sum equal to or in excess of Lm5,00@r@p EUR11,600) to declare that sum to the
Comptroller of Customs. Such declaration is madédilbgg the Declaration Form appearing in
the Schedule to the Regulations and forwarded &idins officials. Apart from the details of the
person crossing the border and making the dedaratine declaration requires also information
on the identity of the owner of the funds; a dggwhn of the funds, whether cash or monetary
instruments; the purpose of the intended use ofuithds and the route that the traveller will be
taking. The completion of the declaration formhee tequired circumstances is mandatory.

Regulation 3(1)(2)(3)(4)(5) of the Reporting of @aMovements Regulations 2004 (which
emanate from The External Transactions Act, Ch&88j lays down that:

Any person entering or leaving Malta and carryingsuam equivalent to Lm5000
(approximately €11.5K) or more in cash (tender ency notes or coins) and monetary
instruments shall be obliged to declare it to thstGms.

The obligation to declare any sum as indicated)ialfove shall not be fulfilled unless the
incoming/out going person has completed the forthleanded it to the Customs official.

Any person who make a false declaration or who aogdulfil the obligation to declare
shall be guilty of an offence and on convictionliable to a fine (multa) equivalent to
24% of the value represented by the cash carrigdinbany case in excess of Lm24000
(approx €55.5K)

Where any cash has not been declared, the Custmatisseize the undeclared cash in
excess of Lm5000 (approximately € 11.5K) or the vehamount if the cash is indivisible.

The Court shall, besides the punishment to whighay sentence the person convicted,
order the forfeiture of the undeclared cash in sxad Lm5000 (approximately €11.5K),
or the whole amount when the cash is indivisible.

Failure to declare cash or other monetary instrushyem making a false declaration upon entering
or before leaving Malta to the Customs will amotmta crime. The Customs Officials are
empowered by law to detain any person who has cttethnor is suspected of having breached
the Customs Ordinance or of any other law connéelleded to Customs duties within a Customs
area until the arrival of the Police, who are empm@d at law to obtain any further information
from the carrier.
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398.

399.

400.

401.

402.

403.

404.

405.

406.

407.

Should the police suspect money laundering or fistrbnancing they are empowered to stop and
retain currency etc to investigate the suspicionterms of regulation 3(4) of the Reporting of
Cash Movements Regulations, the Comptroller of @ustis empowered to seize the undeclared
cash in excess of Lm 5,000 or the whole amoufhigifdash is indivisible.

Since criminal investigations and prosecutions et are carried out by the Police, the Customs
inform the Police of any breaches of regulatiorsytlencounter. The Police would then arrest
suspects for investigations. The Police would imfothe duty Magistrate of the case and
commence investigations under the direction oMlagistrate.

In addition, regulation 3(5) empowers the Court daler the forfeiture in favour of the
Government of the undelivered cash in excess of,06tbor of the whole amount if the cash is
indivisible.

The Regulations require the Comptroller of Custdmsass to the CBM all the records of
declarations made under the Regulations on a wésadis. The CBM is then required to compile
and maintain a database of such declarations. nmsteof the provisions of the External
Transactions ActGap 233 all information held in the database shall be enadailable to the
appropriate authorities in the cases where theréatge declaration or where there is suspicion of
money laundering or terrorist financing activitidswas understood that false declaration are sent
directly to the Police. The FIAU, through a specifirovision in the Prevention of Money
Laundering Act, has a right to demand informati@idhin the database at any time it deems
appropriate for the purposes of fulfilling its resgibilities under the Act.

In terms of Article 30A of the Prevention of Monegundering Act Cap 373 the FIAU may
demand from any subject person, the police, anyemgorent ministry, department, agency or
other public authority, or any other person, phgisar legal, and from any supervisory authority,
any information it deems relevant and useful fa plurposes of fulfilling its functions under the
Act. By virtue of this provision, as already degdilunder IX.4 above, the FIAU can have access
to the information held on the database. In terinthese provisions the FIAU has entered into
arrangements with the CBM whereby the data coliebteCustoms and retained by the CBM on
a database is regularly made available to the FIAlthough today there is no obligation for the
FIAU to be notified of suspicions in cross-bordeansportation incidents, amendments to the
Regulations have been prepared to create suctatibhig.

For these last years the Customs Department has reeeiving requests for mutual assistance
and exchange of information to help in investigasicarried out by various European customs
organisations under the Brussels Convention forusluAssistance.

Since 1997 Mutual Administrative Assistance hasnbesquested under the CE Regulation
No0.515/97.

Even before joining the European Union, Malta wésllamember of MAR/YACHT INFO SUD.

It receives and exchanges information on seizunésteemodus operandin the contraband of
cigarettes, the illegal trafficking of drugs, presars, counterfeit goods and the movement of
suspect vessels and yachts.

Customs have taken part in various joint exeroiggish primarily promote joint targeting and the

exchange of information on goods discharged at @adsiting in our ports and airports.

Information is exchanged through AFIS Mail.

Customs receive alerts and exchange informatioh warious EU Customs Organisations such
as; OLAF, RILO WE, ZKA Koln, ODYSSUD, EUROPOL, Rénd CEN.
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408.

409.

410.

411.

412.

413.

414,

415.

416.

417.

418.

419.

One of the priorities is to increase personal adatéin Customs Intelligence Units to deal with
fast exchange of information when needed.

Pursuant to Regulation 3(3) of the Reporting ofiClel®vements Regulations, false declarations
or non-disclosures constitute an offence and aogesuto a fine equivalent to 25% of the value

represented but not exceeding Lm20,000 (Euro 4%, %0teclared cash is also subject to seizure
by Customs officials.

The Court shall, in terms of regulation 3(5), orttes forfeiture in favour of the Government of
the undeclared cash in excess of Lm5,000 (Euro50),6r of the whole amount if the cash is
indivisible.

If an investigation regarding a false declaratioweg rise to a suspicion, and subsequently a
conviction, of money laundering and terrorist fiognig committed by a body or association, a
person acting in the capacity of a director, managecretary or other similar officer shall be
personally liable for an offence being committedténms of article 3(2) of the Prevention of
Money Laundering Act@ap 373. Such person shall be liable to a fine of nos lggan Lm500
(Euro 1,200) and not more than Lm500,000 (Eurailon) in accordance with article 3(4).

The Customs Department is not obliged to file aport to the FIAUconcerning suspect terrorist
financing.

Forfeiture also applies to the transportation afency and other monetary instruments related to
money laundering and terrorist financing. Maltesgutations requiring the freezing of assets of
persons designated under UN resolutions applyial8os situation.

The cross border regulations do not apply to gepleicious metal or precious stones since
currently they are only applicable to the crossilbomovement of cash or monetary instruments.
However, there is nothing which precludes the Qustéuthorities from notifying the authorities
of the countries from which the items originated @or to which they are destined and to further
co-operate with them.

Additional elements

In accordance with Regulation 4 of the Reporting Gdsh Movements Regulations, the
Comptroller of Customs shall pass to the CBM onekly basis the records of the declarations
made under the said Regulations, which are compifeldmaintained in a database by the CBM.

This information is passed on to the FIAU on a fagbasis and is used for financial intelligence
purposes as part of the Unit's responsibilitieardlysing financial and other data.

Article 30A of the Prevention of Money LaunderingtACap 373 empowers the FIAU to have
access to the information contained in the said GBithbase.

According to Regulation 4 of the Reporting of Cadbvements Regulations, any information
exchanged between the CBM and the Comptroller aft@os shall be subject to the duty of
professional secrecy. Furthermore, the ETA itsedtnicts the use of such data to the appropriate
authorities only.Information obtained by the FIAU is subject to msdional secrecy — article
34(1)(a)(b)(c) of the Prevention of Money laundgrict, Chapter 373 refer.

Moreover, any personal data within the Declarattomm shall be processed in accordance with
the requirements of the Data Protection Azag 440).
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Recommendation 32

420. The Reporting of Cash Movements Regulations (LN d62004) came into force on 1 January
2005. Since then, the CBM has received declaratisnindicated in the table below:

Number of Lowest Highest Total Type of
Declarations | Amount Amount Instrument
Banknotes,
Import 116 Lm5,230 | Lm164,609 | Lm2,752,307 g?ﬁgr”es’
(arrivals) EUR12,183| EUR383,436| EUR6,411,151 monetary
instruments
Export Lm8,619 Lm35,417 Lm93,111
(departures) 6 EUR20,077| EUR82,499 | EUR216,890 | Banknotes
Banknotes,
Total cheques,
122 Lm2,845,418 other
EURG6,628,041
monetary
instruments
2.7.2 Recommendations and comments

421. The essential criteria of SR.IX are broadly mete Examiners noted that the Customs have no
investigative powers and it is assumed no geneldaepowers. Thus, if they formed a suspicion
of money laundering or terrorist financing (andréhevas no breach of the Cash Movements
Regulations) there are no clear powers to stopéhgon and restrain currency etc. until the Police
arrive. This issue should be addressed.

422. The Customs information available to the FIU isiiadt. There are no clear gateways between
Customs and the FIU. The cross border discloswesiailable to the FIU through the Central
Bank. The identities of persons making false dmates were passed to the FIU through the
Central Bank database. The Maltese authorities wisly to consider whether the Central Bank
gateway for the FIU to Customs data is adequateractice, and whether making Customs an
obliged entity under the AML Law would assist thalMse AML/CFT framework.

2.7.3 Compliance with Special Recommendation IX

Rating Summary of factors underlying rating

SR.IX Largely * No clear power to stop and restrain where suspscifnmoney launderin
compliant below the reporting threshold or in the case ofpmisns of terrorist
financing below the reporting threshold.

« Gateways to Customs information for the FIU neefdkexging.
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3 PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS

Generally

423. The Maltese Prevention of Money Laundering legistatis based on two tiers, namely the
Prevention of Money Laundering Act, 1994 (PMLA), ialih has been amended several times
since the first round evaluation. The PMLA is s@ppénted by the Prevention of Money
Laundering Regulations, 2003 (PML®&hich further elaborate the preventive obligatiansler
the Maltese anti-laundering regime. S12 of the PMip&cifically provides that the Minister may
make rules or regulations generally for the bettgrying out of the provisions of this Act and in
particular...provide for the regulation and contblbanks, credit and other financial institutions
to provideinter alia for procedures and systems for training, identificg record-keeping,
internal reporting, and reporting to supervisoryhatties for the prevention of other funding of
terrorism. They require subject persons to estabfisd to maintain specific systems and
procedures both for one-off transactions and fegoimg business relationships to guard against
their business and the financial system from balmgsed for the purpose of money laundering.

424,  Section 34(3) of the Banking Act 1994 and Sectib(B2 of the Financial Institutions Act 1994
provide that credit and financial institutions mag required to comply with any guidelingsat
may be issued by the Competent Authority in cagyont their obligations under the Prevention
of Money Laundering Regulations 1994. Any persom Wwreaches the Provisions of S.3(1) of the
Regulations (dealing with identification, recorcepeng, internal reporting and training) commits
a criminal offence carrying imprisonment up to 2ngeor a fine up to Lm 20,000, or both.

425. The Regulations are supported by more detailed &l Notes. There are Guidance Notes for
credit and financial institutions (issued by the $4Fin 2003), for money or value transfer service
operators, for insurance firms, investment firmd &mstees. These provide instructions on the
steps subject persons should take to comply wghRBagulations. Each set of Guidance Notes
covers the same topics but the amount of detaithsn Guidance Notes is not the same.
Consolidated Guidance Notes were being preparetheattime of the on-site visit and the
examiners anticipate that the implementation o$eheill reduce the risk of inconsistency across
the sectors. These 2003 Guidance Notes have notpeended since the on-site visit.

426. The 2003 Guidance Notes for credit and financistitations issued by the supervisory authorities
of the financial sector and the FIAU (Annex 4) tiuevide the third level in the hierarchy of anti
money laundering provisions in Malta. The Guidarndetes are issued under statutory
requirements by the MFSA in concurrence with thAUWlunder Art. 16 of the MFSA Act and
Regulation 14 of the PMLR. The fact that they wismied jointly by the FIAU and the MFSA
was minuted in 2003 by the Prevention of Money ldaimg Joint Committee. Non-compliance
or breach of the guidance notes is specificalljexiilio administrative sanctions under the MFSA
Act. They aim to enhance compliance with the obiayes under the PMLR in the financial sector.
The purpose of these Guidance Notes is “to evalttaeobligations of the subject persons
pursuant to the Regulations and to establish stdngeocedures of communication between
subject persons, the competent authorities, thé&JFAAd the Enforcement Authority”. Moreover,
a court shall, under A.3(3) of the PMLR, consideenh in determining whether a person is in
compliance in proceedings for an offence under B.8f the Regulations. Thus, the Guidance
Notes must be considered in legal proceedings utidelPMLR. In the examiners’ view the
Guidance Notes are “enforceable means”.

2" These Regulations were being revised at the tifiibeoon-site visit and revisions were brought ifdrce in
February 2006 by Legal Notice 199 of 2003, as amdndy Legal Notice 42 of 2006. The
implementation of the amended Regulations was tiare 2 months after the on-site visit.
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427. The Prevention of Money Laundering Regulations (Fifirst issued in 1994 and amended in
2003 are addressed to persons, whether naturagak (Regulation 2) who carry out eelevant
financial businessand ‘“relevant activity to introduce systems to prevent money laundering.
These persons are referred to as subject persons.

428. The Regulations identify four cases where the alilims of subject persons come in force:
negotiations with the applicant with a view to famg a business relationship, handling of a
suspicious transaction; handling of a single largasaction (minimum Lm 5,000 equivalent to
appr. 11.646 Euro); and handling of a large seriesnaller transactions.

429. “Relevant financial business” is defined by thgulation to include:

(a) any business of banking or any business @lectronic money institution, carried
on by a person or institution who is for the timeiny authorised, or required to be
authorised, under the provisions of the Banking Act

(b) any activity carried on by a person or isibn that is for the time being
authorised, or required to be authorised, undeptbgisions of the Financial Institutions
Act;

(c) life assurance business carried on by aopeos institution that is for the time
being authorised, or required to be authorised,eunlde provisions of the Insurance
Business Act or the Insurance Brokers and Otherdmdiaries Act;

(d) investment business carried on by a personstitution licensed, or required to be
licensed, under the provisions of the Investmenti€es Act;

(e) a collective investment scheme licensedreguired to be licensed, under the
provisions of the Investment Services Act;

(f) any activity carried on by a person pursuana valid stockbroker’s licence issued
under the provisions of the Investment Services Act

(g) any activity carried on by a person pursuant valid licence of a Recognised
Investment Exchange issued under the provisiotiseofFinancial Markets Act;

(h) any activity which is associated with a ibass falling within paragraphs)(to
9);
The definition of “relevant financial business” &g the whole of the definition of “financial
institution” in the Methodology.

430. “Relevant Activity” refers to DNFBPs. (see beneath)

431. For the purposes of the Regulation a supervisothicaily is considered to be that authority
responsible to monitor, verify or regulate the hess and records of a subject person.
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432.

433.

434.

435.

Customer Due Diligence and Record Keeping

Risk of money laundering / financing of terrorism:

The obligations under the PMLR, 2003 do not cutyeatidress a risk based approach. The issue
was to be addressed in the amended version ofdgal&ions. Some exemptions from customer
identification are provided for in Regulation 8.

Customer due diligence, including enhanced or redee measures (R.5 to R.8)

3.2.1 Description and analysis

Recommendation 5

Anonymous accounts and accounts in fictitious names

Criterion 5.1 of the Methodology is marked with asterisk. This means that it belongs to the
basic obligations that should be set out in a lanegulation. In this context, “Law or Regulation”
refers to primary and secondary legislation, suchaas, decrees, implementing regulations or
other similar requirements, issued or authorised abyegislative body, and which impose
mandatory requirements with sanctions for non-ceampk. Separate to laws or regulation are
“other enforceable means” like Recommendationgjajiries, instructions or other documents or
mechanisms that set out enforceable requiremeitts sanctions for non-compliance, and which
are issued by a competent authority (e.g. a fimdrstipervisory authority) or an SRO. In other
words: according to the Methodology, obligations@# in law or regulation as well as in other
means have to be enforceable. In addition, theolasegulation has to be issued or authorised by
a legislative body. For the purposes of this reportobligation marked with an asterisk in the
2004 Methodology, which appears in the PMLA ortie PMLR (in force at the time of the on-
site visit) meets the methodology requirementshis tegard as such obligations, if they are
sanctionable.

Customer Identification requirements are governgdthe Prevention of Money Laundering
Regulations, 2003 (Annex 2) whidimter alia require that no business relationship is estadtish
or any transaction undertaken between two partiesod whom is a “subject person” unless there
is a proper and effective customer identificatioagess in place and implemented.(Regulations 3
and 5-7)

In terms of the identification, this implies thahdncial institutions cannot keep anonymous
accounts or other types of accounts where the oantre beneficial owner is not identified and
known. Although there is no explicit prohibition ahonymous accounts or accounts in fictitious
names in the Regulations, the Maltese authoritesider that it is a logical consequence of the
PMLR that anonymous/fictitious accounts cannot leptk However, there is no explicit
prohibition of anonymous accounts or accounts aiitibus names in the RegulatiGhThe
examiners were advised that numbered accounts iatvbeen used in Maltese banks, though
there is no explicit prohibition on this point.

% Regulation 5(1) of the Regulations which came ifti@e in 2006 contains an express prohibition @ t

keeping of anonymous accounts or accounts iniiast names such that the true beneficial owner is
not known.

95



When CDD is required

436.

437.

438.

439.

440.

441.

442.

443.

Criterion 5.2 of the Methodology has an asterisk. tli requires_allfinancial institutions to
undertake CDD:

a) When establishing business relations

Persons carrying out financial business in Malta Bound by Regulation 3 to maintain
appropriate identification procedures. Such propeslare described by Regulation 5 and include
a general obligation of production by the applidantbusiness of satisfactory evidence of his/her
identity. Identification is mandatory before esighing a business relationship or conducting a
one-off transaction equal to or in excess of Ln0B,0r a series of structured transactions below
the minimum Lm 5,000 or when there is suspicion.

In Regulation 1 in the PMLR, it is stated thadpplicant for business” means a legal or natural
person, whether acting as principal or agent, wkeks to form a business relationship or carry
out a transaction with a person who is acting ia ttourse of either relevant financial business or
relevant activity”

The PMLR requires that no business relationship lmarestablished or transaction undertaken
unless there is a proper identification procegdace.

Regulation 5 requires a subject person to seekfaetibry evidence of identity of a prospective

customer, defined as an applicant for businestheatime of establishing a business relationship
irrespective of any thresholds or carrying out a-off or occasional transaction. The Guidance
Notes underline that in this respect, credit amaritial institutions are expected to follow the

procedures set out in the documents issued by #seBCommittee on Banking Supervision

entitledCustomer Due Diligence for BankeadGeneral Guide to Account Opening and Customer
Identification

Paragraph 52 of the Guidance Notes for Credit andnEial Institutions provide that unless
satisfactory evidence of identity is obtained asnsas it isreasonably practical after contact is
first made the business cannot proceed or can only proceeddordance with any direction of
MFIAU or on condition that it is reported in accargte with the procedures set out in Section VI
on Recognition and Reporting of Suspicious Transastiarthe Guidance NoteRaragraph 53 in
the Guidance Notes provides that “As a rule cradd financial institutions are therefore to obtain
the evidence of identity prior to entering into coitments with the applicant for business.”
Article 70 provides that “Under no circumstancesr#fiore should an institution open non-
resident accounts without prior positive identifioa”.

b) When carrying out occasional transactions above dpplicable designated threshold
(€ 15 000.-), including where the transaction igied out in a single operation or in several
operations that appear to be linked

Identification is mandatory in accordance with Algi 5 of the Regulations (Case 3) before
conducting a one-off transaction equal to or inessoof Lm 5,000 (appr. 11.646 Euro).

Identification is correspondingly mandatory in a@ance with Article 5 of the Regulations
(Case 4) for a series of structured transactiotesbe minimum of Lm 5,000.

c) When carrying out occasional transfers that are wansfers in the circumstances covered by
the Interpretative Note to SR.VII
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444.  Although identification requirements for occasiomate transfers are caught under Regulation 5
of the PMLR, yet the Regulation does not specify lbwer limit of MTL 430 (EURO 1000).
Malta applies the general identification limit oflid 5000 (EURO 11 650).

d) When there are suspicions of money launderingnanfiing of terrorism

445. Regulation 5 makes the identification procedure datory in cases 1 to 4, i.e. including case 2 —
where there is suspicion. Moreover, where the ifieation procedures cannot be satisfactorily
completed, then the Regulation requires that ttenless in question does not proceed or, shall
proceed only under the direction of the FIAU.

446. Where to refrain is impossible or is likely to frizde efforts of investigation, the business shall
proceed on condition that an STR is filed immedyate

e) When the financial institution has doubts about teeacity or adequacy of previously
obtained customer identification data.

447. The identification procedures in accordance with Regulations (Reg 5 (4)) should be repeated
when doubts have arisen or changes have occurrdtheincircumstances surrounding that
established business relationship. This identificat obligation applies to all business
relationships and one-off transactions.

448. The Guidance Notes (Paragraph 55) moreover addhbatentification process in accordance
with the Regulations should be an ongoing process ance the identification is obtained, such
identification has to be periodically renewed. Tilentification obligation applies to business
relationships and one-off transactions.

Required CDD measures

449. Criteria 5.3 and 5.4 (a) are both marked with ateresk. Under 5.3 financial institutions are
required to identify permanent or occasional custangwhether natural or legal persons or legal
arrangements) and verify the customers’ identitipngiseliable independent source documents,
data or information. In the case of customers @natiegal persons and arrangements, criterion 5.4
(a) provides that financial institutions should required to verify that any person purporting to
act on behalf of the customer is so authorisedvanifly the identity of that person.

450. The Regulations require credit and financial in$iins to seek satisfactory evidence of identity
at the time of establishing a business relationshigarrying out a one-off transaction. It follows
from the Regulations that evidence of identity éemhed satisfactory if it establishes that the
applicant is the person who he claims to be. Theegfevidence should be in such a form as to
be able to provide undoubted identification shaardinvestigation be undertaken at any future
time. There is, however, no clear rule in an agbrihary or secondary legislation concerning
verification using reliable and independent soufoeuments. The Guidance Notes set out the
details of how the requirements of the Regulatisimnsuld be met for personal customers (by
reference to a valid identification document withhetograph — the best source being a valid ID
card or a passport). Non resident personal accaame applied for by post but verification
details must also be sought from a reputable crdfinancial institution in the applicant’s
country of residence (paragraph 69).The requiresnfmtidentification of legal persons are set
out in Regulation 5 and 7 and complemented by thiel@ce Notes. In summary the institution
needs to obtain satisfactory identification of gmmcipal (the company), directors, and all other
officers representing the principal. The followimmist be obtained: original or certified copy of
the Memorandum or Articles of Association, an afficcompany registration number and a
Resolution of the Board of Directors to open anoaot and conferring authority on those who
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will operate it. The notion of “verification” in thRegulations may arguably be covered by the
language of Regulation 5(1)(a) “the production.safisfactory evidence of his identity”, but
even then there is no reference to the productiésabisfactory evidence” by means of “reliable
independent source documents”. The Guidance Naotesrédit and financial institutions, by
contrast, do use the term “verification” and previthe further clarification authorised above.
They flag that, for non locally registered companithe institution must obtain the above
identification in accordance with the requiremeiotsnon-resident personal customers, and that
institutions should bear in mind that standarddiedgo the confirmation of company data vary
as between jurisdictions.

The concept of the beneficial owner is addresseRedgulation 7 of the 2003 Regulations — in
particular in Regulation 7 (4) and (5). The Redulad require reasonable measures must be taken
to identify the person on whose behalf the apptiéanbusiness is acting. This is in addition to
identifying the applicant for business. The Regdatat furthermore provide measures for the
identification of the beneficial owner.

For life and other investment linked insurance, biemeficiary under the policy must also be
identified and verified. There are no specific pstons in the Regulations for this. However, by
an amendment to the Civil Code in 2005, insuramzertakings are required to identify who the
beneficiary under the policy is but there is nouisgment to verify the identity. The Maltese
authorities indicated that Regulation 7 (5) (b)nterpreted to include the requirement to verify
the identity of the beneficiary of an insurancei@ol

Regulation 7 requires an applicant for business istazting on behalf of a third party to produce
evidence of authorisation and satisfactory evidesfaglentification of the principal. In the case
where the principal is a legal person the Reguiafiarther requires the identification of all
directors and qualifying shareholders (with ove¥a)@re identified. The Regulations also require
that the applicant for business discloses the ityeott the beneficial owner or beneficiaries of the
qualifying shareholding and produces relevant anitbated identification documentation. The
Guidance Notes refer to the importance of ideniythe beneficial owners of companies and
state that firms should, as far as practicables &tkps to identify the individuals who ultimately
own the company. The Guidance Notes set out thestgpdocuments that firms should collect to
verify who the directors and shareholders are. 8¢sessors experience of the Maltese system is
that the requirements result in financial firmsntiying and verifying the natural persons who
control and own companies.

Furthermore, Regulation 7 (5) (b) stipulates thaeke the applicant for business is acting as a
nominee shareholder, trustee or under any otheciidy arrangement, a Subject Person shall not
undertake any business with or provide any sertéceuch applicant for business unless that
applicant for business discloses the identity eflikeneficial owners of the shares held by him or
of the trust beneficiaries or of his principal (imting settlor), as the case may be, and produces
the relevant authenticated identification docunt@mta This procedure shall also apply where
there are changes in beneficial ownership, berefes or principal.

Since the requirements under Regulation 7 (5) (bYhe case of trust arrangements make
reference to the identification of the “trust beaiefies or of his principal, as the case may be”,
the evaluators are of the view that the wordingadtend itself to different interpretation in which
case this could indicate an option to discloseeeitifhe Maltese authorities view is that the
provisions of Regulation 7 (5) (b) require idemiion of both settlor and beneficiary. The
trustees have to be identified in the same wayg®other applicant for business.

Regulation 8 sets out exemptions for obtaining evie of identity:
1. Where there are reasonable grounds for believiagthie applicant for business is
a person or institution bound by the provisiondhe&f Regulations or is a person
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who is licensed or otherwise authorised from a tadga jurisdiction to carry out
an activity that is equivalent to relevant finahtiasiness;

2. Where an applicant for business to carry out aagsaction (other than account
opening) is introduced by a person who is bounthbyRegulations or is a person
who is licensed or otherwise authorised under &ines lof a reputable jurisdiction
to carry out an activity that is equivalent to welet financial business, there is no
need to obtain evidence of identification as losgtlze introducer provides the
name of the applicant and gives assurance thaemesgdas to the identity of the
applicant has been obtained and can be made deditathe relevant authorities;
and

3. The same applies in the case of certain insurantieigs defined in the said
Regulation.

4. These exemptions do not apply when a transactioarisidered suspicious.

Turning to criterion 5.6, there is no specific regment in the Regulations for financial
institutions to obtain information on the purpose @ntended nature of the business relationship.
The Maltese authorities indicated a specific priovisin Regulation 5 (3) (a) where subject
persons shall take into account the nature of tlsinkss relationship or transactions concerned in
order to establish the business profile of theliegpt for business. In their view this provision
satisfies criterion 5.6, though the evaluators wameersuaded.

For investment firms the requirement of criterio® % part of the suitability regime, and for
credit and financial institutions the Guidance Nostate that firms should follow the Basle CDD
paper, which states that it is necessary to estatiie purpose and intended nature of the business
relationship. For insurance companies there isxpdicit requirement to understand the purpose
and nature of the business. However, the insur@weance Notes dealing with suspicious
reporting imply that firms should know their custems business or personal activities.

Criterion 5.7 (ongoing due diligence) is markedhwin asterisk. Regulation 5 (4) states that
identification process shall be repeated where tdoli@ve arisen or changes have occurred in the
business relationship and Regulation 5(5) reqdirescial institutions to examine with special
attention any complex or large transactions whiah garticularly likely to be related to money
laundering. However, there is no further requireimerthe Regulations for ongoing scrutiny of
transactions or requirement to ensure the CDD-poiekept up to date.

The Guidance Notes refer to the importance of kngwinough about clients to recognise unusual
transactions. Arguably, it is implicit in the Regtibns and Guidance Notes that financial
institutions should consider transactions on actotm ensure that they are consistent with the
profile of the customer and the use of the accolihe examiners were advised that this was
covered in practice by the checklists which the MR%es when visiting credit, financial and
insurance institutions. By contrast, there is nference to this in the on-site checklist for
investment firms.

Risk

Criterion 5.8 requires financial institutions torfmem enhanced due diligence for higher risk
customers.

For prospective customers, who are not residentaita but who wish to open locally based bank
accounts, the Guidance Notes emphasise thatritgertant that the identification procedures for
local residents are applied. Furthermore it isestdhat it is equally important that a copy of the
identification document is held on file, togetheithwreferences and a verification of the
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prospective customer’s permanent address obtanéuelinstitution directly from referees and/or
bankers indicated by the client. Where the reqisegtade through the post or other electronic
means, i.e. in non face-to-face transactions, ieatibn details must be sought from a reputable
credit or financial institution in the applicantsuntry of residence, and must cover the true name
or names used, current permanent address, ideafégyence number if any and verification of
signature and likeness (photograph). The Maltesethgkilies advised that under no
circumstances, therefore, should an institutionnopen-resident accounts without prior positive
identification. In addition, banks are expectedoltow the Basel CDD-paper.

In the situations described in Regulation 8 abdwe requirements of obtaining evidence of
identification is not deemed necessary. Such puresddo not exonerate the subject person
providing the service from obtaining a copy of dmeunts of evidence as may be necessary.

Firms are not permitted to use simplified or redll€C®D measures.

Timing of verification

Recommendation 5 requires that financial instingighould be required to verify the identity of
the customer and the beneficial owner, before ainguthe course of establishing a business
relationship or conducting transactions for ocaagi@ustomers.

Regulation 5 requires a subject person to seekfaetibry evidence of identity of a prospective
customer, defined as an applicant for businessp@as as it is reasonably practicable after contact
is first made for establishing a business relatignsr carrying out a one-off transaction.

In determining what is reasonably practicable iatien to any particular business relationship or
one-off transaction, all the circumstances shatalzen into account including, in particular:
i. the nature of the business relationship or traimacbncerned such that a subject
person is able to establish the business profithefpplicant for business;
ii. whether it is possible to obtain the evidence efmmmitments are entered into
between the parties or before money is exchanged;
iii. (in relation to one-off transaction or a seriesrahsactions)
the earliest stage at which there are reasonabieds for presuming that the total
amount payable by an applicant for business is LO0® or more.

Failure to satisfactorily complete CDD

Regulation 5 (1) (b) states that unless satisfgawidence of identity is obtained as soon as it is
reasonably practical after contact is first matle,llusiness cannot proceed or can only proceed in
accordance with any direction of the FIAU or ondition that an STR is filed with the FIAU.

Existing customers

Financial institutions should be required to appD requirements to existing customers on the
basis of materiality and risk. Some examples arergin the box in the Methodology of the times
when this might be appropriate — e.g. when a tiiaof significance takes place, when the
institution becomes aware it lacks sufficient imi@tion about an existing customer. There is a
reference in the Regulations stating that wherlioviing the identification procedures, in an
established business relationship doubts have nare changes have occurred in the
circumstances surrounding that established busirgatonship, then the identification process
shall be repeated. The examiners consider thatdiahinstitutions should be generally required
to review the identification of clients on a selegetbasis (knowledge of customer, business and
risk profile etc.) when a transaction occurs. Theega for reviewing existing customers in line
with 5.17 could be more clearly elaborated.
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The examiners were informed that such requiremardgscovered by Regulation 5 (4). This is
further supported as a result of financial insiaiug analysing transactions in compliance with the
obligation under Regulation 5 (3) in understanding business profile of their customers, and
Regulation 5 (5) in examining large complex tratisas.

European Union Directive

According to Article 7 of the European Union Diriget Member States shall ensure that financial

institutions refrain from carrying out transactiowkich they know or suspect to be related to

money laundering until they have apprised the caemeuthorities. In addition, these authorities

should have the power to stop the execution ofaastiction that has been brought to their
attention by an obliged person who has reasondpesi that such transaction could be related to
money laundering.

Article 28 in the PMLA deals with delay of executiof a suspicious transaction:

Under article 28 (1) in the PMLA, where any subjpetson is aware or suspects that a
transaction which is to be executed may be linkednbney laundering or funding of
terrorism that subject person shall inform the MBl&efore executing the transaction
giving all the information concerning the transaotincluding the period within which it is
to be executed. Such information may be given bgptene but shall be forthwith
confirmed by fax or by any other written means #mal Unit shall promptly acknowledge
the receipt of the information.

Article 28 (2) further provides that where the remtis serious or urgent and it considers such
action necessary, the Unit may oppose the execofientransaction before the expiration of the
period referred to in sub article (1) and noticesa¢h opposition shall be immediately notified by
fax or by any other written means.

Under article 28 (3) opposition by the Unit shailtithe execution of the transaction for twenty-
four hours from the time of the notification unlets® Unit shall authorise earlier, by fax or
otherwise in writing, the execution of the trangact

Finally article 28 (4) indicates that where withime period referred to in sub article (1) no
opposition has been made by the Unit as provideslinarticle (2) the subject concerned may
proceed to the execution of the transaction in tipresand where opposition has been made as
provided aforesaid the subject person concernedprageed to the execution of the transaction
in question upon the lapse of the period refercethtsub article (3) unless in the meantime an
attachment order has been served on the subjestirper

Article 29 in the PMLA deals with actions after exéon of suspicious transactions which could

not be delayed:
Where any subject person is aware or suspectsathr@nsaction which is to be executed
may be linked to money laundering or funding ofdgsm but it is unable to inform the
Unit before the transaction is executed, eitherbse it is not possible to delay executing
the transaction due to its nature, or because delayecuting the transaction could prevent
the prosecution of the individuals benefiting fralme suspected money laundering or
funding of terrorism, the subject person shall infahe Unit immediately after executing
the transaction giving the reason why the Unit was so informed before executing the
transaction.

Article 7 of the 2° Directive appears fulfilled by Malta.
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Recommendation 6

478. Malta has not implemented adequate AML/CFT measgm@xerning the establishment of
customer relationships with politically exposedsoers (PEPS) for the non-banking sector. Malta
intends to adopt new provisions in the contexthef Third European Union Directive. The AML
Law and the Act on Banks are silent on this issue.

479. Presently there is no definition of a PEP or anyigalar guidance on this type of customer with
the exception of banks who are expected to follogvBasel CDD paper. Financial institutions,
although not bound by the law, are presently moimigofor such persons on their own initiafie

Recommendation 7

480. Criteria 7.1 to 7.4 of the Methodology cover crbsseer banking and other similar relationships
(gather sufficient information about a responderstiiution, assess the respondent institution’s
AML/CFT controls, obtain approval from senior maaaggnt, document the responsibilities).

481. Correspondent banking relationships were not adddesinder the regulation at the time of the
on-site visit. In the replies to the questionndirés stated that banks generally have internal
policies for correspondent banking relationshipss further stated that banks undertake their due
diligence process to ensure that banks with whosay timtend to enter into correspondent
relationships come from reputable jurisdictions/arelare of good standing. Accordingly criteria
7.1 and 7.2 are largely not covered. The obtaipirgpproval from the senior management for the
opening of a correspondent relationship, as requireler criterion 7.3 is not provided for.

482. Criteria 7.4 and 7.5 are similarly not addressedalay, regulation or other enforceable means. In
practice therefore it is difficult to assess howlteélse banks are handling their correspondent
banking relationships.

483. Criteria 7.1 to 7.5 potentially apply to financiaktitutions other than banks. The Methodology
contains one example of similar relationships besstablished for securities transactions and
fund transfers. There is no guidance on this ibguthe MFSA or other authority.

484. Overall, the Maltese authorities need at leastrépare enforceable guidance covering Criteria 7.1
to 7.5 in respect of all participants in the fin@hsector that may be involved in correspondent or
similar relationships. The evaluators were advited proposed amendments to the Regulations
will take this issue into consideration.

Recommendation 8
485. Criteria 8.1 to 8.2.1 of the Methodology cover:ipiels to prevent the misuse of technological

developments; policies regarding non-face to farstarners including specific and effective CDD
procedures to address the specific risks associdthduch customers.

29 Also the & EU AML Directive requires institutions and persarmvered to apply, on a risk sensitive basis,
enhanced customer due diligence measures in respéeinsactions or business relationships with
politically exposed persons residing in another MenState or in a third country. Member States are
required to bring into force laws, regulations asdiministrative provisions to comply with the
Directive by 15 December 2007

The Commission has further adopted a Directive 6Z00EC of 1 August 2006 laying down
implementing measures for th& Birective including the definition of “politicallgxposed person”.
The Commission’s Directive also has to be implerérity 15 December 2007 at the latest.
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The Regulations are applicable to any businesswkibg or any business of atectronic money
institution, carried on by a person or institution that istfe time being authorised, or required to
be authorised, under the provisions of the Banling The licensing of institution undertaking
electronic banking activities is also subject te pinovisions of the MFSA Licensing Directive. As
part of the licensing requirements, firms are regfiito explain to the MFSA how they will
control any electronic banking business. The MF&#aws these controls as part of the licensing
process.

Regulation 6 of the 2003 Regulations directs fim@nastitutions in the case of any non-face-to-
face transactions. Financial institutions who reeenstructions by post or by any electronic
means must conduct the same CDD as per Regulation 5

It is worth noting that although banks currentlpyide services over the internet, they do not
allow the opening of accounts over the interneter€hare no internet banks in Malta, and
therefore no specific guidance or measures banésléghake when accepting clients over the
internet. The Maltese authorities told the evaltstihat payments via internet to third party
payments can only be made if the third party keepaccount at the same bank.

Regulation 6 states that where an applicant wouoldnally be required to produce evidence of

identity before entering into business, but itaasonable in all circumstances for the payment to
be sent by post or other electronic means, or Her details of the payment to be given by

telephone or other electronic means, then if themeat is made by the applicant and debited
from an account held in the applicant’s name, ifieation requirements can be waived.

Any mechanism which avoids face to face contaciveeh the institution and the applicant for
business inevitably poses difficulties for custoriwemtification. Particular care should be taken
when dealing with applications to open accounteived through the post to ensure that, as a
minimum, the procedures mentioned unbikntification Procedures — Account Openiimgthe
Guidance Notes for credit and financial instituidrave been followed in all respects.

From the replies to the questionnaire it is statemt clearly in such situations photographic
evidence is not appropriate. Credit institutiongmihowever wish to consider such evidence if
authenticated by the applicant’s bank which is lsirlyi regulated in its country.

As noted (and in line with Article 2 and 3 in thedRilations) E-money institutions are subjected
to the PMLR in the area of client identificatioren®ficial owner identification, record keeping,
internal procedures, providing employees with irajrand reporting to the MFIAU.

The evaluators were not presented with any guidelon new technological developments from
banks, although, as noted, CDD procedures for aoa-to face customers are included in the
Guidance Notes for credit and financial institudiprand compliance is assessed by MFSA.
Guidance Notes for investment services and lifeirasge do cover the issue carefully (5.20-
5.25).

3.2.2 Recommendations and comments

The PML Regulations provides for identification wagments in the financial sector and
determination of ownership of funds and determoratf whether the customer acts on his own
behalf.

For life and other investment linked insurance,ldbeeficiary under the policy should be verified.

Ongoing due diligence throughout the course of kiisiness relationship to ensure that the
transactions being conducted are consistent wihnstitution’s knowledge of the customer, their
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business and risk profile, and where necessarysdbhece of funds should be provided for in law

or regulation.

The general identification limit of MTL 5000 (EURTL 650) applies to occasional wire transfers.
Maltese authorities should introduce in Law or Ragion a limit which is in line with the
Interpretative Note to SR.VII.
The Maltese authorities should introduce more guidaon high risk customers.
A specific requirement should be introduced fomBrto understand the purpose and nature of
business relationships.
The Maltese authorities should implement adequa&asnres concerning PEPs..
Correspondent banking relationships were not adddesinder the regulation at the time of the
on-site visit. In the replies to the questionnadirevas stated that banks generally have internal
policies for correspondent banking relationships.heW enacting the Third Directive
correspondent banking will be addressed.
The evaluators assess that the implementation ©fQBD requirements is effective in the
financial sector. Firms have a good understandihtheir obligations. The meetings with the
industry suggested that these obligations are gipémplemented. The industry’s understanding
and implementation appears to be the result ofdtes given to AML by the MFSA.

3.2.3 Compliance with Recommendations 5 to 8

Rating

Summary of factors underlying rating

R.5

Largely
compliant

The Regulations reference to trust principals aadeficiaries
could lend itself to an interpretation that it is@ption to identify
either the trust beneficiary or the settlor (nothfo

For life and other investment linked insurance, Hemeficiary
under the policy is identified but not verified;

The general identification limit of MTL 5000 (EURQ@1 650)
applies to occasional wire transfers which is higtlean the
exception for the purposes of SR VII (Euro 1000).

There is no requirement in the Regulations for amgyscrutiny of
transactions or requirement to ensure the CDD-poce kept upg
to date.
With the exception of non-face to face customehgrd is no
requirement in the non-bank sector for enhanceddiligence of
further risk customers, business relationshipsasrsactions;

No specific requirement to understand the purposk iatended
nature of the business relationship.

R.6

Partially
compliant

Malta has not implemented adequate measures congd?iPs,
which are enforceable.

R.7

Non
compliant

No law, regulation or enforceable guidance on chagsler correspondent
relationships.

R.8

Compliant
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3.3 Third Parties and introduced business (Recommendain 9)

3.3.1 Description and analysis

503. Identification procedures for third parties andradiuced business within the context of
Recommendation 9 are addressed through Regulatiérit® PMLR, 2003. Such provisions are
only applicable for “relevant financial busines®tWeen financial institutions. The rules on third
parties and introduced business apply equally &mkb, insurance and securities.

504. The Regulations are clear that where clients g@redoced, financial institutions can rely on the
introducer to undertake CDD where there are reddergrounds for believing that the introducer
is a person who is licensed to undertake relevaan€ial business in Malta or in respect of whom
there are reasonable grounds for believing that dine authorised to undertake relevant financial
business under the laws of a reputable jurisdittion

505. The introducer must provide the name of the thiedtyp they are introducing and give an
assurance that they have obtained evidence otlmgity of the third party. Financial institutions
have to make sure that supporting identificatiooutieents are made available if required by the
relevant authorities.

506. The responsibility for ensuring correct CDD resithwihe firm undertaking the business not the
introducer. The Guidance Notes for banks do notigdeoexamples of the types of introduction
certificate that may be appropriate (although thid&nce Notes for investment services and life
assurance do include examples). However, the ogiam the use of introducers appears to be
very limited and it may be that the there is inmight demand to warrant provision of sample
introduction certificates.

507. There is a requirement in the Regulations that w/iee applicant for business is acting on behalf
of another, no business shall be provided unlessypiplicant for business discloses the identity of
the beneficial owners. This requirement appliesrelibere are changes in beneficial owners and
where the applicant for business is acting as aimesmshareholder, trustee or under any other
fiduciary arrangement.

508. The Regulation on third parties and introducedess do not apply in circumstances where, in
respect of any transaction, any person handlingtthesaction knows or suspects that the
applicant for business is, or may be, engaged inepndaundering, or that the transaction is
carried out on behalf of another person who isnay be, engaged in money laundering.

3.3.2 Recommendation and comments

509. The requirements of Recommendation 9 are fulfilled.

3.3.3 Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9 Compliant

30 “reputable jurisdiction” means any country haviagpropriate legislative measures for the preventbn

money laundering, taking into account that coumstryhembership of, or any declaration of
accreditation by, any international organisationognised as laying down international accepted
standards for the prevention of money launderingL(R 2)
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Financial institution secrecy or confidentiality (R 4)
1 Description and analysis
Criterion 4.1 states that countries should ensheg ho financial secrecy law will inhibit the

implementation of the FATF Recommendations. Areasre this may be of particular concern
are the ability of competent authorities to acdessrmation they require to properly perform

their functions in combating money laundering onaficing of terrorism; the sharing of

information between competent authorities, eitt@mestically or internationally; and the sharing
of information between financial institutions whehés is required by Recommendations 7 and 9
or SR.VII.

Specific legislation for financial services, such tae Professional Secrecy Act (Cap 377), the
Banking Act (Cap 371), Financial Institutions Adhvestment Services Act and Insurance

Business Act impose confidentiality and secrecyigalblons. However, for the purpose of the

fight against money laundering, the legislationvtes specific gateways for the removal of such
secrecy and confidentiality provisions — when molaeydering is suspected or when so required
under a court order.

The Banking Act article 34 (1) ensures that nothinthe Act authorises the Central Bank or the
competent authority to enquire or cause an enduirpe made in a credit institution into the
affairs of any individual customer of a credit ingion except e.g. for the purpose of ensuring
compliance of the provisions of this or any othest,Aincluding the PMLA. The Insurance
Business Act has a similar provision in article(b®

The Banking Act article 34 (3) ensures that wherofficer of a credit institution has reason to
believe that a transaction or a proposed transactaold involve money laundering, he shall act
in accordance with regulations laid down underRhevention of Money Laundering Act, and any
guidelines provided by the competent authority. @liemce with the provisions of this sub article
shall not constitute a breach of confidentiality.drticle 59 (6) in the Insurance Business Act a
similar provision ensures disclosure of confiddrinformation if suspicion of money laundering
arises. Article 26 Investment Services Act contaiisgmilar provision.

Furthermore, Regulation 13 of the PMLR, 2003 sjpealify exonerates from the duty of
professional secrecy any supervisory authorityjestitperson or their employees and directors for
any bona fide communication or disclosure to théhauties for the purpose of reporting
suspicious transactions and providing addition&rmation. Furthermore, in terms of Regulation
13 the disclosing of such information shall notdlwe that supervisory authority or subject person
or the directors or employees of such supervisathaity or subject person in any liability of
any kind. Finally, in terms of Article 30 (2) an®B of the PMLA, Cap 373, the FIAU can
demand any information it requires and the prowisid such information is not a breach of
confidentiality.

2 Recommendations and comments

There are no reported practical restrictions in Maltese legislative framework limiting
competent authorities from implementing the FATFE&amendations and performing their anti-
money laundering functions. The FIU is able, inlgsiag reports, to access further information
from the reporting entity and other reporting eesit

For the purpose of the fight against money laumgerthe legislation provides a specific
exemption to remove such secrecy and confidemntipfibvisions.
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517.

518.

519.

520.

521.

3.4.3 Compliance with Recommendation 4
Rating Summary of factors underlying rating
R.4 Compliant
3.5 Record keeping and wire transfer rules (R.10 and SRVII)
351 Description and analysis

Recommendation 10

Recommendation 10 has numerous criteria under #tbddology which are asterisked, and thus
need to be required in law or regulation. Finanamstitutions should be required by law or
regulation:

0 to maintain all necessary records on transactiooth, domestic and international, for
at least five years following the completion of tin@nsaction (or longer if properly
required to do so) regardless of whether the legsimelationship is ongoing or has
been terminated;

o to maintain all records of the identification datagccount files and business
correspondence for at least five years following termination of the account or
business relationship (or longer if necessary) #imel customer and transaction
records and information;

o to ensure that all customer and transaction recardbs information are available
on a timely basis to domestic competent authoritpen appropriate authority.

Transaction records are also required under Giitéf.1.1 (which is not asterisked) to be
sufficient to permit reconstruction of individualabsactions so as to provide, if necessary,
evidence for prosecution. This needs to be requbrgdother enforceable means (and be
sanctionable).

Transaction records are covered in Regulation 9¢twhequires financial institutions to retain
copies of identification documents and detailslbfransactions carried out by that person in the
course of an established business relationshipeVigence of identity and the records containing
transaction records must be kept for a period pféast five years” after the relationship with the
applicant for business has ended or the transaaticquestion was completed. In relation to
records relating to a one-off transaction or aeseof one-off transactions, the aforesaid period of
at least five years shall commence with the datevioich the one-off transaction or the last of a
series of one-off transactions took place.

The Guidance Notes provide details of the typesavfsaction document to be kept (credit/debit
slips, cheques, reports, client correspondencethénGuidance Notes, article 103 states that
where records relate to on-going investigationsse¢hshould be retained until it is confirmed with
the FIAU or the Enforcement Authority that the cases been closed. This appears to cover the
requirement to keep the records longer if requicedo so by a competent authority in a specific
case.

The Guidance Notes also state that the investigiatiirenforcement authorities need to be able to
compile a satisfactory audit trail for suspectedntéered money and to be able to establish a
financial profile of any suspect account. Accordynipe Guidance Notes for credit and financial
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522.

523.

524.

525.

526.

527.

institutions detail the following information whiahay be sought as part of an investigation into
money laundering:
i the beneficial owner of the account;
ii. the volume of funds flowing through the account;
iii. for selected transactions:
. the origin of the funds (if known);
. the form in which the funds were placed ohdrawn i.e. cash, cheques etc.;
the identity of the person undertaking thegestion;
. the destination of the funds;
the form of instruction and authority.

oo oW

In the case of transactions undertaken on behattisfomers, Regulation 9(1)(b) requires credit
and financial institutions to keep a record corntajrdetails of all business transacted (including
any business transacted in the course of a busiakd®nship). These will be records in support
of entries in the accounts in whatever form they wsed. Regulation 9(2)(b) requires that credit
and financial institutions keep these records f@egod of at least five years commencing with
the date on which all dealings taking place in toairse of the business in question were
completed. In the case of records relating to aafher a series of one-off transactions, the
period of five years commences with the date oldkeor one-off transaction.

Although the Regulations prescribe periods of ben the Guidance Notes add that financial
institutions are to institute appropriate interr@ocedures to be able to retrieve relative
information without undue delay. This is intendedassist institutions in providing any relevant
information requested by the FIAU in terms of A0 (2) & 30 A of the PMLA, Cap 373.

The Maltese legislation provides for full access aib information by financial regulatory

authorities. Once a STR is filed, the law enforcemauthorities will have access to all
information relating to that STR. The judicial aotiies can have access to all information
through court orders. Article 30 in the PMLA prosgithe FIAU with the power to demand all
information that it deems useful for the purpose imtegrating and analysing the report,
notwithstanding anything in the Professional Secréct and any obligation of secrecy or
confidentiality in any other law.

SR.VII

Under Criterion SR.VIL.1, the Methodology require®r all wire transfers, that financial
institutions_obtain and maintathe following full originator information (name d¢ie originator;
originator’'s account number (or unique referencelper if no account number exists) and the
originator's address (though countries may peringrfcial institutions to substitute the address
with a national identity number, customer idengéfion number, or date and place of birth) and to
verify that such information is meaningful and aedea. Under VII.2 full originator information
should accompany cross-border wire transfers thaugter VII.3 it is permissible for only the
account number to accompany the message (subjeghttitions discussed below).

It is recognised by Malta that the extensive uselettronic payment and message systems by
criminals to move funds rapidly to different jurisiibons can complicate the investigation trail.
Investigations are at times even more difficulptmsue when the identity of the original ordering
customer or ultimate beneficiary is not clearly whoin an electronic payment message
instruction.

At the time of the on-site visit the requirememsarry out CDD measures in occasional transfers
as covered by the Interpretative Note to SR.VIl evaddressed through Regulation 5 PLMR.
However, the general identification limit of MTL 60 (EURO 11 650) is higher than the
exception for the purposes of SR VII (Euro 1000).
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528.

529.

530.

531.

532.

533.

534.

The Guidance Notes for credit and financial institus require in article 108 that the fields for

the ordering and beneficiary customers must be tetegwith either their respective names and
addresses dheir respective account number. This is adedisatdomestic wire transfers but not

for cross-border wire transfers which require naadgglress andccount number.

The examiners were informed that the requiremehteeointerpretative Note to SR VIl are part
of the current proposed amendments to the Regnétio

Furthermore the Guidance Notes emphasise the iamm@atto include this information for all
credit transfers made by electronic means, bothedtically and internationally, regardless of the
payment message system used. The records of aliecprayments and messages must be treated
in the same way as any other records in suppahfes in the account and kept for a minimum
of five years.

To comply with SR VII countries should take measurerequire financial institutions, including
money remitters, to include accurate and meaningfigiinator information (name, address and
account number) on cross-border funds transferseated messages. Financial institutions need
only include the account number or a unique idesmtfior domestic wire transfers, provided that
full and accurate originator information is madaitable within three business days. There is no
obligation in the Guidance Notes to include fuibgarator information nor do the Guidance Notes
distinguish between domestic and cross-border fesisHowever, the checklist used by the
MFSA banking unit specifically considers whethenfs are taking necessary measures to include
name, address and account number.

The Interpretative Note to SR VII describes thesand procedure of the ordering, intermediary
and beneficiary financial institutions. No suchelor procedures are ensured by the Maltese
authorities.

SR VIl requires countries to take measures to enthat financial institutions conduct enhanced
scrutiny of and monitor for suspicious activity @entransfers which do not contain complete
originator information (name, address and accoumtlyer). No such measures have been taken
by the Maltese authoriti€d.

3.5.2 Recommendation and comments

Regulation 9 provides for the procedures to beovadld by an obliged institution in retaining
records of identification and transactions for aimium period of five years after completing the
transaction or terminating the business relatignsfihe enforceable Guidance Notes provide
useful details of the kinds of introductions, capi# documents and references to be retained for
the 5-year period. These record keeping rules applgny business relationship or to one-off
transactions and require that evidence of the p&sdentity is obtained in accordance with
Regulation 5 and 7 and a record is made theregftd3entatives of the industry and discussions

81 Regulation (EC) no. 178/2006 of the European Radiat and of the Council of 15 November 2006 onrmfition on the payer
accompanying transfers of funds entered into forcel January 2007. The Regulation which is direafiplicable in Member States is
considered to be the EU implementation of SR Vlivare transfer. The Regulation is consequentlyarcé in Malta since 1 January
2007.

32 Since the on-site visit Regulation (EC) no. 1782@d 15 November 2006 on information on the paysompanying transfers of
funds entered into force on 1 January 2007. TheuRé&gn which is directly applicable in Member &tis considered to be the EU
implementation of SR VIl on wire transfer. The Rigjion is consequently in force in Malta since fiukry 2007.
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with the FIAU indicated that adequate records weapt and could be made available at short
notice.

535. For cross-border wire transfers there should bl ‘duiginator information required.

536. Measures should be taken to ensure enhanced gcaitamd to monitor for transfers which do
not contain complete originator information.

537.  Specific guidance should be given on batching.

3.5.3 Compliance with Recommendation 10 and Special Rewamdation VII
Rating Summary of factors underlying rating
R.10 Compliant
SR.VII Partially * The general identification limit of MTL 5000 (Eutdl 650) applies
compliant to occasional wire transfers which is higher tHaméxception for the

purposes of SR VII (Euro 1000).

« No “full” originator information required to accorapy cross-border
wire transfers.

*« No measures taken to ensure enhanced scrutinydofmamitor for
transfers which do not contain complete originatérmation.

* No guidance on batching.

Unusual and Suspicious Transactions

3.6 Monitoring of transactions and relationships (R.11and 21)

3.6.1 Description and analysis

Recommendation 11

538. Regulation 5 (5) specifies that subject persondl slkamine with special attention any complex
or large transactions and any transactions whietparticularly likely, by their very nature, to be
related to money laundering.

539. The Regulations do not specifically cover the regmient for the findings of such examinations to
be set out in writing or retained for competenthadties or auditors for at least 5 years. The
examiners were informed that this will, however, ibeluded in the revised version of the
Regulations.

540. The Guidance Notes are addressing the recognifisangpicious transactions and gives examples
of suspicious transactions in Appendix II.

Recommendation 21

541. Recommendation 21 requires financial institutiors dive special attention to business
relationships and transactions with persons fronnarountries which do not, or insufficiently
apply, the FATF Recommendations. This should beiired by law, regulation or by other
enforceable means. It places an obligation on Gi@nnstitutions to pay close attention to any
country that fails or insufficiently applies FATFeBommendations and not just countries
designated by FATF as non-co-operative (NCCT caesjtr
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542.

543.

544.

545.

546.

547.

548.

The Regulations define “reputable jurisdictions™drticle 2 as any country having appropriate
legislative measures for the prevention of monenmdiering, taking into account that country’s

membership of, or any declaration or accreditaignany international organisation recognised
as laying down internationally accepted standandstfe prevention of money laundering. There
is, however, no specific mention in the legislatairthe need for firms to pay special attention to
business relationships and transactions from jigtisths that do not, or insufficiently, apply the

FATF recommendations. This issue is covered byGhalance Notes and the examiners were
informed that this issue will be covered in theised Regulations.

Regulation 8 requires subjects to conduct full Ciob business relationships and transactions
coming from jurisdictions which do not qualify asputable. Neither the Regulations nor the
Guidance Notes request the financial institutianpdy special attention in this regard.

There is no specific legislation or regular mechanto ensure that firms are advised of concerns
about weaknesses in the AML/CFT in other countreticle 16 (1) (J) in the PMLA however,
does require the FIAU to advise and assist persopat in place and develop effective measures
and programmes for AML/CFT. The Guidance Notesmeoend that firms exercise due caution
when dealing with jurisdictions with ineffective deficient anti money laundering legislation,
and if they are in doubt they should contact theSMFThe industry appears to treat this as an
obligation to pay special attention to high riskigdictions. In practice the firms were aware of
high risk jurisdictions and work closely with th&ARJ.

If a country does not apply the FAFT recommendatidtmee MFSA can use its powers under
Article 16 of the MFSA Act to require firms to teimate relationships with persons in that
jurisdiction.

The examiners were advised that the current revisfothe Regulations will cover the business
relationship and transactions origination from “hogputable jurisdictions.

3.6.2 Recommendations and comments

Regulation 5 (5) specifies that subject persondl sliamine with special attention any complex
or large transactions and any transactions whietparticularly likely, by their very nature, to be
related to money laundering. The industry was dblelemonstrate that they had monitoring
procedures in place to meet this requirement. Tloeguures vary according to the size and
complexity of the firms. The Regulations do not Gfieally cover the requirement for the
findings of such examinations to be set out iningitor retained and to be kept for a period of at
least 5 years.

A requirement to pay special attention to businetationships and transactions with persons
from countries that do not or insufficiently apptile FATF Recommendations should be
introduced. To supplement this, country specificdgnce should be considered for all financial
institutions about those countries (other than NC@fisdictions) which might, in Malta’'s
opinion, have weaknesses requiring such specitaih. The background of transactions from
such jurisdictions which appear to have no appaeoahomic or visible lawful purpose should be
examined and written findings kept to assist coemteduthorities.

3.6.3 Compliance with Recommendations 11 and 21

Rating Summary of factors underlying rating

R.11 Largely compliant » There are no specific requirements for financiatitations

to set forth their findings in writing_ando keep the
findings available for at least five years.
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R.21 Partially compliant * No broad requirement to pay special attention tsir®ss

relationships and transactions with persons froomtites
which do not or insufficiently apply the FAT]
Recommendations;

e

3.7

3.7.

549.

550.

551.

552.

558.

Suspicious transaction reports and other reportingRecommendations 13, 14,
19, 25 and SR.IV)

1 Description and analysis

Recommendation 13 and SR.IV

Essential Criteria 13.1, 13.2 and 13.3 are to haired by law or regulation.

Regulation 11 requires financial institutions thatspect or have reasons to believe that a
transaction could involve money laundering or thgierson has or may have been involved in
money laundering to report to the FAIU. The repgitould be made as soon as is reasonably
practicable. The Regulations through a 2003 amentimiethe Money Laundering Act define
money laundering to include laundering in relationany criminal offence (tax matters are
included for these purposes and are not excludedSTR reporting purposes). There is no
financial threshold in relation to suspicious ti@et®n reporting.

Regulation 11 covers both the transaction and {aetsthe person has or may have been involved
in money laundering).

Criterion 13.2 requires that the obligation to male STR should apply also where there are
reasonable grounds to suspect that or they areectgsbto be linked to, or to be used for
terrorism, terrorist acts or by terrorist orgarias or those who finance terrorism. Act No VI of

2005 amended the CC, Chapter 9 and the PMLA, Ch&na& concerning acts of terrorism,

funding of terrorism and ancillary offences. Througis amendment, the functions of the FIAU

also include receiving reports of transactions eatgal to involve funding of terrorism. At the

time of the on-site visit the PMLR, which providies the mandatory obligations for filing STRs

had not been expanded to cover reporting to theUFbA suspicious transactions linked to

terrorism financing. The examiners were informeat the Regulations are due to be amefided

Art. 2 of the PLMA includes attempted money laumagiin the definition of money laundering.
Regulation 11 of the PMLR requires that where astipory authority or a subject person obtains
any information and is of the opinion that the mmfiation indicates that any person has, or may
have been, engaged in money laundering, the sgoeyvauthority or subject person should, as
soon as is reasonably practicable, disclose thé&irnmation, supported by the relevant
identification documentation to the FIAU. The PMigzsilent on the issue of reporting attempted
suspicious transactions. Discussions with bankglaadrIAU suggest that the practice is to report
attempted transactions on the basis that attemptatey laundering is included in the PMLA
definition of money laundering. While this may Ibe tcase in practice, a distinction can be drawn
in some cases between attempted money launderthgraattempted suspicious transaction. As
this is an asterisked criteria the need for attechpitansactions to be reported should be explicitly
provided for in either the law or the Regulations.

3 Reporting of transaction suspected to be relatékhedinancing of terrorism is now provided for endhe February 2006
revisions for the PMLR.



European Union Directive

554. Paragraph 1 of Article 6 of Directive 2001/308/ERfovides the reporting obligation to cover
facts which might be an indication of money lauimtgr whereas FATF Recommendation 13
places the reporting obligations on suspicion asoeable suspicion that funds are the proceeds
of criminal activity. Regulation 11 clearly requsr¢hat the reporting obligation is activated by
obtained information indicating that a person hasiay have been engaged in money laundering,
which is in line with EU legislation.

555.  Article 7 of the Second Directive requires Stategrisure that institutions and persons subject to
the Directive refrain from carrying out transacg8omhich they know or suspect to be related to
money laundering until they have apprised the atites (unless to do so is impossible or likely
to frustrate efforts to pursue the beneficiariisys considered that Article 28 in the MLPA covers
this.

556. The table showing suspicious transaction reporingproduced at 2.5 paragraph 346.

557. Since the FIAU was established there has beeradysteumber of STRs received. However, the
majority of STRs are from the credit sector and ékaminers would have expected to see more
reporting from lawyers, accountants, nominees &taes and casinos. Issuing the Guidance
Notes for all categories of reporting entities &ywimportant as this directly affects reporting of
suspicious transactions. Therefore the evaluatae EIAU in co-operation with other relevant
authorities to issue the Guidance Notes for albréipg entities as soon as possible. The number
of cases passed to the Police is broadly acceptable

Safe Harbour Provisions (Recommendation 14)

558. Regulation 13 of the PMLR, 2003 specifically exates from the duty of professional secrecy
supervisory authorities, subject persons (repoitisgtutions) and their employees and directors
for any bona fide communication or disclosure. Shicha fide disclosure shall not involve such
persons (legal/natural) in any liability of any &irFurthermore articles 30 (2) and 30A (2) of the
PMLA, Cap 373 lifts the obligations of secrecy ary gerson, legal or natural, when providing
information required by the FIAU.

Tipping off (Recommendation 14)

559. Atrticle 4 of the PMLA, Cap 373, prohibits, undenstons, the disclosure that an investigation
order has been issued or that an attachment oetebé&en made or applied for. Furthermore,
Regulation 10 (4) prohibits officers and employeég$inancial institutions, under a penalty of a
fine (not exceeding Lm20,000) or imprisonment @@oterm not exceeding 2 years, or to both),
from disclosing to a person concerned or to a thady that an investigation is under way or that
information has been transmitted to the FIAU.

Recommendation 19

560. The Maltese authorities have considered this issue.

561. There is no legal obligation to report all trangats above a fixed threshold to a national central
agency. However, Article 4 of the Reporting of Céétvements Regulations, 2004 provides that
every week, the Comptroller of Customs has to stiborthe Central Bank of Malta, details of all
declarations concerning the movement of funds stibdhio the Customs by incoming/outgoing
passengers. The FIAU receives from Central Banklalta (which is a Supervisory Authority)
records of the declarations mentioned abve.

3 Regulation (EC) n0.1889/2005 of 26 October 200 amtrols of cash entering or leaving the communmity apply as from 15 June
2007. The Regulation implements SR IX and is diyegpplicable in all EU Member States.
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Recommendation 25

562. The FIAU provides financial institutions with:

3.7.2

o General feed-back This emanates from the Annual Report releasethbyUnit and

through its official site on the internet.

Information on current techniques, methods andlogies. This information is put
forward by the FIAU during the Joint Committee nileg$ which are held monthly.

Feedback upon requestby a financial institution in terms of Article 3&f the
PMLA, Cap 373, in which case such feedback wouldiba case by case basis.

Recommendations and comments

563. At the time of the on-site visit there was no sfiedgiequirement in the Regulations to report
terrorist financing. This reporting duty needs ® dxplicitly clarified in the law to include all

funds where there are reasonable grounds to susp#uty are suspected to be linked or related
to, or to be used for terrorism, terrorist actsbgrterrorist organisations or those who finance

terrorism. There have been no reports relatingh# financing of terrorism, and no guidance

issued.

564. The law and Regulations should be amended to $pebifinclude the requirement to report
attempted suspicious transactions.

3.7.3 Compliance with Recommendations 13, 14, 19, 255petial Recommendation SR.IV
Rating Summary of factors underlying rating

R.13 Partially » Attempted transactions are not explicitly covered;
compliant * No reporting obligation on financing of terrorism.

R.14 Compliant

R.19 Compliant

R.25 Compliant

SR.IV Non- Mandatory obligation to report suspicious trangaddi of financing of
compliant | terrorism is not in place.

Internal controls and other measures

3.8

3.8.1

Internal controls, compliance, audit and foreign bianches (R.15 and 22)

Description and analysis

Recommendation 15

565. Recommendation 15, requiring financial institutiotts develop programmes against money

laundering and financing of terrorism, can be piedi for by law, regulation or other enforceable

means.
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566.

567.

568.

569.

570.

571.

572.

573.

Regulation 3 requires firms to establish procedfwesdentification, record keeping and internal
reporting. The Guidance Notes provide further detaf the steps firms are expected to take.
These cover clear responsibilities and accountegsilior the appropriate internal controls. As part
of the licensing requirements firms are requirechdwe internal audit departments that review
these controls.

In addition, the Regulations specify that firms iniake the appropriate measures to keep their
employees aware, and provide them with trainingherecognition and handling of suspicious

transactions. The designated reporting officer nbgsempowered to disclose information to the

FIAU and is exonerated from the duty of professi@earecy for this purpose.

Regulation 3 requires firms to provide relevantinirg to their employees that cover the
Regulations and the firms' internal controls. Fidnase discretion on the frequency with which
they provide this training. The Guidance Notes negwngoing and refresher training. The
examiners were advised that financial institutidren on an annual basis and this is the
expectation of the supervisors.

Regulation 10 (1) sets the requirements for infereporting procedures. These require that a
designated reporting officer (MLRO) shall be appeihto receive any information or other matter
which gives rise to a knowledge or suspicion timaither person is engaged in money laundering.
The Regulations require that consideration shoaltbken of such report by the reporting officer
or designated person in the light of all othervaig information in order to establish whether or
not the information or other matter contained ie thport gives rise to a reasonable suspicion of
money laundering. In order to complete this consitlen reasonable access has to be given to the
MLRO to any information held by the subject persdnich may be of assistance in determining
the suspicion of the report. The Regulations stifguthat a procedure has to be in place whereby
any suspected money laundering activity by the ntempofficer or designated person is reported
to the FIAU.

Due to the significant responsibilities of the MLR@e Guidance Notes for all sectors
recommend that financial institutions and supemyisauthorities ensure that the MLRO is
sufficiently senior to command the necessary aittholt is recognised that this will vary
according to the size of the institution.

The authorities place a significant degree of ingoore on the role of the MLRO: prior to taking
up their appointment MLROSs are required to sigettet confirming that they are fully aware of
the obligations that the role of the MLRO has urttierapplicable legislation.

Financial institutions have their own recruitingopedures and requirements; however, it is
common practice that a Malta Police Conduct Cetgié is one of the recruitment requisites for
designated reporting officers and the appointmargtrhe approved by the MFSA. In addition, all

investment advisors, portfolio managers, fund marggpersons arranging deals and / or
stockbroking services are subject to MFSA’s dugeliice process and individually approved by
the MFSA (apart from MFSA'’s approval of all qualifg shareholders (persons having over 10%
control) and directors of Licence Holders.

Additional Elements

There is no specific requirement to ensure thatMbh&®O has the ability to bypass his/her next
reporting level and report to senior managemenhefoard of directors. The prominence given
to the MLRO role by the Guidance Notes and the MFSd&ans that in practice the majority of
MLRO's report directly to senior management.
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574.

575.

576.

577.

578.

579.

Recommendation 22

There is no explicit requirement for firms to erestinat their overseas branches and subsidiaries
follow AML/CFT procedures. However, as part of tqgroval process for foreign branches and
subsidiaries the MFSA can require that overseagesfffollow the MFSA requirements for
AML/CFT.

The PMLR 2003 provides for the MLRO of an institutito share information with the MLRO of
other group members, both domestic and foreigntetms of the Banking Act, cross-border
establishments, including representative offices,saibject to the consent of the regulator who, in
giving its consent, ensures within its policiesttBuch establishments do not hinder the proper
and effective supervision of the financial insitat Within such policies would also feature the
observance of anti-money laundering measures.

The Insurance Business (Criteria of Sound and Ptydeegulations, 1999 issued under the
Insurance Business Act puts the obligation on mmste undertakings to ensure that foreign
branches and subsidiaries carry out their acts/iile accordance with the applicable laws.
Therefore if the foreign branches and subsidiaci@sy out life business they are required to
adhere to the anti-money laundering obligationshah the Maltese head office is subject, to the
extent that host country laws permit. There is oahe domestic insurance company with a
foreign branch. This branch carries on non-lifaimsce business.

Save for the above, there is no general provisiosither law, regulation or other enforceable
means which would cover criteria 22.1, 2 (and B¥iftancial institutions generally.

Additional elements

Financial institutions subject to the Core Prinefphre supervised on a consolidated basis by the
regulator in terms of Banking Directive on Consatill Supervision. Furthermore the provision
of Regulation 10 in the sharing of information by ROs within the group and the fact that some
financial institutions have also approved a groupR® is conducive to the conclusion that in
practice, financial institutions do apply, and medily are required to perform, CDD measures on
a group basis.

3.8.2 Recommendation and comments

Recommendation 22

There is no general provision in either law, regalaor other enforceable means which would
cover criteria 22.1, 2 (and 3) for financial ingtibns generally. The private sector institutions
with which the team met had policies and procedimggace which they were able to explain to
the evaluation team.

3.8.3 Compliance with Recommendations 15 and 22

Rating Summary of factors underlying rating
R.15 Compliant
R.22 Non * No general obligation for financial institutions ah ensures their

branches and subsidiaries observe AML/CFT measooesistent
with Maltese requirements and the FATF Recommeaondstto the
extent that host country laws and regulations psrmi

compliant
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* There is no requirement to pay particular attent@msituations where
branches and subsidiaries are based in countrigs db not or
insufficiently apply FATF Recommendations;

* Provision should be made that where minimum AML/GFT
requirements of the home and host countries ditfeanches and
subsidiaries in host countries should be requicedpply the highef
standard to the extent that local (i.e. host cgQiénvs and regulation
permit.

[92)

3.9 Shell banks (Recommendation 18)

3.9.1 Description and analysis

Criterion 18.1

580. The Banking Act Section 7 (1) prevents the esthbient of banks in Malta that do not have a
physical presence in their place of operation andagement with an independent board.

581. The approval of a banking licence in terms of tla@iBng Act is subject to the criteria established
by the Act itself under Section 7 and other prudémtiteria established and Banking Directive
No 01 on the licensing procedures. Under theser@itno bank can be established in Malta
without a physical presence of a place of operatimh management with an independent board of
directors.

Criteria 18.2 and 18.3

582. There appear to be no specific legally enforcepbdeisions prohibiting the financial institutions
(including banks) from entering into, or continuicgrespondent banking relationships with shell
banks. Nor are there obligations requiring finahdisstitutions to satisfy themselves that
respondent financial institutions in a foreign coyrdo not permit their accounts to be used by
shell banks. The MFSA checks as part of its onwdek whether credit and financial institutions
are operating accounts for shell banks.

3.9.2 Recommendations and comments

583. There is no specific legally binding prohibition dimancial institutions on entering into or
continuing correspondent banking relationships wsitlell banks. Nor is there any obligation on
financial institutions to satisfy themselves thatespondent financial institution in a foreign
country does not permit its accounts to be useshieyl banks.

584. Malta should review their laws and regulations gmdcedures and implement a specific
requirement that covers these obligations in aHricial institutions.

3.9.3 Compliance with Recommendation 18
Rating Summary of factors underlying rating
R.18 Partially The requirements as per Banking Act Section 7 €kfrict the
compliant establishment of shell banks in Malta. Howeverrahie no specifig

legally binding prohibition on financial institutie on entering into

or continuing correspondent banking relationshijith whell banks

Neither is there any specific obligation on finahdhnstitutions to

satisfy themselves that a respondent financiaitirtisin in a foreign
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592.

‘ ‘ country does not permit its accounts to be useshieyl banks.

Regulation, supervision, monitoring and sanctions

3.10 The supervisory and oversight system - competent thorities and SROs / Role,
functions, duties and powers (including sanctiongR.17, 23, 29 and 30)

3.10.1 Description and analysis

Authorities’ roles and duties, structure and resesi— Recommendations 23 / 30

Criterion 23.1 requires that countries should emsiinat financial institutions are subject to
adequate AML/CFT regulation and supervision and effectively implementing the FATF
standards. Criterion 23.2 requires countries taenghat a designated competent authority (or
authorities) has responsibility for ensuring AML/CTEompliance.

The Prevention of Money Laundering Act authorisee FIAU to ensure that persons are
complying with the AML laws (which includes the CkSBue).

The FIAU has sufficient operational independenag amonomy to undertake its responsibilities.
The Board of Governors is responsible for the jpedicto be adopted by the Unit. The
independence and autonomy of the Board of Goverobthe FIAU is backed by legislation.
Article19(5) of the Prevention of Money LaunderiAgt, Chapter 373 lays down that, members
of the Board shall discharge their duties in tlo&n individual judgement and shall not be subject
to the direction or control of any person or auitiyorThe Director and staff of the FIAU are
responsible only towards the Board of Governors.

Members of the Unit have been given adequate aledamt training for combating money
laundering and terrorist financing. It also ha$&pointed out that some of the members of the
Unit have had training in combating money laundgramd terrorist financing in their previous
jobs (in credit institutions or in the Police Foyce

The FIAU has no sanctioning powers. If it encount@ny potential or actual non compliance of
Regulations, it can refer the case to the MFSAt¢othe Lotteries & Gaming Authority if it
concerns casinos) to investigate the case and applstions where appropriate. The Malta Police
may also be informed and, if appropriate, crimicizrges can be brought.

The FIAU may require persons or firms covered lyRegulations to provide it with information
or documents relating to internal procedures fanglance or any other documents as may be
required by the FIAU in carrying out its functionBhe MFSA, in fulfilling its supervisory
responsibilities, can likewise require provisiondaicuments/information as it deems necessary in
fulfilling its responsibilities.

The FIAU can request any supervisory authority doall or any part of AML/CFT supervision,
providing it with supervisory information and s#tits, and also conduct inspections (both on
site/off site) on its behalf. The FIAU may autherany of its officers or employees to accompany
the supervisory authority in any on-site examimais may be required.

The FIAU and the MFSA have signed an agreement ebdyethe MFSA conducts on-site
inspections on behalf of the FIAU and reports tacitordingly.
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600.

601.

602.

603.

604.

Financial institutions have to be licensed and lagd by the MFSA. All financial institutions are

subject persons for the purposes of the PrevermfoMoney Laundering Regulations. All

financial institutions are therefore subject to AMGET supervision in accordance with the
provision of Article 26 and 27 of the PMLA and teetfinancial regulation and supervision of the
MFSA.

The MFSA conducts on-site and off site inspectimnsonnection with its financial supervision
responsibilities which also include compliance witkIL and CFT. The MFSA also undertakes
on-site anti-money laundering examinations on Webalthe FIAU in accordance with the
agreement between the MFSA and the FIAU in ternatafle 27 of the PMLA.

The MFSA, as a supervisory authority is obligedthyy Regulations to file STRs with the FIAU
on suspicious transactions encountered in the eafriss supervisory work.

The Act governing the MFSA ensures its independémea government and other bodies while
assuring its accountability to Parliament. Thetegi® management of and public accountability
for the MFSA is vested in its Board of Governorgaipted by the Prime Minister. The
Governors are obliged to report annually to Padiatrand the organisation is also subject to
scrutiny by the Public Accounts Committee, consgtiof members of Parliament from
government and opposition parties.

The Supervisory Council of the MFSA has responigjbfbr approving and issuing licences and
other authorisations, imposing sanctions and makigd level decisions on the supervision of
persons and other entities licensed by the MFSAe Bbard of Governors does not approve
regulatory action or intervention by the MFSA.

The MFSA is funded from licence and registrationsfes well as other money receivable by
Authority, for example administrative penalties.eTfunds of the MFSA are sufficient to react
flexibly and quickly.

The MFSA has in force an employment strategy te,hnain and maintain staff with appropriate
gualifications and experience. The level of remahen of staff is broadly above general
government service and comparable to some butlinaiate firms.

Staff involved in supervisory and regulatory workoldh a degree/diploma in
accountancy/legal/management/insurance. Staffwvedeaining in specialised areas on a regular
basis.

MFSA staff are protected against legal prosecut@nactions taken as part of their duties by
legislation. The MFSA has established and enfoaossde of conduct for its staff.

The confidentiality standards in the legislatioe aomprehensive. The MFSA Act, Section 17
obliges all employees of the authority to treat arfgrmation acquired in the discharge of their
duties as confidential, and precludes them froratly or indirectly disclosing such information.

MFSA staff are also subject to the provisions oé tMFSA Staff Handbook regarding
confidentiality. The Handbook includes provisiomsicerning conflicts of interest and guidelines
regarding gifts and hospitality. The officials agchployees have, since beginning of 2003, been
required to disclose their financial interest rethto supervised entities.

The MFSA is entitled to outsource certain taskshiod parties — auditors, actuaries and other
specialists in the field. These third parties adgjexct to the confidentiality rules that apply ket
employees of the MFSA.
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All MFSA employees are bound by strict confiderityalprovisions in the MFSA Act. In this
regard all records, information or documents arebéotreated by MFSA staff in strictest
confidence. This obligation continues even after émployment with the MFSA, for whatever
reason, comes to an end.

The MFSA provides its staff with training and dex@hent opportunities on a regular basis. The
MFSA has adequate trained staff to conduct AML/@&x@&minations. There are 20 banking staff,

10 securities staff, 4 insurance staff and 4 thustiness staff who are trained examiners. At the
FIAU the director and one board member review MHiSspection reports.

Recommendation 29

Criterion 29.1 requires that supervisors shouldehadequate powers to monitor and ensure
compliance by financial institutions with requiremt@to combat money laundering and financing
of terrorism.

As noted, the FIAU in Malta (like many other FIU® the primary designated authority
responsible for ensuring that financial instituoradequately comply with AML/CFT
requirements. The FIAU is empowered by the Pregaraf Money Laundering Act, Chapter 373
and the Prevention of Money Laundering Regulatitmssupervise financial institutions and
DNFBPs vis-a-vis anti money laundering and tertofiisancing. However, the FIAU has no
sanctioning powers. Therefore, if during any aredy®# encounters any non observance of
regulations, it can refer the case (and make recamdations) to the MFSA if it concerns any
financial institution or to, the Lotteries & Gamiguthority if it concerns casinos. The MFSA
has the power to investigate the case and applgtisaa where there is non-observance of
regulations. In any other case the Malta Polidafirmed and if there is enough evidence Court
action is taken.

Both the prudential supervisors and the FIU advided they had all the powers set out in
Criterion 29.2 in the exercise of their supervisémnctions (including reviewing books and
records and sample testing).

The powers of the FIAU to monitor and ensure coamge by financial institutions with Anti
Money Laundering requirements are derived fromddetR6 and 27 of the PMLA. The MFSA, as
the financial services regulator, is also empowedredupervise those it licenses not only on
regular compliance in the field of financial seegdut also on AML compliance.

The PMLA empowers the FIAU to:
- Monitor compliance by subject persons.
- Liaise with supervisory authorities to ensure cdamle.
- Request any supervisory authority to provide ithwitformation in its possession,
including details of on-site and off site inspenso
- Carry out on-site inspections.

The MFSA conducts both on-site and off-site moimigr work and compliance testing.
Compliance visits assist the MFSA in monitoring holesely license holders adhere to license
conditions and to the standards required by law.oArgoing compliance-testing program is in
place. The purpose of these visits is three fagrovide assistance to license holders; to identif
issues which may give rise to regulatory conceirsl to ensure adherence to regulatory
requirements.

During compliance visits to Licence Holders, MFSAfi€ers discuss prevention of money
laundering issues with the MLRO, management arfll Eisscussions are held to determine:
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621.

The training given to staff members,

- Their awareness of the regulations and any testeanges;
Whether the MLRO has written procedures, and

To determine the attitude towards the regulation

As part of its regulatory work the MFSA has estsiiid an on-going compliance programme
which includes on-site visits of all its licenceldhers.

Such on-site visits are carried out either as gits own supervisory programme or at the request
of the FIAU in terms of the PMLA, Cap 373.

Inspections can be very extensive or only targetedpecific operations in particular where

concerns are triggered through off-site monitoriRgutine on-site inspections cover all factors

which may have an impact on the performance oflitemce holder. These inspections broadly
cover the main areas of the organisation. Inspgdairying out on-site inspection have access to
any document and information of the company. Brpagleaking compliance visits are carried

out on licence holders on a bi-annual basis whet@agted inspections are carried out as and
when the need arises.

When problems are detected during an on-site itigmethe MFSA, in consultation with the
FIAU) investigates the reasons behind the probl&ubsequent to on-site inspections, the MFSA
discusses its findings with directors/senior mansgy®. A follow—up letter detailing the MFSA'’s
findings is sent to the directors (and forwardedthte FIAU) and they are requested to give
feedback including a proposed plan of action wintagfication or remedial action is requested.
Directors are requested to reply to the letter with given timeframe. On-site inspections are
followed up through further exchanges of correspoee and/or verification through a follow up
on-site. The FAIU is closely involved in the foNaup work.

In terms of Article 26 of the PMLA, Cap 373, theAkl may require subject persons to provide it
with such information or documents relating to tisabject person’s internal procedures for
compliance or any other documents as may be rejbiyethe Unit in the performance of its

function under the Act. In terms of Article 30 aB@A the Unit may further demand from subject
person or any other persons such information thdgems useful for the purpose of its function.
The MFSA, in fulfilling its supervisory responsilis, can likewise require license holders to
provide it with all documents/information as it deenecessary in fulfilling such responsibilities.
The powers are derived from the MFSA Act and thecHje financial legislation.

There is no need for a court order to requireehge Holders to provide information or
documents to the MFSA or for subject persons twigeoinformation or documents to the FIAU
in terms of the PMLA, Cap 373.

The FIAU has no sanctioning powers. However, théUrlcan refer any shortcomings

encountered during any analyses to any regulatacezaed or connected with AML irrespective
whether the shortcoming concerns procedural matterson-compliance with recommendations
or regulations to combat money laundering or téstdunding. Furthermore, non-compliance
with the PMLR, 2003 is an offence as defined inRegulations subject to fine and imprisonment
or conviction. The FIAU therefore may refer sucltansistencies with the Police for further
investigation and prosecution.

Article 16(g) of the Prevention of Money LaunderiAgt, Chapter 373 empowers the FIAU to
make recommendations, issue guidelines and adwisdlinister of Finance on all matters and
issues relevant to the prevention, detection, tigaon, prosecution and punishment of money
laundering and funding of terrorism.
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In terms of the relevant specific financial legigla, the MFSA may adopt a number of
administrative and other measures against, a lcdmdder found to have breached relevant
regulatory requirements, including non compliand wML obligations.

Recommendation 17

The PMLA Atrticle 12(1) empowers the Minister to neakules or regulations for the regulation of
and control of the financial institutions to proeidor inter alia procedures and systems for
training, identification, record keeping, intermaporting and reporting to supervisory authorities
for the prevention of money laundering and the fngaf terrorism. Article 12 (3) states that the
rules or regulations made by virtue of this santielarmay impose punishments or other penalties
in respect of any contravention or failure of compte not exceeding a fine of Lm 20,000
(twenty thousand Liri) or imprisonment for a teriwt exceeding two years or both such fine and
imprisonment.

In addition to this Regulation 3 (2) imposes crialipenalties for contraventiasf the provisions

of the regulations on any subject person. The gargton conviction, shall be a fine not
exceeding twenty thousand Maltese Liri or imprisenirfor a term not exceeding two years, or to
both a fine and imprisonment.

Furthermore, non compliance with the PMLR or thed@aoce Notes may be subject to sanctions
by the MFSA under relevant sectoral financial lkgien.

Subject persons refer to any legal or natural pergarrying out either relevant financial business
or relevant activity. Regulation 4 further statbsttwhere an offence against the compliance
provisions of Regulation 3 is committed by a bodyther association of persons, be it corporate
or unincorporate, every person who at the timehef dcommission of the offence who was a
director, manager, secretary or other similar effiof such body or association, or was purporting
to act in any such capacity, shall be guilty oft tbiience unless he proves that the offence was
committed without his knowledge and that he exerti®ll due diligence to prevent the
commission of the offence. Thus sanctions couldyajgpdirectors and senior management.

While the FIAU has no formal sanctioning powers,itg supervisory responsibilities, as laid
down in the PMLA, Cap 373, the FIAU has the poweotder subject persons to comply with
specific instructions in order to ensure compliangth the Regulations. The FIAU can also
require (under Article 26 of the PMLR) periodic ogfing on internal controls and procedures
provided that requests relate to Anti Money Laumdgeissues. If it encounters any potential or
actual non compliance with the Regulations it caferr the case to the MFSA to investigate.
Further sanctions, including the withdrawal of tices or the restriction of the powers of officials
or the replacement of officials can be imposed by MFSA if, in their opinion, the non-
compliance observations made by the FIAU call fahsaction. The FIAU can also refer cases of
non-compliance to the Police, and, if approprieteninal charges can be brought.

3.10.2 Recommendations and comments

There is no requirement to report suspicion oforgst financing and consequently no supervision
of this issue.

There are currently no sanctioning powers undeRtbgulations for failing to report financing of
terrorism transactions, despite the wide wordingAdf2(1) PMLA which embraces funding of
terrorism.

There are some proportionate and dissuasive sasciio place. However, the imposition of
public sanctions has not been used by the MFSAespact of breaches of money laundering
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requirements. The deterrent impact of the sanictipregime would be enhanced by public action
(where warranted) against firms or individuals.

3.10.3 Compliance with Recommendations 17, 23 28d

Rating Summary of factors underlying rating

R.17 | Largely compliant | Sanctions which may be proportionate and dissuasigeavailable
for AML breaches by the FIU and the MFSA, but tlile@iveness
of the overall sanctioning regime, at present,ussgjoned because
public sanctions have not been imposed for AMLirigs.

The ability to sanction in respect of failure tpoe unusual business
operations involving funds which may be linked alated to
terrorism and financing of terrorism should be ifiked.

R.23 | Largely compliant | NO requirement to report suspicion of terroristafising and
consequently no supervision of this issue.

R.29 | Largely compliant | No requirement to report suspicion of terroristafining and

consequently no supervision of this issue.

3.11  Financial institutions - market entry and ownership'control (R.23)

3.11.1 Description and analysis

Recommendation 23 (criteria 23.3, 23.5, 23.7)

The law requires measures to ensure that the atiglsoare fully aware of the people behind as
well as those running a financial institution. Theevant requirements are contained in the
Banking Act and the Financial Institutions Act.

These laws require that the MFSA has a full undeding of the beneficial owners and directors
as well as those running a financial institutiors. gart of the authorisation process, the MFSA is
required to ensure shareholders, controllers arettdirs are suitable for the prudent management
of the firm. There is also an assessment of pemsithsclose links to the firm to ensure that they
do not prevent it from exercising effective supsiom of that company.

Following authorisation the MFSA must provide camg® changes in shareholding and directors
of firms and may make an order requiring a persotetise to be a controller or restraining such a
person from becoming a controller or director. Banking Act specifically prevents persons
who have been involved in money laundering or fogodty of a crime affecting public trust,
theft, fraud, extortion or of knowingly receivingrgperty obtained by theft or fraud from
becoming officers of firms.

The rules are to be found in the Banking Act agticlon licensing (qualifying shareholders and
close links), article 13 on acquiring or increasilegreasing a significant or a qualifying
shareholding, article 13 (5) and on selling/mergegonstructing a business, article 14 on
controllers and directors of credit institutiongicde 32 on prevention of persons who have been
involved in money laundering or the like to be odfis of credit institutions. The Banking Act is
supplemented by directives.
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The MFSA approval of new significant shareholdifigsover 20%) applies where increases are
such that they would cause it to equal or exceéd,280%, 50% or 100%. Approval is also
required for reductions of shareholders to belo@9%4050%, 30% or 20%, and for other sales of
significant shareholdings.

The Financial Institutions Act contains provisiomBich are similar to those in the Banking Act.
Similar legal requirements and procedures are meefan respect of market entrance in the
securities and insurance sectors.

Criteria 23.3.1 requires directors and senior mamant of financial institutions subject to the
Core Principles should be evaluated on the basi¥itoand proper” criteria including those
relating to expertise and integrity.

In submitting a request for MFSA’s approval of avndirector or senior manager of a Licence
Holder, such person is required to submit a ‘Peko@uestionnaire’ which requires
comprehensive details on the person’s backgroundk experience, and qualifications, including
the submission of a police conduct certificate eBstve due diligence enquiries are conducted by
the MFSA to past employers, banks, professionaldsodnd other regulators as applicable etc.
with a view to ensuring that only persons of intiggand good repute who satisfy the ‘fit and
proper’ test are approved.

Insurance Directive 2 of 1999 on Criteria of Fithe@sd Properness provides much more detailed
provision on the testing and controls to be made.

The fithess and properness criteria are on-goiggirements of an authorisation and are the
responsibility of the company concerned, which ésponsible to notify the MFSA of
circumstances relevant to the fitness and properoésts key functionaries. In addition, the
Insurance Act places a further obligation on apedoauditors and actuaries who should
immediately inform the MFSA, through the company®&nagement, or if circumstances so
warrant, directly of any matter which relates tal anay have a serious adverse effect on the
insured, the policyholder or any other interestedspn of the authorised company. For banks
similar provisions are found in Articles 26 and (3] of the Banking Act and for securities firms
in Article 18 of the Investment Service Act.

Foreign exchange businessds is prohibited to operate Foreign exchange ress without
alicence. Natural or legal persons providing a eyoor value transfer service or currency
changing service require a license to conduct dindncial business in Malta. The Financial
Institutions Act, Chapter 376 deals with this tyffenon-banking financial institutions.

The under mentioned articles of this legislationcarn:

- Atrticle 3(1)(2)(3) deal with the licensing requirents to conduct such a financial
business.

- Article 4(1)(2)(3) specifies that there must be @tten application to apply for a
license under this law.

- Article 5(a to d)(2)(3)(4)(5) (6) deal with the issg procedures of a license.

- Article 6(1)(a to e)(2) (a to g)(3)(a to d)(4)(5)B) concern the restrictions
concerning the license and the revocation of denbe.

- Article 7(1)(a & b)(2)(3) concern notification ofng proposed variation of the
license, restrictions or revocation of a license.

Money or value transfer servicAll persons (natural or legal) providing a money- value-
transfer service or a money service must be lickrsethe MFSA in terms of the Financial
Institutions Act. All institutions so licensed umdhis Act are subject to the PMLR, 2003.
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The Malta Financial Services Authority is the swimng authority dealing with the above
indicated non-banking financial institutions.

Non-banking financial institutions require a licerfsom the Malta Financial Services Authority
to conduct their business in Malta. The following &he various legislations licensing/control of
these non--banking financial services providerswvestment Services Act, Chapter 370; the
Financial Institutions Act, Chapter 376; Insuramrekers & Other Intermediaries Act, Chapter
404; and Special Funds (Regulation) Act., Chapséx. 4

3.11.2 Recommendations and comments

646.

The supervisory authorities have adequate legattsires to prevent criminals from controlling
financial institutions. As far as the licensing gedures in the financial market are concerned,

these are broadly in line with the relevant Europednion legislation and FATF
Recommendations.

3.11.3 Compliance with Recommendation 23 (Criteria 23313223.5, 23.7)

Rating Summary of factors underlying rating

R.23 Compliant
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3.12 AML/CFT Guidelines (R.25)

3.12.1 Description and analysis

647. Guidance Notes are in place for the various inglustictors. At the time of the on-site visit the
Guidance Notes for credit and financial instituipmsurance brokers and sub-agents, insurance
companies carrying on life business, investmentices and stockbrokers had last been amended
in 2004.These provide useful guidance for firmaiplementing effective anti-money laundering
controls.

648. In the replies to the questionnaire it is emphakiteat in view of the recent inclusion of the
DNFBP as subject persons in term of the PMLR, tbmtJCommittee is co-ordinating the
development of new guidance notes for the vari@esoss. It is also intended to consolidate the
respective guidance notes. These have not yetdmaended.

649. There are no guidelines on CFT.

650. With regard to feedback (Criterion 25.2), as watedcearlier the FIAU publishes at least once a
year a report on its activities in general to thaibter. Furthermore PLMA article 32 requires that
the FIAU provides appropriate information upon resjuto a disclosing institution in order to
establish the current status of a specific diseckasu

651. The Guidance Notes stress the importance of fe&das@an important element in a developed
system of communications. It follows from the Guida Notes that financial institutions are
expected to ensure that: Money Laundering Repofiifiigers (MLRO) keep branch managers or
similar officers informed of the development of oefs filed internally through them; all contacts
between branches and the FIAU or the Enforcemettidkity is reported back to the MLRO; the
institution’s Senior Management is continuously agjed and fully aware of any situation
concerning suspicious transactions; the Competenthdkity is kept informed of any
developments on reports which had been copiedféo rfegulatory purposes.

652. It is pointed out in the Guidance Notes that whaneinvestigation is dropped or a business
relationship is terminated immediate written comination between the parties concerned is of
utmost importance.

653. There were no general, annual reports on typolagiestrends regularly made available (with, for
example, sanitised examples of actual money laimgi@ases). What has been done is, in the
examiners’ view, not sufficient to satisfy Critenid®25.2 on general feedback. The FIU itself
receives no feedback from law enforcement, ancefoer appropriate case-specific feedback is
impossible to provide and has not been addressee.r@&commendations on general and on
specific or case by case feedback in the FATF Beattices Paper as of 2 June 1998 should be
addressed. Many of the representatives of obligstitutions that the team met expressed major
concerns about this issue.

3.12.2 Recommendations and comments

654. There is an absence of sector specific guidancefif@ncial institutions on CFT issues.
The examiners strongly recommend to the competatitodties that they urgently establish
Guidelines that will assist financial institutiots implement and comply with their respective
CFT requirements. These should be co-ordinatedcandistent across the various sectors. The
Malta authorities should consider reviewing thedguice notes for the various sectors to ensure
that (where appropriate) the guidance provideslaimmmounts of detail. At present some industry
sectors receive more detailed guidance than others.
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At a minimum, guidelines should include a desooiptof FT techniques and methods and any
additional measures that financial institutionswtidake to ensure that their CFT measures are
effective.

It is also recommended that the issue of adequateappropriate feedback be addressed by the
competent authorities in line with the FATF Besadice Guidelines on Providing Feedback to
Reporting Financial Institutions and Other Persamd that this issue should be addressed by the
competent authorities collectively (see Recommeod&il).
3.12.3 Compliance with Recommendation 25
Rating Summary of factors underlying rating
R.25 Partially CFT issues are not addressed in sector specifieijues.
compliant The provision of feedback is not fully in line withe FATF Best
Practice Guidelines on providing feedback.
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663.

3.13  Ongoing supervision and monitoring (R.23 [Criteria23.4, 23.6 and 23.7])

3.13.1 Description and analysis

All licensed institutions are subject to on-goingparvision by the MFSA. The major banks are
assessed individually and supervisory visits cotetu@ccording to the different risks to which

they are exposed. The different areas which arereovduring separate inspections include credit,
treasury, internal audit, risk management, depastiounts, prevention of money laundering,

verification of statutory/regulatory reporting corpte governance and representative offices,
amongst others.

With regard to the other institutions whose bussnessmore restricted and which do not take
deposits from Maltese customers, top-down inspestére carried out, where all risks inherent in
operations are analysed. Again, this is carriechoedtly on a sample basis.

The supervisory cycle of all institutions is betwe&®l and 30 months.

All persons (natural or legal) providing a moneyalue transfer service or a money or currency
exchange service must be licensed by the MFSArmgef the Financial Institutions Act. All
institutions so licensed under this Act are subje¢che PMLR, 2003.

Such entities have to be licensed under the Finhmestitutions Act 1994. As such they are
therefore subject to regular supervision undertdiethe MFSA Banking Unit Inspectors. The
supervisory cycle for these entities is similathat for credit institutions licensed and superndise
in terms of the Banking Act, that is, 24-30 montingler normal circumstances. The main area of
supervision in relation to such entities relateBrdL issues.

Non-banking financial institutions require a licensom the MFSA (Malta Financial Services
Authority) to conduct their business in Malta. MF&?#the regulator and supervisory authority of
all banking and non-banking financial institutioAdl. financial institutions in Malta are subject to

AML supervision by the MFSA and the FIAU.

The MFSA has a programme of visits in place to@#gdL controls in the subject persons that it
regulates. The visits follow detailed checklistowéver, some of the checklists (eg credit and
financial institutions) contain more detail thae thecklists used by other sectors. The examiners
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recommend that the MFSA reviews the checklists amsures that all sectors are adopting a
consistent approach to assessing the AML/CFT Tible. on-site inspection visits follow a rolling
programme and do not take account of firm specifik. This is not currently a concern but
should the resources of the MFSA reduce or the euroblicensed subjects increase, the MFSA
may need to consider applying a risk based apprimatte inspection visit programme.

The MFSA has a general system of administrativetgars. Sanctions however have as yet not

been applied in respect of breaches of the Regukatiut have been used in other areas where it
has identified non-compliance. For example, sansthave been imposed for market abuse, late
submission of documents and breaches of condumisdhess requirements.

With regard to statistics the MFSA keeps detailatigtics covering on site examinations of
AML. Details of any sanctions taken by the MFSA arade public. As noted, to date the MFSA
has not imposed sanctions for AML related issues.

There are no statistics covering CTF issues duleet@bsence of mandates to inspect financing of
terrorism issues.

On.-site examinations AML/CFT

BANKING AND FINANCIAL INSTITUTIONS
ON-SITE EXAMINATIONS
Full -
Review AML Specifi
Year . . . c
(including | Review Risk
AML)
Credit Institutions 5 1 6
2001 | Financial Institutions
* 5 B B
Credit Institutions 3 - 8
2002 | Financial Institutions
* 6 B B
Credit Institutions 6 - 5
2003 | Financial Institutions
* 7 B B
Credit Institutions 3 2 7
2004 | Financial Institutions
* 1 B B
2005 | credit Institutions 3 2 7
(as at - - —
30 Financial Institutions
* S B B
Sept)
* Excluding institutions falling under the supervisiof the Securities and
Insurance Units
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667.

2000
2001
2002
2003
2004
2005*

Insurance Companies

Insurers  Captive Management

Nil Nil Nil
5 1 Nil
2 Nil 1
Nil Nil Nil
5 Nil Nil
2 Nil Nil

Insurance

Agents  Brokers  Sub Aents

Nil 16 Nil
Nil 9 1
Nil 13 2
1 3 13
Nil 2 5
Nil 8 Nil

*Jan - Sep 2005

On-site examinations - Securities

Year Number of Visits
2000 32
2001 64
2002 54
2003 84
2004 62
il ond iuly 35

On-site examinations having an AML content carriedout at nominees (now being phased out)

and trustees

Year No of Visits
2000 69
2001 120
2002 81
2003 124
2004 53
2005* 30

*up to 30N

September

Criterion 32.2 requires that competent authorighsuld maintain comprehensive statistics or
matters relating to the effectiveness of systemsdmbating money laundering and financing of
terrorism. In the absence of comprehensive stisin on-site inspections on CFT issues (and the
absence of mandates to inspect financing of temorissues), the examiners consider that
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668.

669.

670.

671.

672.

673.

674.

Criterion 32.2 is not fully satisfied with regamm AML/CFT on-site inspections, and sanctions for
breaches.

3.13.2 Recommendations and comments

The arrangements for supervision on AML for alelised institution are found to be satisfactory.
No supervision of CTF is carried out as there isnamdate.

The MFSA keeps detailed statistics covering on examinations of AML. No examinations of
CTF and consequently no statistics on CTF.

3.13.3 Compliance with Recommendation 23 (Criteria 22316 and 27.7)

Rating Summary of factors underlying rating

R.23 | Largely compliant | No regulatory or supervisory measures on CTF rémprt

3.14  Money or value transfer services (SR.VI)

3.14.1 Description and analysis

The Financial Institutions Act applies to thesditntons. In terms of the Financial Institutions
Act, MVT service providers must be appropriatebehsed by the MFSA as a financial institution
in terms of the Financial Institutions Act in orderprovide such services. Once licensed, MVT
services providers are subject to the regulatody @midential provisions of the MFSA and are,
consequently subject, to supervision by the MFSA.

All institutions licensed under the FIA are consetkas “subject persons” for the purpose of the
PMLR and hence subject also to anti money laundesupervision by the FIAU in terms of the
provisions of the PMLA, Cap 373.

In terms of the FIA an MVT service provider canragpoint agents except with the express
authority of the MFSA as the financial service Hedpor.

Being “subject person” a financial MVT service piaer is bound by the PMLR and sanctions as
described under Recommendation 17 are also apl@itaiVT service providers.

3.14.2 Recommendations and comments

Money remittance activities must be appropriatelgrised by the MFSA in order to provide such
services. Being “subject persons” the MVT servicavigers are bound by the PMLR, including
the regulations on identification, record keepimgl nternal reporting procedures. MVT service
providers are supervised by the MFSA. That saieletlare deficiencies identified earlier in this
report in respect of CDD, and especially in relatto SR VII which materially affects the
compliance of the MVT service operators with thellFARecommendations overall.

3.14.3 Compliance with Special Recommendation VI

Rating Summary of factors underlying rating

SR.VI Compliant
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4 PREVENTIVE MEASURES - DESIGNATED NON FINANCIAL
BUSINESSES AND PROFESSIONS NON-FINANCIAL BUSINESSES

Generally

675. Apart from being applicable to the financial sectbe provisions contained in PMLR, 2003, are
also applicable to number of subject persons faluithin the definition of “relevant activity” in
Regulation 2.

676. DNFBP covered by “relevant activity”, are the follmg legal or natural persons when acting in
the exercise of their profession:
(@) auditors, external accountants and tax adwvisor
(b) real estate agents
(c) notaries and other independent legal profestsoin relation to assisting in the
planning or execution of transactions for theiewts concerning the
() buying and selling of real property or businegsities
(i)  managing of client money, securities or otlassets, unless the activity is
undertaken under a license issued under the pomgisdf the Investment
Services Act
(iif) opening or management of bank, savings ousdges accounts
(iv) organisation of contributions necessary fore threation, operation or
management of companies
(v) creation, operation or management of ssusbmpanies or similar
structures
or by acting on behalf of and for their clientany financial or real estate
transaction
Provided that where a natural person undertadep of the above
professional activities as an employee of a legakgn, the obligations
under these regulations shall apply to that legedqgn
(d) nominee companies and licensed nominees aesngominee shareholders or
trustees, authorised under the Malta Financiali&es\Authority Act
(e) dealers in precious stones or metals, or wardksart or similar goods and
auctioneers whenever payment is made in cash iansunt equal to Lm5,000
(five thousand Maltese Liri) or more
(f)  any activity which is associated with an aittialling within paragraphs (a) to (e)
above.

677. Furthermore, the Gaming Act Regulations, 1988 ektee PMLR, 2003 to casints

678. The DNFBP covered by the Prevention on Money LatingéAct, like financial institutions, are
subject to CDD, record keeping, and internal raépgrtequirements. No specific guidance notes
have yet been developed for DNFBP. Neverthelessetaluators were advised that there was an
agreement through the Prevention of Money Laundetaint Committee for DNFBP to apply the
same guidance notes for financial institutions gerepriate. Nevertheless, the evaluators were
advised that guidance for accountants and nothaédeen under consideration.

679. Under Regulation 15 of PMLR 2003, it is stated thathing in these regulations contained shall
require a person who is carrying out a relevanviggt(i.e. DNFBP) to maintain procedures in
accordance with these regulations which requireglende to be obtained, in respect of any
business relationship formed by him before the datevhich these regulations come into force,
as to the identity of the person with whom thagtiehship has been formed, and any such

% Casinos are now incorporated as subject persafes tine 2006 revision of the PMLR 2003.
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relationship shall be treated as if it were ant#stlaed business relationship. An exemption to this
position is in place where a doubt has arisen @nghs have occurred in the circumstances
surrounding the established business relationst@pdentification process shall be carried out in
accordance with these regulations.

4.1 Customer due diligence and record-keeping (R.12)
(Applying R.5 to R.10)

411 Description and analysis

680. Criterion 12.1 requires DNFBP to meet the requingimeof Recommendation 5 in the
circumstances specified in Criterion 12.1.

681. The Regulations are fully applicable to all DNFBfdefined under the term “relevant activity”.
Therefore, DNFBP as defined by the term “relevativiy” are subject to all the obligations
under the PMLR, 2003 as are applicable to the firzhsector.

682. As far as Casinos are concerned, the applicatiodesttification procedures is required by the
Gaming Act Regulations:
(a) when entering the casino (Reg 45)
(b) whilst in the casino, when exchanging cash, chequésough a credit or debit card in
excess of Lm2000 (Euro 4,600) (Reg 46)
(c) when exchanging chips or tokens after playing endasino the value of which exceed
Lm2000 (Euro 4,600) (Reg 46).

683. According to essential criteria 12.1, casinos sthdad required to comply with the requirements
set out in R. 5 when their customers engage iméiah transactions equal or above USD/EUR
3 000. According Directive 91/308/EEC(4) as amenclsinos shall be deemed to have complied
with identification requirement if they are undeate supervision and identify their customers
immediately on entry. (Art.3.6)

684. Real estate agents are covered as provided fasdmngal criterion 12.1(b).

685. Dealers in precious metals and dealers in pregtuses are covered as provided for by essential
criterion 12.1(c)

686. Lawyers, notaries, other independent legal prodesds and accountants are covered by the
Regulations (under the definition “relevant actitjitin accordance with essential criterion
12.1(d).

687. As far as trust services providers are concernely, mominee companies and licensed nominees
acting as trustees, authorised under the MaltanEiakh Services Authority Act, are covered.
Although the Trusts and Trustees Act had come meefagshortly prior to the onsite visit, the
MFSA had at the time not issued any licences utldsrAct. Moreover, the PMLR had not been
amended to include such licence holders as subggsons.

688. As far as company service providers are concertiedPMLR 2003 do not specifically cover
those acting as a formation agent of legal persitrese providing a registered office, business
address or accommodation, correspondence or adratiie address for a company, a
partnership or any other legal person or arrangenMaltese authorities advised that most of
these activities are done by lawyers and accountand therefore fall under the scope of the
definition “relevant activity” (paragraphs. “a” arid”). Moreover, paragraph “f” covers these
services when provided by any other person in odiorewith activities carried out under para.
“a’ to “e”.
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689.

690.

691.

692.

693.

694.

695.

696.

697.

698.

Under criterion 12.1 DNFBP should especially complth the CDD measures set out in criteria
5.3 to 5.7 but may determine the extent of suchsomes on a risk sensitive basis depending on
type of customer, business relationship or tramsacDNFBP in Malta are not allowed to apply
the CDD measures on a risk sensitive basis.

Criterion 12.2 requires DNFBP to comply with th&emia set out under Recommendation 6 and
8-11.

Applying Recommendation Griteria 6.1 states that financial institutiomsld be required, in
addition to performing the CDD measures requiredeurRecommendation 5, to put in place
appropriate risk management systems to determiretheha potential customer, a customer or
the beneficial owner is a politically exposed perd®EP). There is no such requirement
concerning DNFBP in PMLR 2003 or in other releveegulation or guideline. As far as DNFBP
are concerned there are also no risk managemetdansysn place. According to criteria 6.2
financial institutions should be required to obtaemior management approval for establishing
business relationships with a PEP. There is no seghirement concerning DNFBP in PMLR
2003 or in other relevant regulations or guidelingases where a customer or beneficial owner is
subsequently found to be, or subsequently becomeERaare also not covered. According to
criteria 6.3, financial institutions should be regqd to take reasonable measures to establish the
source of wealth and the source of funds of custerand beneficial owners identified as PEPs.
There is no such requirement concerning DNFBP in.RNM003 or in other relevant regulations
or guidelines. The situation is thus similar tottdascribed in relation to the financial sector for
Recommendation®8

With reference to Recommendations 8-11 since thguR#Bons do not distinguish between
DNFBP and financial business providers the samalatigns apply for DNFBP.

Applying Recommendation Ro specific enforceable guidance on measureg toub in place to
avoid the risks associated with technological dgwelents are in place. Regulation 6 directs
subjects in the case of any non-face-to-face trdioses. Subject persons who receive instructions
by post or by any electronic means must conduct#imee CDD as per Regulation 5. The use of
electronic or internet banking does not providetlfi@ opening of accounts.

Applying Recommendation. The legal structure is in place to cover the meguoents of
Recommendation 9. However, it is unlikely that &iyFBP would use third party introducers.

Applying Recommendation .1(Regulation 9 provides for all reporting subjedts store
identification documentation for at least 5 yedtsrahe termination of contact.

Applying Recommendation 1As already explained for financial institutioneder Section 3,
Recommendation 11 is partially provided for undexg&®ation 5 (5) which is applicable to
DNFBP.

4.1.2 Recommendations and comments

Malta should implement Recommendations 5 (critééal (d)), 8 and 11 fully and make these
measures applicable to DNFBP.

Maltese authorities should adopt provisions cogr@ti persons providing company services
(criterion 12.1 (e)).

% This issue has been now addressed with the amentslimieFebruary 2006 to the PMLR.
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699.

700.

The Recommendation made for financial institutianth regard to Recommendation 11 should
be made applicable to DNFBP.

Generally the examiners believe that once additidoamal provisions are in place, the
effectiveness of implementation will be further dmped through proper monitoring of
implementation. The restructuring of the Preventidd Money Laundering Joint Committee to
include DNFBP (through their associations) as far financial sector should create awareness
and ensure the continued willingness of DNFBP wapML/CFT requirements.

41.3 Compliance with Recommendation 12

Rating Summary of factors underlying rating
R.12 Largely * The same concerns in the implementation of Reppfyaequally
compliant to DNFBP.

» No adequate implementation of Rec. 6.

« The same concerns in the implementation of Rec.affly
equally to DNFBP.

* Not all persons providing company services are @veby
Maltese legislation.

701.

702.

703.

4.2 Monitoring of transactions and other issues (R. 16)

(Applying R.13 - 15 and 21)

4.2.1 Description and analysis

Applying Recommendation .18riterion 16.1 requires Essential Criteria 13.4 40 apply to
DNFBP. Criteria 13.1-3 are marked with an asteriBike first two require reports to the FIU
where the obliged entity suspects or has reasorahise to suspect funds are the proceeds of
criminal activity or has reasonable grounds to saspr suspects funds are linked to terrorism etc
or those who finance terrorism.

PMLR 11 clearly requires that the reporting obligatis triggered when information obtained
indicates that a person suspects or have reasdredi¢ve that a transaction could involve money
laundering or that a person has or may have bearved in money laundering. The report
should be made as soon as reasonable practicabxendtters are included for these purposes and
are not excluded for STR reporting purposes. Therao financial threshold in relation to
suspicious transaction reporting.

At the time of the on-site visit the PMLR, whichopides for the mandatory obligations for filing
STRs, had not yet been expanded to cover repdditige FIAU of suspicious transactions linked
to terrorist financing! Attempted money laundering is included in the migfin of money
laundering in art. 2 of the PMLA, art. 28 )delayefecution of a suspicious transaction) and art
29 (action after execution of suspicious transactwhich could not be delayed) includes
attempted transactions. The PMLR is silent on #seieé of reporting of attempted suspicious
transactions.

37 Reporting of transactions suspected to be refatatie financing of terrorism is now provided farder the

February 2006 revisions of the PMLR.
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705.

706.

707.

708.

709.

710.

711.

As far as casinos are concerned they are requiregpbrt under conditions set out in the Gaming
Act Regulations 1998. According to the evaluatassessment, the respective provisions (Art. 50
— 51 GAR 1998) are closer to Recommendation 13 thase of Art. 11 PMLR 2003. That
satisfies criteria 16.1 (a).

Real estate agents are required to report on tie bhthe general condition, as the other subject
persons. There is no exemption. This satisfie®riait16.1 (a). Dealers in precious metals or
stones are subject persons only when the paymenade in cash in an amount equal to five
thousand Maltese Liri (11 500 EUR) or more. TodReent that art. 11 covers subject persons it is
concluded that criteria 16.1 (b) is satisfied. Unslébregulation 2 of Article 11, subject persons
carrying out a relevant activity under paragraphdia(c) of the definition of relevant activity
shall not be bound by the reporting obligationhi¢ tinformation is received or obtained in the
course ascertaining the legal position for theiertl or performing their responsibility of
defending or representing that client in judiciabgeedings, including advice on instituting or
avoiding proceedings, whether such informationeiseived or obtained before, during or after
such proceedings.

That exception appears to go beyond the exceptiowed by Rec. 16 and criteria 16.1 (c) as far
as it covers also tax advisers. The Maltese adiberexplained that tax advisers were included in
order to satisfy the requirements of the EU DirextiThey further explained that in practice in
Malta there is no profession per se of tax advis&hgese activities are carried out by the
accountant profession.

Trust and Company Service Providers are not fudlyeced by the reporting obligation under art.
11 of PMLR 2003. Subject persons carrying out avaht activity under paragraph (d) of the
definition of "relevant activity" are nominee goamies and licensed nominees acting as nominee
shareholders or trustees, authorised under theaNaiancial Services Authority Act.

Firstly, a Trust Service Provider could be any rator judicial person (art.43, subparagraph 3 of

Trust and Trustees Act) and not only a nominee @mr licensed nominee. It appears under

paragraph (d) of the definition of "relevant ait}iV that only nominee companies and licensed

nominees acting as (a) nominee shareholders dgru$tees are subject persons. The rest of Trust
Services Providers remain uncovered.

Secondly, Criterion 16.1 (d) requires Trust and @any Service Providers to report when they
prepare for or carry out a transaction on behaif dient;

* acting as formation agent of legal person;

e acting as (or arranging for another person toamjta director or secretary of a
company;

* providing a registered office; business addresscoommodation, correspondence or
administrative address for a company, a partnershigny other legal person or
arrangement;

* acting as (or arranging for another person to sichdrustee of an express trust;

» acting as (or arranging for another person to siceaaominee shareholder for another
person.

The aforementioned provisions of PMLR 2003 (defomitof "relevant activity" and art. 11)
impose reporting obligations when nominee compaaias licensed nominees act as nominee
shareholders. The first part of the last two bubleints “arranging for another person” does not
appear to be covered by the Regulation.

In practice at the time of the onsite visit apadnf nominee companies and licensed nominees
acting as trustees there were sixteen trusteesskceunder the Trusts and Trustees Act. The
Maltese authorities have explained that these éesstvere considered subject persons under
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712.

713.

714.

715.

716.

717.

paragraph (f) of the definition of “relevant actwi In this respect all trustees in Malta were
covered. With regard to company service providerpractice there is no such profession per se
in Malta. These services are provided by accoustand lawyers who are subject persons under
the Regulation.

Lawyers, notaries, other independent legal pradesés and accountants do not report through
self-regulatory organisation (SRO) but report disedo the FIAU, so criteria 16.2 is not
applicable. Reporting requirements are extendedh& complete range of the professional
activities. The same is true of auditors and taxsmis.

Applying Recommendation .1%he safe harbour provision in Regulation 13 & FMVLR, 2003
also applies to DNFBP and the provision coversiall and criminal liability. Tipping off is also
covered. Regulation 10 (4) prohibits officers amdpkyees of a subject (including DNFBP),
under a penalty of a fine or imprisonment, fromchtising to a person concerned or to a third
party that an investigation is under way or th&trimation has been transmitted to the FIAU.

Applying Recommendation 15. Like financial instituts DNFBP are also expected to establish
clear responsibilities and accountabilities andufthanstitute the appropriate internal controls to
ensure that the internal policies and procedurbkshed through the MLRO in accordance with
the provisions of the PMLR are maintained and aslth¢o by all concerned. The Regulations
place a statutory obligation on all subject persamsuding DNFBP to establish and maintain
procedures for the purpose of preventing moneydaring in the course of their business.
Additionally the regulations specify that subjeergpns must take the appropriate measures to
keep their employees aware and provide them witimitrg in the recognition and handling of
suspicious transactions. Regulation 3 deals wislesys and training to prevent money laundering
and Regulation 10 sets the requirements for intggnacedures of subject persons, including
DNFBP. There is no enforceable requirement for d@npe officers to be at management level
in so far as that is relevant in some DNFBP. Ndh&e a requirement to maintain independent
audit functions to test compliance. In Malta a éapart of the DNFBP sector is made up by sole
practitioners or small firms where in practice stnot possible to have fully fledged internal
structures for compliance and audit.

There are some programmes against money laundgyisgme DNFBP, particularly casinos and
a number of large accounting firms. As far as mércasinos, lawyers, notaries, other
independent legal professionals and accountants pragrammes do not exist or they are at
different stages of development but not in placé yrogrammes and drafts do not cover
terrorism financing. The evaluators consider thasé deficiencies should be urgently addressed.

Applying Recommendation 21. Criterion 16.3 applRecommendation 21 to DNFBP. There is
no specific mention in the legislation for DNFBP tive special attention to business
relationships and transactions with persons fronuntites insufficiently applying FATF
standards. However, the Regulations define “repatpbisdictions” in article 2 as any country
having appropriate legislative measures for thevgmmBon of money laundering, taking into
account that country’s membership of, or any datian or accreditation by, any international
organisation recognised as laying down internatipreccepted standards for the prevention of
money laundering. This not withstanding there waparticular mechanism in place for alerting
DNFBP to concerns about countries which insuffitieapply the Recommendations. This issue
needs to be addressed.

4.2.2. Recommendations and comments.

The same deficiencies in the implementation of Renendations 13 — 15 in respect of financial
institutions apply equally to DNFBP. Specifically,should clearly be reflected that attempted
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718.

719.

720.

721.

transactions should be covered by the reportingyatobn which should also cover reporting of
terrorist financing.

Trustees licensed under the Trusts and Trusteearstctompany service providers, irrespectively
of the latter being provided by lawyers and accants, should be expressly covered by the
reporting obligation

Recommendation 15 should apply in relation to DNFBRere are some programmes against
money laundering by some DNFBP, particularly casinds far as internet casinos, lawyers,
notaries, other independent legal professionalsaaeduntants such programmes do not exist or
they are at different stages of development butimgtlace yet. Programmes and drafts do not
cover terrorism financing. These deficiencies stidnd remedied as a priority.

The issue of potential risks that may arise fronsitess relationships and transactions with
persons from countries which do not or insufficigmipply the FATF recommendations needs to
be addressed in regard of the DNFBP.

The number of the reports coming from DNFBP is vamall, which appears to indicate a low
level of effectiveness of the AML regime in thigarso far.

4.2.3. Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2
underlying overall rating
R.16 Partially * Attempted transactions are not explicitly covered.
compliant * No reporting obligation on financing of terrorism.

e Trust Service Providers not being a nominee compamny
licensed nominee should be expressly covered.

¢ While the reporting duty is generally in place thdrave
been very few reports from DNFBP (effectiveness).

Regulation, supervision and monitoring (R.17, 24-25

43.1 Description and analysis

Recommendation 17

722.

723.

Countries should ensure that effective, proportnand dissuasive criminal, civil and
administrative sanctions are available to deal wisttural or legal persons covered by FATF
Recommendations that fail to comply with nationMIXCFT requirements.

Description and analysis for financial institutiom®ncerning the criteria set out under
Recommendation 17 are fully applicable to DNFBP.

Recommendation 24

724.

In accordance with criteria 24.1 countries shoulduee that casinos (including internet casinos)
are subject to a comprehensive regulatory and gigoey regime that ensures they are effectively
implementing the AML/CFT measures required underRATF Recommendations. The Lotteries
and Gaming Authority, set up in 2001, is the regurlaand supervisory body that is responsible
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725.

726.

727.

728.

729.

730.

731.

for the governance of all forms of gaming in Mahaluding the licensing of casinos under the
Gaming Act 1998.

Criteria 24.1.1 stipulates that countries shoulduea that a designated competent authority has
responsibility for the AML/CFT regulatory and supieory regime

The FIAU has such powers under the general rulegpsen PMLA . The FIAU can request any
supervisory authority to do all or any part of AMIFT supervision, providing it with supervisory
information and statistics, and also conduct in8pes (both on site/off site) on its behalf. The
FIAU may authorise any of its officers or employéesaccompany the supervisory authority in
any on-site examination as may be required. ThaJF#Ad the LGA have signed an agreement
whereby the LGA conducts on-site inspections onalfebf the FIAU and reports to it
accordingly. Article 12 in the PMLA and Regulati8rin the PMLR, 2003 sets out the range of
criminal sanctions available, and, as noted eamdigoulate that obliged persons who violate their
duties for identification, record keeping, and méjpg of unusual transactions as defined in the
Regulations commit offences.

A designated competent authority should licensénoasaccording to criteria 24.1.2. The
Lotteries and Gaming Authority is responsible fimehsing of casinos under the Gaming Act
1998 (Art.6 (b) and (c) and Art. 14).

According to criteria 24.1.3 a competent authosityuld take the necessary legal or regulatory
measures to prevent criminals or their associates fiolding or being the beneficial owner of a
significant or controlling interest, holding a mgeanent function in, or being an operator of a
casino. Under Art. 6 (d) of Gaming Act 1998 thetedes and Gaming Authority is authorised to
carry out inquires in suitability of casino ownarsd operators, licensees or persons nominated as
proposed casino licensees, the employees, inclutliemghnanagement and leaders, proposed to be
engaged by the casino licensee. The Authority stalissue such licence to a person unless that
person is a company registered in Malta and uriteappears to the Authority that -(a) the
relevant voting share capital of the proposed calsoensee is owned, directly or indirectly, by a
person or persons of integrity; (b) the directordaectors of the company or of any affiliate
thereof are persons of integrity; (c) the proposasino licensee has the financial means and
expertise available to operate the casino andlfibdll its obligations under this Act.

A casino licence remains in force for ten years simall be subject to the annual payment of a
licence fee. Subject to compliance with the pransi of this Act, the Authority, unless it is
sooner surrendered or cancelled, may renew theckceA casino licence shall, in all cases, be
conditional to there being a concession by the &t@miin favour of the licensee in accordance
with the provisions of Part Il of the Act.

In accordance with criteria 24.2 countries shoulduee that the other categories of DNFBP are
subject to effective systems for monitoring and ueing compliance with AML/CFT
requirements. Subcriteria 24.2.1 requires a detdnzompetent authority or SRO responsible for
monitoring and ensuring compliance of DNFBPs withlIACFT requirement to have adequate
powers to perform its functions, including powesstonitor and sanction and to have sufficient
technical and other resources to perform its fomsti

As stated above the PMLA imposed upon the FIAUrésponsibility to ensure compliance by all
subject persons with the provisions of the Regorati It was explained to the evaluators that the
FIAU had embarked on an offsite compliance questiine. There were no on site visits to check
AML(CFT) compliance of DNFBP. The FIAU staff is mfficient to ensure effective monitoring
of DNFBP and for the most of them there is not aopervisory or self-regulatory body with
supervisory or monitoring powers to support the Bl its AML/CFT compliance monitoring
function. In the absence of on-site visits whereabhes could be discovered, and which could
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733.

734.

735.

736.

737.

738.

lead to notifications by the FIAU to the Police fmiminal sanctioning, it appears that criminal
sanctioning will not occur. As the FIAU has no adisirative sanctioning power it is difficult to
see how administrative sanctions would ever be segan DNFBP. There is no power, in any
event, to sanction for CFT breaches.

The regulation of casinos (including Internet casioperating from Malta) appears to be of high
standard. The lotteries and Gaming Authority has ipuplace a comprehensive regulatory
framework and supports this through on site vaitd its authorisation procedures.

Recent legislative amendments in the area of nagsirend trusts have resulted in robust
regulation of the sector by the MFSA. The new liagisn has increased significantly access to
information on beneficial owners. This is a mateli@provement in Malta’s anti-money
laundering framework and is very much welcomedHgyexaminers.

The MFSA is the licensing and supervisory authoftty trustees under the Trust and Trustees
Act. It is authorised to carry out off-site and &ite inspections on behalf of the FIAU to check
their compliance with AML/CFT requirements. Althdughis MFSA function was not fully
developed at the time of the evaluators visit tonsidered to be of importance.

The DNFBP sector is inevitably fragmented and is waclear to the examiners exactly what the
strategic plan was for monitoring DNFBP, given teeources of the FIAU, and bearing in mind
that some areas may be lower risk (Criterion 24.2).

No risk-base approach had been used to identifyrikk sectors. However, the evaluators did not
find reason to treat DNFBPs sector in Malta as hsk for the ML/TF sector. Under these
circumstances it would be difficult to concludettbffective systems for monitoring and ensuring
DNFBPs compliance with AML/CFT requirements arglace.

Insufficient supervision and lack of guidance fome sectors (lawyers, accountants and notaries)
may be contributing to a level of STRs that is lowean the examiners would expect, given the
size of the sector. The professional bodies andFtid&J) should continue to work together to
consider what steps need to be taken to improveem&as in the sector.

Criterion 25.1 requires competent authorities tsués guidelines that will assist DNFBP to
implement and comply with their respective AML/CHE&quirements. For DNFBPs, such
guidelines may be established by SROs. The evakiatere told that no such guidelines were
issued for DNFBPs by the FIAU which is competenthatity to do so or by self-regulatory

bodies.

4.3.2 Recommendations and comments

739.

The FIAU is the supervisory authority of DNFBP. Tagaminers consider that more work is
required to create an effective system for monitprand ensuring compliance with AML/CFT
standards throughout this sector. Given the limitsburces of the FIU, the further development
of a more risk based approach to monitoring mahdpful, or perhaps seeking the assistance of
relevant SROs in this effort.

4.3.3 Compliance with Recommendations 17 (DNFBP), 242m{Criteria 25.1, DNFBP)

Rating Summary of factors relevant to s.4.5
underlying overall rating

R.17 Partially The same comments concerning the implementatidRect 17 apply

equally to obliged Financial Institutions and DNFE&ee Sectior
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740.

741.

742.

743.

744.

745.

compliant 3.10.3 of the report). The level of monitoring givéhe size of the
sector is considered tiny and it is difficult toeseow sanctioning fof
AML breaches would be imposed. No power to sandoICFT.

R.24 Partially More resources needed for monitoring and ensuromgptiance by
compliant DNFBPs other than casinos.

R.25 Partially Sector specific guidelines are missing.
compliant

Other non-financial businesses and professions/ Medh secure transaction
techniques (R.20)

44.1 Description and analysis

Criterion 20.1 states that countries should comsigelying Recommendations 5, 6, 8 to 11, 13 to
15, 17 and 21 to non-financial businesses and gsifes (other than DNFBP) that are at risk of
being misused for money laundering or terrorisaficing.

In terms of Article 12(2) of the PMLA, the Ministeesponsible for finance may by regulations
extend the provisions of the Act in whole or intp@r categories of undertaking or professions
which engage in activities which, in the opiniontieé Minister, are particularly likely to be used
for money laundering or the funding of terrorism.

Auditors, tax advisors, dealers of works of art auttioneers are also covered by the PMLR,
2003. The extension of professions and businessessrthe obligations under Art. 2a, (3) and (6)
of the second EU Directive (which does not spealffccover terrorist financing). It does not
seem that this extension of the provisions of PM&As a result of special consideration and risk-
based approach. The risk of terrorist financingsdoat appear to have been taken into account as
an issue separate from the risk of money laundenirige context of Criterion 20.1. The absence
of separate consideration and evaluation of thes ii$ terrorist financing is a consequence of the
decision taken by the Maltese authorities to pastpthe adoption of measures aimed at the
implementation of the international standards Spatly dealing with the fight against terrorism
financing, until the completion of the third Eur@pmeUnion Directive on (the prevention) of
money laundering and terrorism financing.

Criterion 20.2 specifies that countries should taleasures to encourage the development and use
of modern and secure techniques for conductinghéitadh transactions that are less vulnerable to
ML. Examples of techniques or measures that majese vulnerable to ML provided in the
Methodology include; reducing reliance on cash, mssuing very large denomination of
banknotes and secured automated transfer systems.

In the replies to the questionnaire it is emphaistbat the Central Bank, for a number of years,
has been encouraging the further use of direct deldi credit systems, while the banks have been
developing electronic systems for transfer of furidee use of debit/credit cards is also strongly
encouraged by the banks. The highest denominatidghei Maltese currency is the Lm20 (Euro
47) note.

4.4.2 Recommendations and comments

The examiners noted Malta has taken some stepsetd @riterion 20.1 and has considered
applying the relevant Recommendations to other DRIFBartly this is as a result of the specific
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obligations of the 2nd EU Directive Article 2a (@uditors and tax advisors] and (6) [works of art
and auctioneers], and as a result of Article 1thefFirst EU Directive, which required countries

to ensure extended coverage to professions andotage of undertakings other than those in
Article 2a of the Directive likely to be used foroney laundering purposes. The examiners
recommend that in the context of FATF Recommenda&i® consideration needs also to be given
to extending coverage to those DNFBP that aresktai being misused for terrorist financing as

well as money laundering. Equally the DNFBP coveralgould be kept under review to ensure
that all non-financial businesses and professibatdre at any given time at risk of being used for
ML are regularly being considered for coveragehmmPMLR.

746. ltis noted at this point, in the context of evaloa of compliance with the 2nd EU Directive, that
with the exception of clear references to CompaenviSe Providers (other than inferentially in
the context of persons who provide legal assis)atieerange of coverage is, broadly in line with
the 2nd EU Directive.

4.4.3 Compliance with Recommendation 20

Rating Summary of factors underlying rating

R.20 | Largely compliant | DNFBP coverage has been extended beyond that eelgbyr Recs
12 and 16 in the context of money laundering ribks not of
terrorist financing risks (Criteria 20.1).
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5 LEGAL PERSONS AND ARRANGEMENTS AND NON-PROFIT
ORGANISATIONS

5.1 Legal persons — Access to beneficial ownership acdntrol information (R.33)

5.1.1 Description and analysis

747. Recommendation 33 requires countries to take Iegalsures to prevent the unlawful use of legal
persons in relation to money laundering and testdimancing by ensuring that their commercial,
corporate and other laws require adequate tramspamncerning the beneficial ownership and
control of legal persons. Competent authoritiestrbesable to have access in a timely fashion to
beneficial ownership and control information, whistadequate, accurate and timely. Competent
authorities must be able to share such informatiith other competent authorities domestically
or internationally. Bearer shares issued by legedgns must be controlled.

748. Companies and other commercial partnerships aristeegd with the Registrar of Companies.
The Registrar is a public official appointed by Mmister of Finance in terms of the Companies
Act 1995. Malta has one national registry of comgaiand this is situated within the MFSA.

749. The Companies Act 1995 is the law, which reguldkes registration of companies and other
commercial partnerships. (articles 13 — 16, 52,88,69, 76 and 77). Upon registration of the
company or commercial partnership, the names, adeseand official identification document
numbers of all shareholders, partners, directots @mpany secretaries are submitted to the
Registrar of Companies as part of the Memorandumssbciation or deed of partnership as the
case may be. In the case of legal entities actnghareholders, partners or directors, the name,
registered address, registration number and alsopy of the certificate of registration or
certificate of good standing is submitted to thegyiRear of Companies. All transfers of shares,
changes in shareholders, directors, company séesetand legal representation occurring
throughout the lifetime of a company or partnershig also notified to the Registrar of
Companies by means of prescribed forms or notiegthin time limits prescribed by law
(normally 14 days). The Maltese authorities indidato the evaluators that they considered their
system of company register to be robust. Furthethéo documentation mentioned above, all
companies are required to submit annually to thgigar of Companies a return confirming the
accuracy of information held by the Registrar. & confirmed that the compliance rate with
this requirement is very high (within 80 to 90 %)on-compliance is subject to administrative
penalties which are and have been regularly impbgethe Registrar. In this way the Maltese
authorities considers that the information publimlailable on the register is accurate.

750. Copies of official identification documents arecaibmitted to the Registrar of Companies. All
information and documentation registered with thegiBirar of Companies is publicly available
both from the Registry premises and also on-lineugh the Registry web site. In this way
necessary transparency is ensured.

751. Lawyers and accountants, who in practice providepgany services, are subject persons to the
PLMR and as such required to obtain, verify andiretecords of the beneficial ownership and
control information on the companies they form. @ames can only access the financial sector
by providing this information. Furthermore, thigdrmation is available to the authorities on a
timely basis (there is no requirement for a coudeg). Although there is no direct monitoring by
supervisors, the fact that lawyers and accountmtobliged to submit a declaration concerning
CDD on beneficial owners and the fact that all doeaotation has to be presented in order to
access the financial system, is a check on théisites.
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752.

753.

754.

755.

756.

757.

758.

Where trustees or other fiduciaries hold shares, Registrar of Companies does not hold
information on the identity of beneficial owners afcompany. This information is held by the
authorised trustees or other fiduciaries themse{wd® are subject persons under the PMLR
2003) and by any other subject persons who praviservice to such a company. Subject persons
are required by regulation 7 of the PMLR 2003 moenter into a business relationship with a
company unless they obtain the identity and ideatifon documentation of the beneficial owners
of a qualifying shareholding (10% or more). Thisaiscontinuing obligation and applies also
where there are changes in the beneficial ownerdhigensed trustees and fiduciaries are
supervised by the MFSA.

Criterion 33.2 requires competent authorities toabée to obtain or have access in a timely
fashion to adequate, accurate and current infoomath the beneficial ownership and control of
legal persons. Both the Regulations and the Prewenf Money Laundering Act 1994 provide
for the disclosure of this information (includingrieficial ownership) to the FIAU either by way
of an STR (regulation 11) or upon simple requegtiaut the need of a court order (Article 30 of
the PML Act).

Maltese private companies are not able to issuebshares.

5.1.2

Recommendations and comments

Recommendation 33 is fulfilled and appears to fectfely implemented.

5.1.3 Compliance with Recommendation 33
Rating Summary of factors underlying rating
R.33 Compliant
5.2 Legal Arrangements — Access to beneficial ownershgnd control information
5.2.1 Description and analysis
Recommendation 34 requires countries to take meador prevent the unlawful use of legal

arrangements in relation to money laundering anarist financing by ensuring that commercial
trust and other laws require adequate transparenagerning the beneficial ownership and
control of trusts and other legal arrangements.

Malta recognises foreign trusts and is party toHlague Convention of the Law Applicable to

Trusts and on their Recognition. However, foreigmstees are not allowed to hold shares in
Maltese companies and should they wish to accesrtancial system or obtain any other service
from any subject person in Malta, they are obligedlisclose the identity of the settlor or trust
beneficiaries. In practice, both the settlor andttbeneficiary are disclosed.

Trusts, trustees and other fiduciary relationstaps regulated by the Trusts and Trustees Act.
Persons providing trustee or other fiduciary sewicequire an authorisation from the MFSA
under the said Act and are supervised by the MFSA.

MFSA has issued Guidance Notes to provide inforonatdr prospective applicants regarding the
statutory provisions of the Trusts and Trustees £eip.331. It should be noted that the MFSA
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760.

761.

762.

763.

764.

has also published a Code of Conduct, as providedrnder the Act. The Code provides guidance
on the duties, requirements, procedures, standadisound principles to be observed by persons
carrying on trust business.

The supervision of trust business consists of itdf-and on-site supervision. After a trustee’s
annual financial statements and compliance ceatdichave been received and reviewed, the
MFSA may contact the trustee to arrange for a Blgtdime for a discussion. Anti-money
laundering issues form part of this discussion.sida-visits involve structured visits to a trusgee’
office where, typically, the MFSA interviews membe@f the management and staff and reviews a
selection of individual files. A review of compliem with “know your customer” and record
keeping requirements, in relation to the PMLA, B/dLR and the Guidance Notes form part of
such visits.

All subject persons are required by the PML Reguat not to enter into a business relationship
with any person unless they obtain the identity igsahtification documentation of the applicant
for business. Where an applicant for business appede acting on behalf of another Regulation
7 requires subject persons to obtain the identitgt alentification documents of principals,
settlors, beneficial owners or trust beneficiariBlsis is a continuing obligation and applies also
where there are changes.

Under criteria 34.2 competent authorities shouldabke to obtain or have access in a timely
fashion to adequate, accurate and current infoomath the beneficial ownership and control of
legal arrangements, and in particular the setthartrustee, and the beneficiaries of expressstrust

Information on the identity of beneficial ownersingipals, settlors and trust beneficiaries held by
trustees or other authorised fiduciaries and bgrashibject persons providing services to trusts or
other legal arrangements is available to the FlAtblee when an STR is filed (regulation 11) or
upon request (Article 30 of the PML Act), withobietneed of a court order. The MFSA, as the
supervisory authority authorising trustees, is asopowered to request any information and
documentation it may deem necessary from trustéggele 47 of the Trust and Trustees Act).
Trustees and fiduciaries are supervised by the MéiSfese issues.

5.2.2 Recommendations and comments

Recommendation 34 is fulfilled.

5.2.3 Compliance with Recommendation 34

Rating Summary of factors underlying rating

R.34 Compliant

5.3 Non-profit organisations (SR VIII)

5.3.1 Description and analysis

NPOs established in Malta are mainly organisatmpesating on a national level and are mostly
involved in social, educational, missionary, raigs, sporting, educational, and philanthropic
work. In most cases they are administered by adtn&tion committees involving well known

personalities or fall under the umbrella of thelosit Church. Often their work is recognised by
the Government, which may also contribute to thand raising activities by direct donations or
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766.

767.

768.

769.

770.

771.

772.

773.

by means of other types of assistance. NPOs kagmndial records and prepare financial
statements in which may also be made public.

Public fund-raising activities by non-profit orgaations are regulated by the Public Collections
Act Cap 279. The operation of these activitiesuigject to a license issued by the Commissioner
of Police, who may refuse to grant or revoke anlsgewhich can be subject to conditions, such as
the publication of a statement showing the nanta@fpromoter, the purpose of the collection, the
total proceeds collected, and the total amounthef éxpenses incurred. Non-compliance is a
criminal offence. A return of the funds collectatieexpenses incurred must be submitted to the
Commissioner of Police.

The replies to the Questionnaire regarding NPO’sewecomplete. Moreover, the evaluation
team could not acquire any other relevant inforamato the unanswered questions by the time of
onsite visit. Although the evaluators were adviget charity organisations are commonly known
and have a good reputation, the number of NPO’sireed unclear.

There seems to be no legislation in place in MattaN\PO’s which include specific provisions to
prevent covert terrorism financing.

No special supervision of the operation of asstmiatis envisaged by law. There appeared to be
no basic annual reporting to a licensing body cgirthctivities or clear policies on financial
transparency of NPOs. There appeared to be noguoedor verifying that NPOs had used their
funds in the ways advertised or planned.

It appears that there has been no review (sinc&pieeial Recommendation was introduced) of
the adequacy of laws and regulations that relat@teprofit organisations that can be abused for
the financing of terrorism, as required by Critariglll.1. As will be seen from the previous
paragraphs there are very limited measures in pta@nsure that terrorist organisations cannot
pose as legitimate non-profit organisations or thatls or other assets collected by or transferred
through non-profit organisations are not divertedtipport the activities of terrorists or terrorist
organisations, as required by Criteria VIII.2 andl. 8. What there is in place does not appear, at
present at least, to amount to effective implentanriaf the Special Recommendation.

Additional elementsMost, if not all, of the measures in the BestcHcas Paper for SR VIII have
not been implemented

5.3.2 Recommendations and comments

Although Maltese authorities advised that NPOshdistaed in Malta are mainly organisations
operating on a national level, the adequacy oflales and regulations in respect of entities that
can be abused for financing of terrorism has nehbreviewed since SR.VIII was introduced.

It is recommended that, having first undertakeromél analysis of the threats posed by this
sector as a whole, the Maltese authorities shoediew and if necessary adopt a clearer legal
framework, both for charities and NPOQO'’s, which awveegistration/licensing and requires
financial transparency and reporting to a desighatghority on their activities, at least annually.

Consideration should also be given in such a rev@eeffective and proportional oversight of the
NPO sector and charities sector (after registratitre issuing of guidance to financial instituton
on CDD and STR issues in relation to this sectal eonsideration of whether and how further
measures need taking in the light of the Best Rextdocument for SR.VIII. In particular
programme verification and direct field audits dddoe considered in identified vulnerable parts
of the NPO sector. Consideration might usefullygneen as to whether and how any relevant
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private sector watchdogs (if such exist) could Iiéisad. It would be helpful also to raise
awareness of SR VIII within the Police, as the Cassioner is currently the licensing authority.

5.3.3 Compliance with SR.VIII
Rating Summary of factors underlying rating
SR.VIII Non * No special review of the risks in the NPO sector
Comp“ant undertaken.

* No general guidance to financial institutions astte
risks (in the light of Best Practice Paper for SR)V

* Insufficient legal regulation of NPO sector.

* No specific measures in place to ensure that istror
organisations cannot pose as legitimate non-profit
organisations.
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6 NATIONAL AND INTERNATIONAL CO-OPERATION

6.1 National co-operation and co-ordination (R. 31)

6.1.1 Description and analysis

774. Recommendation 31 (and Criterion 13.1) is concerméth co-operation and coordination
between policy makers, the FIU, law enforcememigsuisors and other competent authorities.

775. The main piece of legislation that ensures nati¢eadl to some extent, international) co-operation
on AML/CFT issues is the Prevention of Money Lauimg Act (PMLA) and the regulations
made thereunder with the Financial Intelligence Ipsia Unit (FIAU) being the primary co-
ordination unit in the field.

776. The law provides that the principal bodies engageihvolved in the development of AML/CFT
policies and/or operations are brought togethaheFIAU. Thus the law requires that on the
governing body of the FIAU, which is the Board,rthenust be a person nominated by each of the
bodies in question namely the Attorney General,@batral Bank, the Malta Financial Services
Authority (MFSA) and the Police. In addition, treM also provides for a police liaison officer in
order to give access to the Unit to police infoiiorabn a day to day basis.

777. Co-ordination and co-operation with the relevaneragors in the financial and non-financial
sectors covered by the AML/CFT regime is furthdrieeed by the Joint Anti Money Laundering
Committee which is an informal forum originally sgi and chaired by the Central Bank of Malta,
but today chaired by the FIAU, and which bringsetibgr representatives of the subject persons
covered by the AML/CFT regime as well as repredems from the Attorney General and the
Police. The primary objective of the Committeedigptovide a forum for discussion and exchange
of views relating to prevention of money launderingh a view to developing common anti-
money laundering standards and practices in comgdiawith the Prevention of Money
Laundering Regulations and/or any other directireduding any amendments thereto, as may be
issued from time to time.

778. The Committee is not a policy making or a decisiaking body but shall discuss matters of
interest in the development of the anti-money lauimdy regime and shall make relevant
recommendations to the FIAU who shall act accolgiirejther on its own initiative (if the
recommendation is within its powers) or by refertal the relevant authorities as may be
appropriate. The matters discussed and recommendatif this Committee shall be taken into
consideration by the relevant authorities and aggons which are members of the Committee, in
issuing, approving or adopting any guidance or @doces for the implementation of prevention
of money laundering regulations.

779. The Committee’s main objective at the time of timesde visit was that of consultation prior to
the updating and consolidation of the guidance satdethe financial services industry and the
issue of new guidance notes to the non-financiajest persons.

780. As regard to AML/CFT policy co-operation, the iative is taken by the FIAU. The FIAU
performs the consultation cycle with different argaand after consultation proposes certain ML
policies and possible changes in legislation taMiiv@stry of Finance.

781. Co-operation on an operational level is a day tp watter between the Office of the Attorney
General and the Police since the Attorney Gener#hé channel through which the Police may
obtain a number of important and judicial ordersvéstigation and attachment orders) which
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783.

784.

785.

786.

787.

788.

789.

enables the police to obtain quick access to fiahmand other information while overriding any
professional secrecy or confidentiality rules.

The Customs authorities have also been broughttimcAML/CFT effort by being charged by
law with the monitoring of cross-border transpdrtash and monetary instruments with Customs
having an obligation to pass, on a weekly basis, rétords of declarations made under the
regulations to the Central Bank which informatierthen made accessible to the FIAU under the
PMLA.

Moreover, the Sanctions Monitoring Board within teistry of Foreign Affairs is responsible
for the implementation of UN resolutions concernfdgT and it co-ordinates its efforts in this
regard with the MFSA, being the single regulatorttté financial sector, which communicates
relevant measures to institutions falling undemésit. It also liaises with the AG office which
vets any implementing regulations before publicatio

The Prevention of Money Laundering Act, Chapter 8nables/allows the FIAU to co-operate
domestically with any supervisory authority. Ituaderstood that national cooperation is good
among the supervisory bodies.

With reference to the law enforcement authoritiegicke 24 of the PMLA assigns the
Commissioner of Police to detail a police officet below the rank of Inspector to act as a liaison
officer to liaise with the Unit. The article furthelaborates on the co-operation functions and
duties of this officer. Therefore the co-operatainoperational level between the FIAU and the
police is assured.

Also, the Association of Licensed Financial Indtdns and its representatives have had several
meetings with FIAU discussing reporting and co-apien issues (in particular the MLRO’s role),
and also the implementation of AML measures.

The evaluators consider that Malta complies withRecommendation 31.

Additional Elements

This covers mechanisms in place for consultatiowéen the competent authorities and the
financial and other sectors, including DNFBP thag subject to AML/CFT Laws, Regulations,
and Guidelines. The examiners did not receive méion about any formal mechanisms in place
for consultation with the private sector. There evesporadic meetings, but no systematic
mechanisms for consultation, and the provisioreefiback.

6.1.2 Recommendations and comments

The Maltese authorities have undertaken commendaddile in bringing together the competent

authorities in Malta anti-money laundering framekvorhe evaluators none-the-less urge the
Maltese authorities to allocate more human resesutcd=IAU in order to carry out its tasks as

main AML policy co-ordination body more effectively

6.1.3 Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 Compliant
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The Conventions and United Nations Special Resolotis (R. 35 and SR.1)

6.2.1 Description and analysis

The main law to implement anti-terrorist-financingeasures required by UN resolutions is the
National Interest (Enabling Powers) Act of 1993.denthis law all the sanctions or measures
adopted by the United Nations Security Counciladse being implemented in Malta.

The 1988 United Nations Convention on lllicit Tiaffin Narcotic Drugs and Psychotropic
Substances (Vienna Convention) was already accéaldzefore the First Round Evaluation.
The Methodology requires assessors to check whéttietes 3-11, 15, 17 and 19 of the Vienna
Convention are covered. The 2000 United Nationsv€otion against Transnational Organised
Crime (Palermo Convention) has been ratified int&aper 2003. The Methodology requires
assessors to check whether Articles 5-7, 10-1@Q.84-27, 29-31 and 34 are implemeniEde
comments made earlier in respect of the physiahehts of the offence apply here also. S.3
PMLA is more congruent with the Vienna and Pale@omventions on the physical aspects of the
offence (see para. 213). Conspiracy is coveredléfte confiscation regime is quite sound, third
party provisions need developing and there arevasens in respect of the thirty day attachment
orders in enquiries with a transnational dimens{eee para. 297 and 300) . The broad
preventative measures set out in the Palermo Cdioveare generally covered but greater
specificity on the concept of beneficial owner wbumprove compliance with A.7 of that
Convention.

The 1999 United Nations International Conventiom floe Suppression of the Financing of
Terrorism has been ratified in November, 20@Inancing of Terrorism is quite broadly
criminalised. The comments made under SR Il apphe las well (see para. 266-268). There is a
provision (A.328 J(2)) in the 2005 amendments t® @riminal Code dealing with corporate
liability in respect of financing terrorism. Therggal provision in A.121D which, in the view of
the evaluators, requires a prior conviction of sure person, before corporate liability applies,
has been supplemented by the aforementioned pooviisiA.328 J(2). The latter provision only
requires the commission of an act of financingeofdrism to the benefit of the body corporate as
a result of a lack of supervision or control byeagon referred to in A.121D, without requiring the
conviction of that person. Mutual legal assistaraed extradition procedures are broadly
sufficient. While licensing of MVT service providers in place, given the absence of complete
provision on SR.VII it is difficult to say that A8lof this Convention on this issue is fully
implemented (see the comments regarding the impitatien of SR VII in the context of
international wire transfers).With respect to SReference is also to be made to the comments
under SR Il page 66 and 67.

The conventions were transposed into national lawdsious provisions, mainly in the Criminal
Code, Dangerous Drug Ordinance (DDO), Medical aimdl#ed Professions Ordinance (MKPO),
Prevention of Money Laundering Act (PMLA) and thetriadition Act (see descriptions of the
legal system above).

Additional elements

The 1990 Council of Europe Convention on Laundefegrch Seizure and Confiscation of the
Proceeds from Crime (ETS 141 - Strasbourg Conventias ratified on the f9November 1999
and came into force on the 1st March 2000. Resensatvere made under Articles 2, 6, 14, 21,
25 and 32.
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795.

Subsequent to the on-site visit Malta has signedylet not ratified the Council of Europe
Convention on Laundering, Search, Seizure and €catfibn of the Proceeds from Crime and on
the financing of Terrorism (CETS No 198).

6.2.2 Recommendations and comments

796. The Vienna and Palermo Conventions are broadlyeémphted. However, the implementation of
the Terrorist Financing Convention and the UNS Reégms are not complete, as described
above and earlier in the report.

797. The evaluators look forward to the early lifting bfaltese reservations to the Strasbourg
Convention which are being reviewed for withdrawal.

6.2.3 Compliance with Recommendation 35 and Special Recamdation 1
Rating Summary of factors underlying rating
R.35 Largely Though the Palermo, Vienna and TF Conventions les brought intg
Compliant | force there are still reservations about the effenoess of implementation
in some instances, particularly terrorist financamgminalisation and somg
aspects of the provisional measures regime.
SR.1 Largely * A comprehensive system to freeze funds is notult in place.
compliant |« Lack of development of guidance and communicati@shmanisms with
the non-financial sector and DNFBP.

e A clear and publicly known procedure for de-listingd unfreezing
needs to be developed.

* Preventive obligations under A.18 TF Convention nfatly
implemented (eg the implementation of SR.VII in tbentext of
international wire transfers).

6.3 Mutual legal assistance (R.32, 36-38, SR.V)
6.3.1 Description and analysis
Recommendation 36 and SR.V

798. The Attorney General's Office has been designatetha central judicial authority in all major
agreements dealing with mutual legal assistancis. iStalso the case for purposes of the receipt
and implementation of European Arrest Warrants

799. Malta is party to the 1990 Strasbourg Conventiot @anseveral bilateral mutual legal assistance
agreements. .

800. Malta is in the position to provide the widest gibfe range of judicial assistance. It was already
mentioned in the previous report that Malta hasomprehensive legal system to meet the
requirements of the Recommendations for mutual laggistance.

801. Legal assistance is mainly provided by nationaklawamely:

the Criminal Code (Articles 435 B - E, 628 A -@19),
the PMLA (Articles 9 - 11) and
the DDO (Articles 24 B - D).
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On the basis of these provisions the assistanagesafrom the service of summons and
documents to enforcement of confiscation ordemsnfthe hearing of witnesses to search and
seizure, from the production of documents to videaference. By means of investigation
orders or following testimony on oath) wherein onis exempted from
confidentiality/professional secrecy obligatiora)y bars to the production of documents or
the rendering of testimony which would otherwisebbend by confidentiality are overridden.

802. By virtue of these laws requests by a foreign jiadligorosecuting or administrative authority is
made pursuant to, and in accordance with, anyyireainvention, agreement or understanding
between Malta and the country from which the retjeezanates or which applies to both such
countries or to which both such countries are &/paan be executed.

803. Even without a treaty, convention, agreement oretstdnding, Malta may still extend mutual
assistance on the basis of reciprocity, as provideih A.649 CC or provided that domestic law
provisions are satisfied. Moreover as regards regiand international co-operation in the fight
against international terrorism and transnatiomghoised crime, Malta has concluded a number
of bilateral agreements with other States relatomgo-operation in the fight against drugs and
organised crime.

COUNTRY Signed Entry into force
United States of 16 June 2004 Awaiting
America ratification
Albania 19 February 2002 19 February 2002
China 22 October 2001 22 October 2001
Cyprus 16 September 1999 18 March 2000
Egypt 23 February 1997 22 March 1998
France 9 March 1998 1 July 1998
Greece Co-operation between the Ministry of Homéaifd of Malta| Awaiting
and the Ministry of Public Order of the Hellenic jReOn | ratification
matters of their competence.
24 May 2001
Hungary 18 May 2000 18 December 2000
Israel 28 May 1999 1 August 2000
Italy 28 February 1991 28 February 1991
Amendments through Exchange of Notes signed on @ust| 3 September 1996
1996 and on 3 September 1996
Libya 26 April 1995 29 August 1996
Russia 21 April 1993 21 April 1993
Slovakia 16 May 2001 16 May 2001
Spain 28 May 1998 27 November 1998
Sweden 10 May 2001 10 May 2 001
Tunisia 6 April 2001 6 April 2001
Turkey 29 November 1999 28 February 2000
United Kingdom | & January 2003 9™ January 2003

804. The majority of the more recent bilateral agreemerdver money laundering and terrorist
financing cases, though the earlier ones do na¢ssecily explicitly cover money laundering or
terrorist financing, although organised crime issare featured.

805. The legal framework allows the judicial authoritiesgive sufficiently broad assistance in money

laundering and terrorism financing cases, includaogrcive measures and the execution of
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foreign criminal seizure or confiscation ordersatetl to laundered property, proceeds,
instrumentalities and equivalent value assets.

806. But there is no legal basis to execute a foreigil @ rem confiscation order as the underlying
conduct has to be qualified as a criminal offenteen Maltese law.

807. Basically the dual criminality principle applieshi$ is deemed satisfied if under Maltese law the
conduct underlying the offence is punishable ireespe of how the offence is qualified. Due to
Maltese law the description of the offence in tequest is not regarded as material if the offence
is substantially of the same nature as in the domlesv. This requirement is interpreted by the
office of the Attorney General as central authoriy the processing of requests for mutual
assistance as well as by the courts in Malta vesgdly. So far all legal assistance requests have
been satisfied by the Maltese authorities in a liinmeanner.(see the list beneath para. 812 and
829). Assistance in the absence of dual criminaditpnly possible when there is no need for
coercive measures.

808. Mutual legal assistance is granted when the offeaise involves fiscal aspects. Secrecy and
confidentiality are lifted by the courts when giiagtthe request and are not an inhibiting factor.

809. The Criminal Code does not prohibit the transfethef procedure or prosecution but there are no
specific provisions regulating this procedure. Medtese authorities have indicated that they are
prepared to discuss with other authorities, ifribed arises, on a case by case basis, the question
as to what the most suitable venue for a prosatgtiould be, although such discussions have not
happened yet.

810. Seizure and confiscation actions are normally doatdd by the Attorney General in his role of
central authority due to the provisions in the Gniah Code and in Strasbourg Convention
matters. Sharing seems to be possible by arrangemencase by case basis, but to date there has
been no need to consider the issue.

811. While there are no concrete plans at this momeestablish an asset forfeiture fund, the issue is
under consideration.

812. When mutual legal assistance requests are beirguk foreign officials can be present from
the requesting party and evidence can be takemdardance with procedures required by the
requesting State, provided that they are not contceMaltese public policy.

813. The Attorney General provided the following statist

JUDICIAL CO-OPERATION
Requests for Mutual Legal Assistance 2001-2005
2001 2002 2003 2004 2005(as at 30 Sept. 05)

Malta as the Requesting State - 2 4 1 (and 3 - (as at 31 July 05)

supplementary

requests relating t

letters of request

sent in '03)
Malta as the Requested State 18 25 34 35 26
In General (i.e. not only
ML/FT related)
Requests dealing with Money, 7 7 3 5 (1 also dealt with 4
Laundering (Malta as the FT)
Requested State)
Requests dealing with FT or 2 (1 - an 1 2 2
Aiding of Terrorism (Malta extradition
as the Requested State) to Italy)




814.

815.

816.

817.

818.

819.

820.

MONEY LAUNDERING MEASURES REQUESTED OF MALTA
UNDER MUTUAL LEGAL ASSISTANCE (INVESTIGATION ORDERS )

2001 2002 2003

3 (2 Attachment Orders also issued. 1 Investigatid
Order was refused (originally 4 applications hadrbe
filed) 2 Attachment Orders still in abeyance (peqdi
ongoing foreign investigations)

=)

Investigation
Orders

According to the AG’s explanation all requests wgranted. Requests dealing with ML in the
statistics above means that assistance in ML wasessly named in the request. The other
requests may also have been in the context of miwaegfers and related to ML or a predicate to
ML.

The average time frame to fulfil the requests veas than two months. The nature of the requests
varied between the gathering of banking informatod public records, the service of summons
and the notification of judicial documents, theitgkof evidence, search and seizure and the issue
of investigation orders. There were two attachmeaders for money laundering, but none for
terrorist financing.

6.3.2 Recommendations and comments

It has already been stated in the previous redatieoSecond Round Evaluation that Malta has
been receiving many more judicial assistance agidios that it has sent abroad itself. Therefore
it was recommended that an analysis be carriedTdatt was not done, neither by the Attorney
General’'s Office nor by the FIAU (the latter doest see a copy of the requests) nor by the
Money Laundering Unit at the police. Such an anslisrecommended again, as it may assist
those co-ordinating policy development in Malta.

Requests for judicial assistance from abroad ta@lto the transfer of assets to/from Malta - have
triggered money laundering investigations in Malyathe police. One case was currently pending
before the Maltese courts and one was subjectrtagisterial enquiriy.

The mutual legal assistance framework, both in mdaendering and in terrorism financing
cases, is quite comprehensive. It has been eféestivfar and assistance has been granted in a
timely manner.

There have been no requests to Malta to executefenfa confiscation/forfeiture order (under
A.435D CC). There are legal provisions to do sdjext to the fact that there needs to be a
conviction of a person (which can also be a legasgn). The Maltese authorities indicated that a
foreign request under A.435C for a freezing ordereispect of a legal person, being proceeded
against for a “relevant offence”, could be obtaimedardless of whether a legal person can be
subject to imprisonment. In the context of mutuaddl assistance the Maltese authorities
indicated that whether the request related to &Vemt offence” would be examined in the
abstract without considering the nature of the figmehich could be imposed.

The establishment of an asset forfeiture fund isgoagiven consideration by the Maltese
authorities.

%8 This case was, at the time of the adoption ofrrdgrt, charged in the Maltese courts.
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821. Art. 435C of the Criminal Code provides a broadwggiobasis to freeze property used for terrorist
financing which is not of illegitimate origin witlegard to a foreign request for such an order.

6.3.3 Compliance with Recommendations 36 to 38 and SbReicommendation V

Rating Summary of factors underlying rating
R.36 Compliant
R.37 Compliant
R.38 Compliant
SR.V Compliant

6.4 Extradition (R.32, 37 and 39, SR.V)

6.4.1 Description and analysis

822. Extradition in Malta is based on the Extraditiont Aod on the European Arrest Warrant (EAW).

European Arrest Warrant (EAW)

823. European Arrest Warrant legal notice 320 (LN320R2004 regulates proceedings based on the
European Arrest Warrant between member states. ififéements the Council Framework
Decision on the European Arrest Warrants and thesder procedures between member states.
Both the criminal offences of ML and TF fit intotegories of criminal offences for which the
principle of Dual Criminality is abolished withitn¢é European Union. The fact that a person is a
national shall not be a ground for refusing execuof a European Arrest Warrant. Simplified
surrender is made dependent on consent of therpsufgect to surrender.

824. The EAW should be sent in the form set out in thentework Decision and must contain;

-the name and nationality of the person sought;

- details of the issuing judicial authority;

- details of the offences, the dates, times and wistances and the degree of involvement of
the person sought;

-whether the person has been convicted, sentencésl lable to detention or whether a
warrant for the person’s arrest has been issuedpéhalty to which the person would be
liable if convicted or to which he or she is ligblaving already been convicted, or the
penalty imposed.

825. The EAW procedure has not been applied, as yet,nmoney laundering case (or in the case of
terrorist financing)

Extradition Act

826. Money laundering is an extraditable offence. Imigiof the Extradition Act, money laundering is
extraditable since it is an offence which carrigguaishment of over 1 year imprisonment, whilst
under LN 320 money laundering is an extraditablferafe for which the requisite of dual
criminality has been abolished.

827. Article 11 of the Extradition Act gives the Ministior Justice the authority to refuse extradition
in cases where the requested person is a MaltégenciThis discretion to refuse to extradite
solely on the ground of the Maltese citizenship haser been applied so far. In the case of
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828.

829.

830.

refusal, the Maltese courts have jurisdiction aver offence committed by the Maltese citizens
(under A.5).

Absence of dual criminality provides a is ground riefusing extradition. However, the condition
of dual criminality can be satisfied if Malta maké& conduct underlying the offence subject to
punishment, irrespective of how the offence is ifjedl In the case of the European Arrest
Warrant dual criminality does not apply for a numbfkoffences listed.
Extradition requests are handled with urgency. d&itions requests are transmitted in line with
relevant treaties/arrangements in force, and iesas urgency, requests via Interpol or to the
Attorney General’'s Office even by facsimile areoadowed.
The Attorney General’s Office provided the followiextradition statistics:
JUDICIAL CO-OPERATION
Requests for Mutual Legal Assistance 2001-2005
2001 2002 2003 2004 2005(as at 30 Sept. 05)
Extradition Requests made - 4 (1 dealing 2 1 2 EAWSs
to Malta with
terrorism)

831.

832.

Special Recommendation V

Since terrorist acts and financing of terrorism eiienes under Maltese law punishable by over 1
year imprisonment, and thus are in terms of lawaeltable offences, extradition for such
offences of any person, irrespective of nationalitgy be granted.

6.4.2 Recommendations and comments

The extradition provisions appear comprehensiveiar@mpliance with international standards.
The office of the Attorney General as central adtpofor the processing of requests for
extradition and mutual assistance as well as thetcinterpret the element of double criminality
very broadly. So the uncertainty mentioned witharegto the extent of the terrorist finance
offence domestically, involving terrorist groups (iespect of contributions for any purpose)
should not be an impediment to mutual assistancasaes, where dual criminality is required.

6.4.3 Compliance with FATF Recommendations

Rating Summary of factors relevant to Section 6.4
underlying overall rating

R.37 Compliant

R.39 Compliant

SR.V Compliant
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6.5 Other forms of international co-operation (R.32 and40 and SR.V)

6.5.1 Description and analysis

833. Co-operation on an informal basis, usually on tagidof reciprocity but also without reciprocity,
takes place on a day to day basis between theeofiicthe Attorney General and other
corresponding foreign authorities as well as betwdee FIAU and other FIUs or foreign
supervisory authorities having analogous functiassvell as between the Central Bank and the
MFSA and corresponding foreign authorities.

834. The FIAU has been a member of the Egmont Groug 2603.

835. National and international co-operation by the Flislgoverned and controlled by the Prevention
of Money Laundering Act, Chapter 373. This law pdas when and with whom the Unit can
exchange information both locally and internatibnahd, if applicable, under which condition/s.

836. The FIAU is only legally authorised to exchangeimnfiation with:

- The Malta Police when it passes reports for ingesion.

- Any supervisory authority in Malta.

- Any Supervisory authority outside Malta which iedes to have equivalent or analogous
functions as a supervisory authority in Malta.

- Any Unit or agency which it considers to have fimrs equivalent or analogous to its
own.

- Anything outside the above indicated circumstanee®t permitted by law.

-In terms of articles 16, 30 and 30A of the PMLAsitpossible for the FIAU to obtain from
other competent authorities or other persons ratewdiormation requested by a foreign
counterpart FIU.

837. The FIAU is legally empowered to provide internatib co-operation to any of its overseas
counterparts or to any overseas supervisory atyhwhich it considers as having equivalent or
analogous functions to a supervisory authority i@t®l The FIAU always provided the fullest of
co-operation and assistance to foreign FIUs anldoaities. In 2003 the Unit received 21 requests
from 10 countries. In 2004, the number had riseB3toequests from 22 countries.

838. The Attorney General’'s Office, both as central atitli as well as through the International Co-
Operation in Criminal Matters Unit, enjoys goodat@ns with its foreign counter parts. The fact
that two of the officers working in the Unit arentact points within the European Judicial
Network facilitates international co-operation. $gral contacts through participation in
conferences and plenary meetings of the network @sitribute greatly to the strengthening of
relations. The Attorney General’s Office, whoseia®f is represented in Eurojust, is also called
upon to assist other Eurojust national members atters involving the coordination and
facilitation of organised crime cases of mutualazn.

839. Another common form of co-operation, often of afoimal nature, is that by the police via
Interpol, Europol and Sirene. Such police to potioeoperation is often supplemented by formal
international requests for assistance being filedmthe information or evidence thus obtained is
required to be used in judicial proceedings.

840. Domestic legislation as a rule does not precludesttthange of information on an informal basis
without the need of treaty basis. Usually such arge would be based on reciprocity but
sometimes assistance can also be without a prashiseeiprocity. Usually not even an MOU is
required but if the counterpart requires an MOUhteech an MOU can usually be entered into by
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841.

842.

843.

844.

845.

846.

the relevant Maltese competent authority. Co-opmrahrough various agencies such as Interpol,
Europol, Egmont Group, EJN, Eurojust, OLAF, etketaplace on a day to day basis.

It is the practice that in cases where it is kndwat the information in hand by the Maltese

authorities is of interest to foreign judicial onvestigating authorities, that information is

communicated. Subsequently and if more informat®mequested which may necessitate the
sending of a formal letter of request, the saiddiatl or investigating authorities are advised as
how best to proceed. Thus the AG’s office not oakecutes incoming letters of requests but
collaborates effectively by advising on how forempthorities ought to proceed in a bid to assist
their investigations and prosecutions.

According to Criterion 40.4 countries should ensthiat all their competent authorities are

authorised to conduct inquiries on behalf of fonedgunterparts. Article 649 in the Criminal Code

provides:
“(1) Where the Attorney General communicates to gistrate a request made by the
judicial, prosecuting or administrative authority any place outside Malta for the
examination of any witness present in Malta, orday investigation, search or/and
seizure, the magistrate shall examine on oath ditk witness on the interrogatories
forwarded by the said authority or otherwise, ahdllstake down the testimony in
writing, or shall conduct the requested investyatior order the search or/and seizure
as requested, as the case may be. The order fohsa#and seizure shall be executed
by the Police. The magistrate shall comply with fleemalities and procedures
indicated in the request of the foreign authorityess these are contrary to the public
policy or the internal public law of Malta.
(2) The provisions of sub article (1) shall onlypbpwhere the request by the foreign
judicial, prosecuting or administrative authorisymhade pursuant to, and in accordance
with, any treaty, convention, agreement or undaditey between Malta and the
country from which the request emanates or whigiliep to both such countries or to
which both such countries are a party. A declanatiade by or under the authority of
the Attorney General confirming that the requestmade pursuant to, and in
accordance with, such treaty, convention, agreeraeninderstanding which makes
provision for mutual assistance in criminal matt&nall be conclusive evidence of the
matters contained in that certificate. In the absewnf such treaty, convention,
agreement or understanding the provisions of stitlea(3) shall be applicable.
(3) Where the Minister responsible for justice cammicates to a magistrate a request
made by the judicial authority of any place outddalta for the examination of any
witness present in Malta, touching an offence csajple by the courts of that place,
the magistrate shall examine on oath the said sstio@ the interrogatories forwarded
by the said authority or otherwise, notwithstandimat the accused be not present, and
shall take down such testimony in writing.”

On the basis of the information supplied by theeigm FIU, if there are reasonable grounds to
suspect ML/FT, the FIAU can initiate new analysisfaries, the results of which would be
passed to the requesting FIU under such condittn&IAU deems appropriate.

The FIAU is authorised to search its own databaskbta request a search on the data base of
other departments/agencies on behalf of foreigmtswparts.

The law enforcement authorities are able to conduoegstigations on behalf of foreign
counterparts in appropriate circumstances and whenaitted by domestic law other competent
authorities will also conduct such investigatiopsm request.

The exchange of information is not subject to dipprtionate or unduly restrictive conditions and
this takes place in accordance with internatiotaidards as has been highlighted above.
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847.

848.

849.

850.

851.

852.

853.

854.

855.

856.

857.

The main AML allows the FIAU to pass documents mfioimation to an organisation outside
Malta which in the opinion of the FIAU has functosimilar to those of the Unit and which has
similar duties of secrecy and confidentiality assd of the Unit or to a supervisory authority
outside Malta which in its opinion has duties sanilo those of a supervisory authority in Malta..
Vide article 34(2) of the Prevention of Money Laaridg Act, Chapter 373.

The FIAU may refuse to disclose any document asrimftion if:

« Such disclosure could lead to causing prejudice toriminal investigation in
course in Malta.

« Due to exceptional circumstances, such disclosurgldvclearly disproportionate
to the legitimate interest of Malta or of a natiboalegal person.

»« Such disclosure would not be in accordance withftimelamental principles of
Maltese law.

Such refusal shall be clearly explained to the bardguthority requesting the disclosure.

Co-operation is not refused on the sole groundttietequest is also considered to involve fiscal
matters but treaty conditions may apply especiallglation to extradition.

When the Attorney General transmits informatioiis th transmitted either directly to requesting
authorities or to authorities indicated by themalhcases the said material is transmitted under
strict confidentiality.

The FIAU, besides being legally authorised to ergeainformation with foreign FIUs, can also
exchange information with overseas supervisoryaitibs which it deems thave equivalent or
analogous functions as a supervisory authority aité/

Various different laws assign extensive legal p@terthe MFSA for collaboration and exchange
of information with local and foreign supervisofydicial and enforcement authorities. Two of
the principal laws in this respect are:

The Malta Financial Services Authority Act, whicarpcularly in Article 4(2) and Articles 17 and
18, highlights the instances where the law allowd @ some cases obliges the MFSA to
exchange confidential information with other bodieghese articles had been drawn up with the
intention of creating a framework for very wide lebloration and exchange of information, as
well as for the exercise of powers on behalf okigm regulatory agencies. The MFSA Act
provisions apply to all sectors of financial seedcunder the supervision of the MFSA.
Additionally, other sector-specific financial saeilaws, such as the Investment Services Act
contain further powers and relevant provisionsis tespect.

Another important Act is the Prevention of Finahdfarkets Abuse Act 2005, which in article 20
again assigns extensive powers to share informatiwh exercise powers in favour of foreign
authorities for the prevention, investigation aretedtion of offences under the Act (insider
dealing and market manipulation).

As a member of the EU, Malta is an active membethefCESR MoU and of CESR-pol which
deals with precise forms of collaboration betweecusities supervisors within the EU, and other
EU-wide multilateral MoU’s relating to insurancedabanking. Malta is also a signatory of the
important IOSCO Multilateral MoU (Malta was the BGhember to be accepted).

Malta has concluded various bilateral MoU’s withreéign regulators and these are listed and

regularly updated on a specific area of the MFSAsite. Also on the website are copies of the

law mentioned above. In practice, the MFSA adviged exchanges of information occur on a

regular basis both formally in response to MoUs chwhhave been entered into between
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858.

859.

860.

861.

supervisory authorities, and informally. Is it urgteod that such exchanges of information are
possible spontaneously and upon request and itiorel® money laundering and the underlying
predicate offences.

Moreover, the PMLA, as already established, pravid@e and adequate powers to the FIAU to
cooperate and exchange information with its coypateés and other supervisory bodies which, in
the opinion of the FIAU, reflect those domesticemsory authorities identified under the Act.

The FIAU can exchange and pass information upooeasiqor on its own to any foreign body,
authority or agency, which it considers as authiariitside Malta which it considers as having
equivalent or analogous functions to a supervisithiority in Malta.

6.5.2 Recommendation and comments

The FIU has a broad capacity to exchange informatizd no major obstacles are in the way of
constructive information exchange. The averageorsptime for information exchange between
FlUs is 17 days for each request. The capacitthange information between the supervisory
authorities is firmly in place and while (as wittogh countries) there are no statistics on exchange
of information between supervisory authorities, teaminers were satisfied that this was
happening in practice on a regular basis.

So far as police to police co-operation is concgrrgtatistics were not available in relation to
response times. The Maltese authorities indicatet police resources are, in practice, diverted
from domestic work to respond properly and prompialynternational requests from other police
forces. The evaluators nonetheless advise thatepoksponse times are kept in order to
demonstrate their speedy handling of internatiarmabperation requests. No information was
provided by other countries which indicated anybem in this area so far as Malta is concerned.

6.5.3 Compliance with Recommendation 40 and SR.V

Rating Summary of factors relevant to Section 6.5
underlying overall rating

R.40 Compliant

SR.V Compliant
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862.

7

7.1

OTHER ISSUES

Resources and Statistics

The text of the description, analysis and recomragods for improvement that relate to

Recommendations 30 and 32 is contained in alldleyant sections of the report i.e. all of section
2, parts of sections 3 and 4, and in section 6.réTtie a single rating for each of these

Recommendations, even though the Recommendatiersddressed in several sections. Section
7.1 of the report contains the boxes showing thiegand the factors underlying the rating.

Rating

Summary of factors underlying rating

R.30

Largely .
compliant

More resources needed for FIAU for monitoring andsuging
compliance by DNFBPs other than casinos.

Police Anti-Money Laundering Unit should have moregestigators.
More training for the Police and judges.

R.32

Largely .
compliant

More detailed statistics should be kept by the &katauthorities on th
amounts of property frozen and confiscated relatbiog money
laundering, and criminal proceeds, as well as emiimber of person
or entities..

More detailed statistics should be kept coveringg wd special
investigative techniques in money laundering ingesions.

n

Statistics on police to police response times mailable.
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IV. TABLES

Table 1: Ratings of Compliance with FATF Recommenations
Table 2: Recommended Action Plan to improve the AM/CFT system
Table 3: Authorities’ Response to the Evaluation

8 TABLE 1. RATINGS OF COMPLIANCE  WITH FATF
RECOMMENDATIONS

Forty Recommendations Rating Summary of factors underlying rating®

Legal systems

1. Money laundering offence | argely « Although there is a broad and firm legal basis tabte
compliant successful prosecutions of money laundering, nal fin
convictions have been secured.

* A greater willingness to draw inferences from otijex
facts and circumstances appears necessary to saomey
laundering convictions (effectiveness issue).

2. Money laundering | argely « A greater willingness to draw inferences from objec
offgnce Mental element compliant facts is required for the intentional element.
an

* The evaluators have concerns regarding the coreepthe

corporate liabilit . o L
P y effectiveness of corporate liability provisions.

3. Confiscation and Largely .

e Practice on third party confiscation has not bemretbped.
provisional measures compliant

e The 30 day attachment orders appear underusedhaird t
adequacy to prevent assets being dissipated @féragd in
enquiries with a transnational dimension appears
questionable.

» There was insufficient data on which to base a¢uaugnt on
the effectiveness of confiscation generally in peuts
generating predicate offences.

Preventive measures

4. Secrecy laws consistent compliant

with the
Recommendations
5. Customer due diligence | | argely + The Regulations reference to trust principals and
compliant beneficiaries could lend itself to an interpretatibat it is an
option to identify either the trust beneficiary thie settlor,
(not both).

« For life and other investment linked insurance, |the
beneficiary under the policy is identified but wetified;

% These factors are only required to be set out whemating is less than Compliant.
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The general identification limit of MTL 5000 (EUR
11 650) applies to occasional wire transfers wlischigher
than the exception for the purposes of SR VII (ELBGO).

There is no requirement in the Regulations for dmyq
scrutiny of transactions or requirement to enshee@DD-
process is kept up to date.

With the exception of non-face to face customérsie is no
requirement in the non-bank sector for enhanced
diligence of further risk customers, business iatehips or,
transactions;

No specific requirement to understand the purpose
intended nature of the business relationship.

o

Politically exposed

due

2N

Partially Malta has not implemented adequate measures camge
persons compliant | PEPs, which are enforceable.
7. Correspondent banking Non No law, regulation or enforceable guidance on chussler
compliant | correspondent relationships.
8. New technologies and Compliant
non face-to-face business
9. Third parties and compliant
introducers
10.Record keeping Compliant
11.Unusual transactions Largely | There are no specific requirements for financiatitations to
compliant | set forth their findings in writing and to keep tfiedings
available for at least five years.
12.DNFBP - R.5, 6, 8-11 Largely » The same concerns in the implementation of Req@yd
compliant equally to DNFBP.
* No adequate implementation of Rec. 6.
e The same concerns in the implementation of Reaply
equally to DNFBP.
* Not all persons providing company services are &\/dy
Maltese legislation.
13. Suspicti_ous transaction Partially |+ Attempted transactions are not explicitly covered;
reportin ; . S ' . .
porting compliant | . No reporting obligation on financing of terrorism.
14. Protection and no Compliant
tipping-off
15. Internal controls, Compliant
compliance and audit
16.DNFBP -R.13-15&21 | partially |+ Attempted transactions are not explicitly covered.
compliant |,

No reporting obligation on financing of terrorism.

Trust Service Providers not being a nominee compan
licensed nominee should be expressly covered.

While the reporting duty is generally in place rthdave
been very few reports from DNFBP (effectiveness).
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17. Sanctions

Largely
compliant

* Sanctions which may be proportionate and dissuaasies
available for AML breaches by the FIU and the MF®At
the effectiveness of the overall sanctioning regiraé
present, is questioned because public sanctions hav
been imposed for AML failings.

¢ The ability to sanction in respect of failure tpoe unusua
business operations involving funds which may bkdd or
related to terrorism and financing of terrorism Widobe
clarified.

* The same comments concerning the implementatidreof
17 apply equally to obliged Financial Institutiorsd
DNFBP (see Section 3.10.3 of the report). The lefe
monitoring given the size of the sector is congddiny and
it is difficult to see how sanctioning for AML brelzes
would be imposed. No power to sanction for CFT.

18. Shell banks

Partially
compliant

The requirements as per Banking Act Section 7 €&jrict the
establishment of shell banks in Malta. However reghis no
specific legally binding prohibition on financiatstitutions on
entering into or continuing correspondent bankielgtronships
with shell banks. Neither is there any specificigdtion on
financial institutions to satisfy themselves thatesponden
financial institution in a foreign country does ngérmit its
accounts to be used by shell banks.

[

19. Other forms of reporting

Compliant

20. Other DNFBP and secure
transaction techniques

Largely
compliant

DNFBP coverage has been extended beyond that eeqbir
Recs 12 and 16 in the context of money laundeisig tbut not
of terrorist financing risks (Criteria 20.1).

21.Special attention for highe
risk countries

r

Partially
compliant

No broad requirement to pay special attention tgir@ss
relationships and transactions with persons fronintiges
which do not or insufficiently apply the FAT
Recommendations;

22.Foreign branches and
subsidiaries

Non
compliant

* No general obligation for financial institutions ioh
ensures their branches and subsidiaries observe/@GKIL
measures consistent with Maltese requirements &ed
FATF Recommendations to the extent that host cguaiys
and regulations permits;

e There is no requirement to pay particular attentton
situations where branches and subsidiaries aredbas
countries that do not or
Recommendations;

* Provision should be made that where minimum AML/C
requirements of the home and host countries diffemcheg
and subsidiaries in host countries should be reduio
apply the higher standard to the extent that I¢ical host
country) laws and regulations permit.

insufficiently apply FAT

F

FT

23.Regulation, supervision
and monitoring

Largely
compliant

* No requirement to report suspicion of terrorisafising and
consequently no supervision of this issue.

« No regulatory or supervisory measures on CTF repgprt
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24.DNFBP - Regulation, Partially | More resources needed for monitoring and ensumgptiance
supervision and compliant | by DNFBs other than casinos..
monitoring
25.Guidelines and Feedback|  partially |« CFT issues are not addressed in sector specifietjues.
compliant | . The provision of feed back is not fully in line withe FATF
Best Practice Guidelines on providing feedback.
e Sector specific guidelines are missing.
Institutional and  other
measures
27. Law enforcement Largely | There is a reserve on the effectiveness of monesdiring
authorities compliant | investigation given that there are no convictions.
28. Powers of competent Compliant
authorities
29. Supervisors Largely No requirement to report suspicion of terroristaficing and
compliant | consequently no supervision of this issue.
30. Resources, integrity and|  Largely « More resources needed for FIAU for monitoring and
training compliant ensuring compliance by DNFBPs other than casinos.

¢ Police Anti-Money Laundering Unit should have more
investigators.

« More training for the Police and Judges.

31. National co-operation Compliant
32. Statistics Largely « More detailed data should be kept by the Maltesleagities
compliant on the amounts of property frozen and confiscattating
to money laundering and criminal proceeds, as aglbn
the number of persons or entities.

* More detailed statistics should be kept covering o$
special investigative techniques in money laundgfin
investigations.

« Statistics on police to police response times railable.

33. Legal persons — Compliant
beneficial owners
34. Legal arrangements — Compliant
beneficial owners
International Co-operation
35. Conventions Largely | Though the Palermo, Vienna and TF Conventions Hmaen
Compliant | brought into force there are still reservations wbdhe

effectiveness of implementation in some instanpasticularly
terrorist financing criminalisation and some aspeof the

provisional measures regime.
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36. Mutual legal assistance | compliant
(MLA)
37. Dual criminality Compliant
38. MLA on confiscation and  compliant
freezing
39. Extradition Compliant
40. Other forms of Compliant
co-operation
Nine Special
Recommendations
SR.I Implement UN Largely * A comprehensive system to freeze funds is not it in
instruments compliant place.

e Lack of development of guidance and communication
mechanisms with the non-financial sector and DNFBP.

e A clear and publicly known procedure for de-listingd
unfreezing needs to be developed.

* Preventive obligations under A.18 TF Convention fudly
implemented (eg the implementation of SR.VII in
context of international wire transfers).

SR.II Criminalise terrorist Largely |+ As the Art. 328B offence requires knowledge tha¢
financing compliant involvement will contribute towards the criminaltiatties
of the terrorist group, it is unclear whether itigle enough
to properly cover the provision or collection ofils for any
purpose (including a legitimate activity) of therrteist

group.

* Uncertain also whether courts will interpret A.328Fcover
“legitimate” activities furthering terrorism.

e Unclear if provision or collection of funds can kiene
directly and indirectly.

* As terrorist financing offences have only beenddtrced in
June 2005, it was too early to assess their effeodiss.

SR.III Freeze and confiscale |argely |« Unclear whether Maltese authorities have taken d&tim
terrorist assets compliant action in relation to European Union internals andcbehalf
of other jurisdictions.

e They need to develop guidance and communics
mechanisms with the non-financial sector and DNFBP.

e A clear and publicly known procedure for de-listiagd
unfreezing needs to be developed.

SR.IV Suspicious transaction Non- Mandatory obligation to report suspicious transamti of
reporting compliant | financing of terrorism is not in place.

SR.V International Compliant

co-operation

SR.VI AML requirements for compliant

money/value transfer services
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SR.VII Wire transfer rules

Partially
compliant

The general identification limit of MTL 5000 (Eudd 650)
applies to occasional wire transfers which is highan the
exception for the purposes of SR VII (Euro 1000).

No “full” originator information required to accorapy
cross-border wire transfers.

No measures taken to ensure enhanced scrutiny ef an
monitor for transfers which do not contain complgete
originator information.

No guidance on batching.

SR.VIII Non-profit
organisations

Non
compliant

No special review of the risks in the NPO sectatartaken.

No general guidance to financial institutions aghe risks
(in the light of Best Practice Paper for SR VIII).

Insufficient legal regulation of NPO sector.

No specific measures in place to ensure that fstror
organisations cannot pose as legitimate non-profit
organisations.

SR.IX Cash Couriers

Largely
compliant

No clear power to stop and restrain where suspsciof
money laundering below the reporting threshold rothe
case of suspicions of terrorist financing below téporting
threshold.

Gateways to Customs information for the FIU neged
reviewing.
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9 TABLE 2: RECOMMENDED ACTION PLAN TO

AML/CFT SYSTEM

IMPROVE THE

FATF 40+9 Recommendations

Recommended Action (listed in order of priority)

1. General

2. Legal System and Related
Institutional Measures

Criminalisation of
Laundering (R.1 and 2)

Money

More emphasis should be placed on securing
convictions on money laundering.

A greater willingness to draw inferences fr(
objective facts and circumstances appg

inal

m
pars

necessary to secure money laundering convictions

(effectiveness issue).

The evaluators advise to set out in legislation
guidance that knowledge (the intentional elemg
can be inferred from objective factu
circumstances.

More priority should be considered to t
investigation and prosecution of money launde
based on foreign predicates given the level
domestic profit generating offences.

To provide for the confiscation of assets of a lg
entity at least where it is shown to have benef
from money laundering.

or
ont)
al

he
ing
of

ga
ted

Criminalisation of Terroris

Financing (SR.II)

Clarify that Article 328 B offences covg
contributions used for any purpose ((including
legitimate activity),by a terrorist group.

Clarify if provision or collection of funds can q
done directly and indirectly.

Assess the effectiveness of the recently (June)2
introduced terrorist financing offences.

eI
] a

e

005

Confiscation, freezing and seizir
of proceeds of crime (R.3)

g

Practice on third party confiscation should

developed.

Consider prolongation of the 30 days attachn
order to deal with a translational dimension wh
e.g. the suspect is within Malta, particularly

money laundering offences dealing with fore
predicates.

More statistics on provisional
confiscation is needed.

measures

be

ent
ere
or

gn

and

Freezing of funds used for terror
financing (SR.III)

Clarify that domestic action in relation to Europe
Union internals and on behalf of other jurisdictidg
have been taken.

Guidance and communication mechanisms with
non-financial sector and DNBF need to
developed.

Development of a clear and publicly knoy
procedure for de-listing and unfreezing is neede

a
n

the
be

<
=)
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The Financial Intelligence Unit
and its functions (R.26, 30 and 3

Law enforcement, prosecution a
other competent authorities (R.2
28, 30 and 32)

More emphasis should be placed on Po
generated money laundering cases by proa
financial investigation in  major
generating cases.

More officers should be trained in modern finan¢

investigation.

Focused money laundering training should
provided.

An increase in the resources of the Moi
Laundering Unit should be a priority.

More trained financial investigators are requi
either in the Money Laundering Investigation U
or separately for major enquiries.
Special training or educational
provided for judges and courts concerning mo
laundering and terrorist financing offences shqg
be provided.

Statistics be kept about the number of spe
investigative techniques used in money launde
investigations.

proceeds-

lice
ctive

al

be

ey

red
nit

programmes

ney
uld

cial
ring

3. Preventive Measures-
Financial Institutions

Risk of money laundering ¢
financing of terrorism

=

Financial institution secrecy ¢
confidentiality (R.4)

=

Customer due diligence, includir
enhanced or reduced measu
(R.5, R.7)

g
res

The requirements under Regulation 7 (5) (b) m
reference to the identification of the “try
beneficiaries or of his principal, as the case 1
be”. Clarification is needed to ensure t
identification of both settlor and beneficiary
required.

For life and other investment linked insurance,
beneficiary under the policy should be verified.
Specific requirement should be provided in

Regulations for financial institutions to obtai

information on the purpose and intended natur
the business relationship.

The Maltese authorities should introdd
requirement in the Regulations for ongoing scrulf
of transactions or requirement to ensure the C
process is kept up to date.

Enhanced due diligence for higher risk custom
business relationships or transactions should
introduced. Non-face to face customers are alrg

ake
st
nay
nat
is

the
the
e of
ce

iny
PD-

ers,

pady
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covered by the regulation.
e It is recommended that Malta implements

legislation to deal with cross-border correspondent

banking relationships.

Politically exposed persons(R.6) e The Maltese AML/CFT system should introdyce
enforceable measures concerning the establishment
of business relationships with politically exposed
persons (PEPS).

New technologies and non-face |to
face business(R.8)

Third parties and introducers (R.9)

Record keeping and wire transfer * The general identification limit of MTL 5000

rules (R.10 and SR.VII) (EURO 11650) applies to occasional wijre
transfers. Maltese authorities should introduce in
Law or Regulation a limit which is in line with the
Interpretive Note to SR VII.

e “Full” originator information (name, address and
account number)should be required to accompany
cross-border wire transfers.

« Malta should take measures to ensure that financial
institutions conduct enhanced scrutiny of and
monitor for suspicious activity funds transfers
which do not contain complete originator
information.

¢ Guidance on batching should be issued.

Monitoring of transactions and * There should be a specific requirement to set forth
relationships (R.11 and 21) the findings of financial institutions on complex,
large and unusual patterns of transactions, tha ha
no apparent or visible economic or lawful purpagse,
in writing and to keep these findings availabledoy
last 5 years.
 There should be a specific requirement on |the
financial institutions to examine the background
and purpose of transactions (with persons from or
in countries which do not or insufficiently apply
FATF Recommendations) which have no apparent
economic or visible lawful purpose, and set put
their findings in writing and to make them avai&b
for the competent authorities.

Suspicious transaction reports e The AML law or Regulation should clearly provigle
and other reporting (R.13 and 14, for attempted suspicious transactions to |be
19, 25 and SR.IV and SR.IX) reported.

« The reporting obligation should also cover
financing of terrorism.
e« The issue to empower the customs to stop|the
person and restrain currency etc. until the Pqlice
arrive should be addressed.
e To consider whether the Central Bank gateway| for
the FIU to Customs data is adequate in practice

Internal  controls, compliance, * Malta should implement an explicit obligation to
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audit and foreign branches (R.
and 22)

require financial institutions to ensure that their

foreign branches and subsidiaries

observe

AML/CFT measures consistent with the Maltgse

requirements and FATF recommendations.
should add provisions to clarify that particu
attention has to be paid to branches and subsHdi
in countries which do not or insufficiently apphet
FATF recommendations and that the hig
standard has to be applied in the event that
AML/CFT requirements of the home and h
country differ.

It
ar
ari

her
the
DSt

The supervisory and oversig
system — competent authorities g
SROs Roles, functions, duties a
powers (including sanctions)

(R.17, 23, 29 and 30)

ht
nd
nd

Sanctioning powers should be introduced for fail
to report financing of terrorism transactions.
A general power across the financial sector

ing

to

supervise reporting of unusual business operations

involving funds which may be linked or related
terrorism and financing of terrorism should
enacted.

to
be

Shell banks (R.18)

Malta should implement provisions with regard t
prohibition on financial institutions to enter

continue correspondent banking with shell banks.

Financial institutions should be obliged to sati
themselves that a respondent financial instituito

a foreign country is not permitting its accounts to

be used by shell banks.

t
3)

Financial institutions — marke
entry and ownership/control (R.2
Ongoing supervision an

monitoring (R23, 29)

d

Regulatory and supervisory measures on CFT 1
to be provided.

AML/CFT Guidelines (R.25)

Sector specific guidance CFT needs to be provig
The provision of feedback should be fully in li
with the FATF Best Practice Guidelines
providing feedback.

Money or value transfer servic
(SR.VI)

See the changes recommended under R5 an
VII.

4. Preventive Measures
Designated  Non-Financial
Businesses and Professions

Customer due diligence arn
record-keeping (R.12)

The changes recommended for Recommendatic

6 and 11 for financial institutions should be apgl|

also to DNFBP.
All persons providing company services need tg
covered by Maltese legislation.

n 5,

be

Monitoring of transactions an
relationships (R.12 and 16)

Trust Service Providers not being a nomif
company or licensed need to be covered.

nee

(R.13)

Requirements under Recommendation 13 sh
apply to DNFBP, subject to the qualifications
Recommendation 16.

ould
in

Regulation,  supervision  an

Sanctioning powers should be introduced also

for
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monitoring (R.17, 24-25)

DNFBP for failing to repdinancing of terrorisn
transactions.

It is recommended that more resources are negeded

for
DNFBPs other than casinos..
Sector specific guidance needs to be provided.

Other designated non-financi
businesses and professions (R.2

al

D)

monitoring and ensuring compliance by

The examiners recommend that consideration needs

also to be given to extending coverage to th
DNFBP that are at risk of being misused
terrorist financing as well as money laundering.
Equally the DNFBP coverage should be kept ur
review to ensure that all non-financial busineg
and professions that are at any given time atofig

ose
for

der
ses
k

being used for ML are regularly being considered

for coverage in the PMLR.

3. Legal Persons and
Arrangements and
Non-profit Organisations

Legal Persons—Access
beneficial ownership and contr
information (R.33)

to
ol

Legal Arrangements—Access
beneficial ownership and contr
information (R.34)

to
ol

Non-profit organisations (SR.VIII

6. National and International

Co-operation

National Co-operation
Co-ordination (R.31)

an

The Conventions and UN Spec
Resolutions (R.35 and SR.I)

Confiscation third party provisions need develop
and there are reservations in respect of the t
day attachment orders in enquiries with
transnational dimension.

The broad preventative measures set out in
Palermo Convention are generally covered
greater specificity on the concept of benefig
owner would improve compliance with A.7 of th
Convention.

The evaluators look forward to the early lifting
Maltese reservations to the Strasbourg Conver
which are being reviewed for withdrawal.

A clear and publicly known procedure for de-listi
and unfreezing needs to be developed.
Preventive obligations under A.18 TF Convent
need fully implementation (e.g. the implementat
of SR.VII in the context of international wi
transfers).

ing
hirty
a

the
but
rial
at

of
tion

ng

on
on

Mutual Legal Assistance (R.32
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36-38, SR.V) |

Extradition (R.32, 37 and 39
and SR.V)

Other forms of co-operation
(R.40 and SR.V)
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TABLE 3: AUTHORITIES' RESPONSE TO THE EVALUATION

Relevant sections
and paragraphs

Country Comments

Section 3: The Maltese authorities are of the view that theee8al criteria for
Preventive Recommendation 7 were largely met at the time @fothr-site visit as a result of
Measures — an enforceable and sanctionable requirement in Rtevention of Money
Financial Laundering Guidance Notes (accepted as ‘other emdbe means’ by the
Institutions evaluators and confirmed by the Plenary), wherelajtdde credit and financial
institutions should follow the procedures set outhie paper issued by the Basle
3.2 Customer due | Committee on Banking Supervision entit€dstomer Due Diligence for Banks
diligence, dated October 2001. Section 2.2.7 of the Basle Cdper deals with
including correspondent banking and to a very large degreersdhe essential criteria for
enhanced or Recommendation 7. Thus non-observance by Maltesditcand financia
reduced measures| institutions of the related procedures set ouhaBasle CDD paper constitutes
Paragraphs 483 to| a breach of the Guidance Notes and is subjectriordstrative sanctions by the
487, 504 and Malta Financial Services Authority.
compliance rating
for It is also relevant to point out that in Februa§0@, in order to further
Recommendation | strengthen Malta's AML / CFT measures and compkanavith
7 Recommendation 7, a specific provision on the &stabent of correspondent
banking relationships was introduced in the Pregandf Money Laundering
and Funding of Terrorism Regulations. This provisis in addition to the
enforceable requirement relating to correspondeamking in the Guidance
Notes.
The Maltese authorities therefore disagree with“tite-compliant” rating for
Recommendation 7, which in their view does notespnt a correct assessment
of Malta’s level of compliance with the essentiakitaria of the
Recommendation in question at the time of the tm-sisit. The Maltese
authorities are of the view that a “largely comptiarating would be a corregt
assessment of Malta’s level of compliance with Retendation 7.
Section 3: The Maltese authorities are of the view that theee8al criteria for
Preventive Recommendation 18 were largely met at the timé@fon-site visit. In addition
Measures — to the provisions of the Banking Act which requivenks to have a physicpl
Financial presence and a place of operation and managememMalta (shell banks
Institutions therefore cannot be established in Malta), the repfible and sanctionable
Prevention of Money Laundering Guidance Notes (@isck as ‘othe
3.9 Shell banks enforceable means’ by the evaluators and confirimedhe Plenary), requirg
Paragraphs 582 to| Maltese credit and financial institutions to folldive procedures set out in the
586 and paper issued by the Basle Committee on BankingSigien entitiedCustomer
compliance rating | Due Diligence for Banksdated October 2001. Section 2.2.7 of the Basle ¢DD

for
Recommendation
18

paper deals with correspondent banking relatiosshipcluding with shel
banks, and to a very large degree covers essentiafia 18.2 and 18.3 fg

Recommendation 18. Therefore, non-observance byjtebda credit ang

)
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financial institutions of the procedures set ont the Basle CDD papse
constitutes a breach of the Guidance Notes andibfed to administrative
sanctions by the Malta Financial Services Authority

-

The Maltese authorities therefore disagree with“gagtially compliant” rating
for Recommendation 18, which in their view does ngpresent a correct
assessment of Malta’'s level of compliance with #ssential criteria of th
Recommendation in question at the time of the tm-sisit. The Maltese
authorities are of the view that a “largely comptiarating would better reflect
Malta’s level of compliance with Recommendation 18.

1%

Section 3:
Preventive
Measures —
Financial
Institutions

3.8 Internal
controls,
compliance, audit
and foreign
branches
Paragraphs 576 to
581 and
compliance rating
for
Recommendation
22

The Maltese authorities are of the view that theee8al criteria for
Recommendation 22 were substantially met in pracicahe time of the on-site
visit. In terms of the Banking Act and other seatofinancial services
legislation, the establishment and acquisition aofreifgn branches and
subsidiaries of Maltese credit and financial initins requires prior approval
by the Malta Financial Services Authority. Approbgl the MFSA is subject tp
its internal policies which would include an assasst of various issues,
amongst which the AML / CFT standards applied by tountry where it is
intended to establish the branch or subsidiary.réye is furthermore subject
to such conditions as the MFSA may deem appropriattuding those set oyt
in essential criteria 22.1, 22.2 and 22.3.

It is also relevant to point out that at the tinfettte on-site visit no Maltesg
credit institution had a foreign branch or subsiiavhile one insurance
company had a subsidiary in another EU Member Ssatgect to conditions ip
line with Recommendation 22.

In February 2006, in order to further strengthertdia AML / CFT measures
and compliance with Recommendation 22, a specifiovipion on the
establishment of foreign branches and subsidiawas introduced in th
Prevention of Money Laundering and Funding of Tesra Regulations. Thi
provision is in addition to the relevant provisianghe Banking Act and MFSA
approval policies and procedures.

> D

The Maltese authorities therefore disagree with“tm-compliant” rating for
Recommendation 22, which in their view does notrgspnt a corregt
assessment of Malta’s level of compliance with #ssential criteria of thg
Recommendation in question at the time of the tm-gisit. The Maltese
authorities are of the view that a “largely comptiarating would better reflect
Malta’s level of compliance with Recommendation 22.
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V. ANNEXES

Annex |

Details of all bodies met on the on-site missioMinistries, other government authorities or bodies,
private sector representatives and others.

» Attorney General, Ministry of Justice, Ministry Bbreign Affairs
» Malta Financial Services Authority

 FIAU

* Judiciary

e Ministry of Finance

* Malta Stock Exchange

* Central Bank of Malta

* Malta Police Force

* Malta Institute of Accountants

» Accountancy Board

» Association of Licensed Financial Institutions aagdresentatives
» Malta Insurance Association and representatives

* Customs Department

* Malta Security Service

» Lotteries and Gaming Authority

* Malta Bankers Association and representatives

» Chamber of Advocates/College of Notaries

* Institute of Financial Services Practitioners

* Registry of Companies — MFSA

* Malta Financial Services Authority
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Annex Il

Designated categories of offences
based on the FATF Methodology

Offence by the Criminal Code of Malta
(unless otherwise noted)

Participation in an organised criminal gro
and racketeering;

UParticipation in an organised criminal grouprt. 83A
Racketeering the criminal conduct which is understood
be covered by “racketeering” would be fall undemaety
of possible offences known to Maltese law, of
aggravated, such as fraud, theft, bribery, traifigkin
persons for the purpose of exploitation (sexualpua etc),
illegal gaming, threats, prostitution, counterfgtietc and
when a group is involved in the committing of sU
offences the offence under article 83A would alsplya

ten

ch

Terrorism, including terrorist financing

Aggravated theft as per Art. 271(h) CC; Arts. 3113
314A, 314B, 315-318, 320, 328A to 328K CC

Trafficking in human beings and migra
smuggling;

ntrafficking in human beings Art 248A to 248E

217; Art. 337A CC

migrant smuggling: Art 32(1)(a) Immigration Act, Cap.

Sexual  exploitation,
exploitation of children;

including  sexu

alArt. 197, 203, 203A, 204, 205, 208A CC
Arts. 2, 35,7 to 12 of the White Slave Tra
(Suppression) Ordinance Cap 63

ffic

lllicit trafficking in narcotic drugs anc
psychotropic substances;

] Medical and Kindred Professions Ordinance Cap. &l
Dangerous Drugs Ordinance Cap. 101

Illicit arms trafficking

Art. 19 to 21, 51(3)(4)(7), 59 Arms Act Cap. 480

Illicit trafficking in stolen and other goods

Art. 334, 334A CC

Corruption and bribery

Arts. 112 to 121B, and 121D CC

Fraud

Arts. 293 to 310A CC

Counterfeiting currency

Arts. 39 to 49F Central Bank Act, Cap 204

Counterfeiting and piracy of products

Arts. 298, 298A, 298B, 304 to 306, 310A CC

Environmental crime

Environmental Protection Act, 2001, Cap 435
(Art. 9(2)(h)) and numerous sets of regulations en
thereunder: vide, e.qg.

in 2001: LN 11 and 12, 128, 212 to 222, 225 to 229,
to 343

in 2002 LN 1, 64, 158 to 173, 288 to 292,

and numerous others 2003 to 2007

Murder, grievous bodily injury

murder Arts. 211 to 213 CC
grievous bodily harmArts. 214 to 220 CC

Kidnapping, illegal restraint and hostageArts. 86, 199, 210 CC
taking
Robbery or theft Arts. 261 to 289

ad

335
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Smuggling

Arts. 60 to 64 Customs Ordinance Cap 37

Extortion Arts. 87(1)(e)(f), 112 to 114, 261(a), 262, 276
Forgery Arts. 166 to 190
Piracy would constitute aggravated theft under Arts. 26282

CC and could involve other offences

Insider trading and market manipulation

Arts. 6, 8, 24 of the Prevention of Financial Mdsk
Abuse Act, Cap 476




