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1. INTRODUCTION

These Implementing Procedures are specific and applidabémyone who is licensenh terms of
Maltese lawto provide a service involving the wagering of a stake with monetary value in games of
chance, including games of chance with an element of skilelectronic means of distance
communication upon request from the recipient of etaerwceswnh the opportunlty to win pnzes

of mone y or (nfolmecyé

Thus, anyone licensed to provide critical gaming supplies only or who has been issued with a
recognition notice in terms of Maltese law, would not be considered as subject person for the
purposes of the PMLFTR. Equally excluded are any licensees that only provide skill games or controlled

skill games.

The purpose of this part of the Implementing Procedures is to focus on certain aspects of the
Prevention of Money Laundering and Funding of Teor i s m Re gul aand theirs (“PM
application which warrant further elaboration at industspecific level in order to highlight certain

aspects of relevance, and to ensure that they are understood and interpreted consistently by
licensees tHs-mportant-to-note-that the-omissidi istherefore important that licensees read these
Implementing Procedures with the general part of the Implementing ProceduPest | So as to have

a holistic understanding of the@nti-money laundering and counterintpe funding of terrorism

(AML/CFT odbligations

Thus, the absencef any reference in these Implementing Procedures to other AML/CFT obligations
is not to be considered as tantamount to the inapplicability of the saMereover, in so far as the
Implementing Procedures Part | are not irdirectconflict with these Implementing Proceduresare

not otherwise expressly excludethey are still applicable to licensees.
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2. The Risk-Based Approach
To be read in conjunction with Chapter 3 of the Implementing Procedures — Part |

2.1 What is the RislBased Approach?

Licensees should be aware that the AML/CFT regulatory framework that is applicable to them as
subject persons adopts a riflased approach, i.e. it requires subject persons dop measures,

policies, controls and procedures that are commensurate to the money laundering and funding of
terrorism (“ML/FT") ri sks to which they are exfg
materialising themselves.

The riskbased approat recognises that the ML/FT risks faced by each sector and each subject person
are different, and allows for resources to be invested and applied where they are most required. Itis
diametrically opposed to a prescriptive tibkox approach and entrusts ject persons with significant
discretion in its application. Thus, a Hsised approach envisages the application of checks that are
proportionate to the assessed risk. High risk areas should be subjected to enhanced procedures, whilst
simplified or redged controls may be applied in areas of low risk.

How is this to be achievedrhe riskbased approacknvisages the application of a risk management
process in dealing with ML/FT, including recognising the existence of risks, undertaking a risk
assessmentand implementing systems and strategies to manage and mitigate the identified risks.

2.1.1 The Risk Assessment

The cornerstone of the riskased approach is the risk assessment which has to be carried out at
di fferent st age s tviids. This assebsimentatiowpthee subjechperson t wentify

its ML/FT vulnerabilities and the ML/FT risks it is exposed to. On this basis, the subject person will be
able to draw up, adopt and implement AML/CFT measures, policies, controls and ymexddat
address any identified risks.

However, each customer exposes the subject person to different risks. A cusspewfic risk
assessment must therefore be carried out so that the subject person is able to identify potential risks
upon entering mto a business relationship with, or carrying out an occasional transaction for, a
customer. This assessment enables the subject person to develop a risk profile for the customer and
to categorise the ML/FT risk posed by such customer as low, mediumbor hig

Subject persons must subsequently apply the AML/CFT measures, policies, controls and procedures
adopted in a manner that they address the specific ML/FT risks arising from the particular business
relationship or occasional transaction. Thus, it isom@nt that the said measures, policies, controls

and procedures be sufficiently flexible to prevent and mitigate specific risks independently of the

extent in which they may potentially manifest themselves. How these measures, policies, controls and
procdures are to be applied to particul ar ri sk s

1 Section 2 of the FATF Guidance on the Risk-Based Approach to Combating Money Laundering and Terrorist
Financing - High Level Principles and Procedures.
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Customer Acceptance Polidy this regard, licensees are to refer§ection 3.4.1 of the Implementing
Procedures-Part | which sets out the requirements foretiCustomer Acceptance Policy.

2.1.2 The Risk Areas

The risk areas that the business risk assessment as well as the cusfjoecdic risk assessment are
to look at can be divided into four:
1 Customer risk;
1 Productserviceltransaction Srvice and Tansactionrisk;
1 Interface risk; and
9 Geographical risk.

The form they may take within the remote gaming sector is explained in further detail in Section 2.2.2
hereunder.

2.1.3 The Risk Assessment as a Dynamic Tool

An effective risk assessment has tosbdynamic one. Subject persons have to ensure that they revise
the same when there are significant developments within the environment within which they are
operating and within their business structures/activities. Any such changes may affect theedsk a
mentioned above and lead to the subject person being exposed to new ML/FT risks. ldentifying the
same through a revision of the risk assessment allows the subject person to take action to ensure that
its measures, policies, controls and proceduresrafmist enough to cater for these. It is therefore
important that subject persons always take into consideration any supranational, national or sectoral
risk assessment that may be available when conducting and revising their own specific risk
assessment.

Even the customespecific risk assessment has to be revised when the business relationship
entertained with the customer undergoes changes. Once the customestaa®d to use hikher

account, it is important that the subject person monitors this dttito ensure that it is in line with

the customer’'s profile. Any <changes in the <cus
determine whether an update of the customer’'s pi
be commensurate to the sk posed by the particular customer, but systems should also be in place to

detect developing risky situations.

2.1.4 UnehangnlylandataryHigh Risk Situations

It is important to note that independently of the risk assessment carried out by the subjestme

certain instancesnayare still bedeemed to be high risk. One such instance is dealing with Politically
Exposed Persons (“PEPs”), their family members
thereto”). I n such ¢ asteel sets buhthe nreasgres Itoabe applied td r a me w
adequately address the risks arising from dealing with the said individuals. This aspect is considered
further in Section 3.4.

Page3 of 3742



2.2  Application to the Remote Gaming Sector
2.2.1 The Business ardustomesBased Risk Assessmeénts

All icenseesare required to carry out a business risk assessment to identify the ML/FT risks they are
exposed to and ensure that the measures, policies, controls and procedures adopted are sufficiently
robust to preventand mitigate the same. The business risk assessment has to be documented and
approved by the Board of Directors (or equivalent) of the licensee, and made available FoAtHe
and/or to the MGAupon request.The document itself must identify the documerdrgion, the date

of the latest revision, and the date when the document was last approved by the Board of Directors.

The MGA has completed a sectoral ML/FT risk assessment which enabled it to identify some risk
factors that licensees are to take into aced when drawing up their business risk assessment. Risk
factors within the remote gaming context are considered further in Section 2.2.2. hereunder.
Licenseedhave toalso take into consideration and factor in their business risk assessments the
outcomesand recommendations of any Supranational and/or National Risk Assessments that may be
issued from time to time.

Licenseesire expected to revise their business risk assessment whenever there are changes to the
environment within which they are operatirgnd within their business structures/activities. Thus,
situations such as a widening of the custorbasse or the addition of games and payment methods
which present a different risk profile from those already offered should lead to a revision of the
busiress risk assessment. The same applies when the licensee changes its structure or undertakes
major operational changes. In the absence of any of the above, licehaeesoassess their business

risk assessment at least once a year, to evaluate whethgchanges thereto are necessary.

Licensees may engage external consultants to assist them in the drawing up and the revision of their
business risk assessments. However, it will be necessary for any report, findings and conclusions to be
adopted by theitensee who retains responsibility to ensure it complies with its obligation to carry
out a business risk assessment.

As regards the customer specific risk assessmentjghsbe carried out either prior to the carrying

out of an occasional transactiar, in the case of a business relationship, not later than thirty (30)
days from when the prestablished threshold set out in Section 3.3.2 is met. It is possible that this
initial customer specific risk assessment will have to be revised at a latez efathe business
relationship and this may result in a customer

S
2.2.2 Risk Factors Specific to the Remote Gaming Sector
i.  Customer Risk The risk of ML/FT may vary in accordance with the type of custorfiee.

assessment of the risk posed by a natur al per
activity and/or source of wealth. A customer having a single source of regular income will pose

2 For a better understanding of subject persons’ obligations relative to the conduct of risk assessments, licensees
are to have regard to Regulation 5 of the PMLFTR. Additional insights into the risk-based approach can be derived
from the FATF Guidance on the Risk-Based Approach to Combating Money Laundering and Terrorist Financing -
High Level Principles and Procedures.

Pages of 3742


http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatfguidanceontherisk-basedapproachtocombatingmoneylaunderingandterroristfinancing-highlevelprinciplesandprocedures.html
http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatfguidanceontherisk-basedapproachtocombatingmoneylaunderingandterroristfinancing-highlevelprinciplesandprocedures.html

a lesser risk of ML/FT than a customer who has multiple soofdeasome or irregular income
streams.The reasons for this are twofold:

(a) It becomes more difficult to establish and, if necessary, verify these income streams and;

(b) It is equally more difficulivhen conducting ofgoing monitoringto determine if the
amounts being deposited and wagered by the customer are in keeping withgbleskd
sources ofncome.

ii.  Product, Service, andTransaction RiskSome products/services/transactions are inherently
riskier than others and are therefore more attractive to criminals. These include
products/services/transactions which are identified as being more vulnerable to criminal
exploitation seh as gaming products or services that allow the customer to influence the
outcome of a game, be ibnr-his—ewsindividually or in collusion with others. The use by
customers and the acceptance by licensees of specific funding methbdsh are considered
to present a higher risk of ML/FShould also be treated as high risk factors. This includes
cash and other similar or anonymous payment methods thatdo not alwaysleave or
disrupiotherwisecomplicate the f _u n aldit'trail, and allow the customer toperate with a
degree of or complete anonymity such as{pad cards or virtuadurreneiedfinancial assets
Theexeeptionause by a customer of accounts held or cards issued in the name of third parties
is also to be regarded as a high risk factarthe extent that gaming regulation allows them,
the transfer of funds from one gaming account to another would equally be considered as a
high risk funding method ai$ would further complicatet he f unds Conwersalyj t t r a|
where a customer transfeffsinds from a bank account or a card linked to a bank account held
in higher name with an institution established in a reputable jurisdiction, the risk of ML
decreases- these credit or financial institutions are themselves subject persons and one
would expect that as part of their CDD obligations they would monitor on aig@ing basis
any account or card activity.

The sectorspecific risk assessment has allowed the MGA to obtain an indication of the risks
associated with various products/services/tranags, which indicators have been included

in Appendix | to this document, to assist licensees in the conduct of their business risk
assessment and the evaluation of the product/service/transaction risk they are exposed to.
Licensees are also tefer tot he Eur opean Commi ssion’s Supr a
Reporé, which also includes produspecific risk identification and risk typologies for

gambling which may be of assistanceicensees are to ensure that they take into
consideration any revised v&@on of these risk assessments that may be issued from time to

time.

Notwithstanding thisjt isunderstoodt hat each of the | icensees’ (
and technology systems may vary. The above assessments may be taken as indicative of risk
profiles, however the point of a righkased approach, is a subjective assessment by the subject

person of the ML/FT risks posed, and any deviation may still be acceptable as long as this is
properly justified through an adequate assessment of the MLl posed (e.g. poker is

3 The European Commission published its first Supranational Risk Assessment Report on the 26 June 2017. An
updated version was published on the 24 July 2019. A copy of this latest version, together with the relative Staff
Working Document, is available on the following webpage - https://ec.europa.eu/info/policies/justiceand
fundamentatrights/criminatjustice/anttmoneylaunderingand-counter-terrorist-financing _en
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considered as being an inherently high risk product due to the possibility of collusion between
players but the risk it presents may be revised downwards if the poker system used by the
licensee has internal, as against external, cost@ahd restrictions which do not allow, or
significantly reduce the possibility of, collusion to take place).

Interface Risk- The channels through which a licensee establishes a business relationship
and/or through which transactions are carried out nago have a bearing on the risk profile

of a business relationship or a transaction. Channels that favour anonymity increase the risk
of ML/FT if no measures are taken to addresssthenaisk. While situations where interaction

with the customer takes pkce on a nofface to face basis¥l no longerlead to the
relationshipbeing considered as automatically high risk, interacting in this manner is still to

be considered as a high risk factor for risk assessment purposes unless the licensee adopts
technolagical measures and controls to address the heightened risk of identity fraud or
impersonation present in these situations.

A number of technological measures are available to licensees, allowing the same to establish
whether or not the customer providinpe relative identification details is actually the person

he alleges to be. Alternativelycénsees are required to implemeadditional measureson a
risk-sensitive basis, to sufficiently counter the above mentioned risk&nsees are guided
towardssection 3.2 below which provides examples of the technological as well as alternative
additional measures which they may adopt to prevent and/or mitigate such risks.

With specific reference to the use of electronic databa#eis, to be notedthat theseonly

allow for determining whether the identification details provided correspond to those of an
actual person buthey donot provide sufficient comfort in establishing whether the customer

is that individual. Hence, additional measures as referred teeiction 3.2 to ensure the
veracity of the pdreaopeundetaked.ec| ared identity

The interface risk also increases whdhe—customer—does—not-interact-directh—with-—the

licensee-buthere ispresentthe involvement of third partywhe-invelves-itseHin the placing
of—wagers—on—behalf—aiteractions betweenthe customer andier the withdrawal—of

winningslicensee. This is especially the case where these third parties are not themselves
subject to any form of AML/CFT obligatiofge

Therisk will invariably vary obasis othe extent to which the third party involves itself in the
licensee-customer relationship. The use of introducers, like affiliates, who limit themselves
to directing traffic t owa ptidtherwisd iavolhed io thér s e e
carrying out of CDD measures on behalf of the licensee, presents a lower risk of ML/FT than
the use of physical establishments by a licensee to extend its network and provide gaming

services to customers on its own behalf (t—eh—e—|—|—c—e—n—s—e—e—s—)—|—s—n—o t cons

S

| i cen sWatle affgiafes, the main risk is the klnd of (prospective) customers that are
introduced to the licensee whereas with physical establishmentihe issue is that the

| i c e mwrsighfoverthe amountof fundsthat customers would effectively be depositing

through these establishmentsnay be weakened due to th@ hy si c al establ i s
intermediation role between the player and the licenseeThis increases thdifficulty in
ensuring t haAML/CFh measuiexe effecively applied
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iv.  Geographical RiskThe geographical risk is the risk posed to the licensee by the geographical
location of the business/economic activity and the source of wealth/funds of the business
relationship. The nationality, residence and place of birth of a enstdave tobe taken into
account as these might be indicative of a heightened geographical risk. Countries that have a
weak AML/CFT system, countries known to suffer from a significant level of corruption,
countries subject to international sanctions@éonnection with terrorism or the proliferation
of weapons of mass destruction as well as countries which are known to have terrorist
organisations operating within are to be considered as high risk. The opposite is also true and
may therefore be considetkas presenting a medium or low risk of ML/FT.

The above are the basic risk areas that licensees need to cover. However, there may be other areas
that may need to be considered from a risk perspectsurh as any outsourcing arrangement for the
carrying out of any AML/CFT obligations. While outsourcing is permissible subject to the conditions
set out in Chapter 6 of the Implementing Procedurd3art | and Section 4.3 of these Implementing
Procedureslicensees have to consider the risks arising from entrusting a third party with thday

day implementation of these measures and controls, including how this may affect any functions
which were not or cannot be outsourced.

2.3 Risk Scenarios

To urderstand the level of risk inherent to their business, licensees can make use of risk scenarios, i.e.
what would be the likelihood that a customer would be able to launder proceeds of ttimmigh

the |Ilicensee’s undertaki mgeraemd whatt hwodlid elmes eteh
doing, licensees should consider some of the methods used for the said purpose:

i. A perpetrator uses gambling sites to deposit illicit funds and to request the pay out of winnings
or unplayed balance. Legitimate love gambling accounts are credited with dirty funds
(deposi) followed by gambling on only small amount of fur{dxluding very low volatility
games) ortransferring the remaining funds to a different player to a different online
gambling operator. fie remaining funds are cashed out as if they were legitimate gambling
earnings.

ii.  Criminals may use several "smurfs" betting directly against each other using dirty funds. One
of the "smurfs" will receive all the funds as an apparent winner, who will tesh out the
funds as it they were legitimate gambling earnings.

iii.  Crimnals may purchase online casino accounts containing funds already uploaded by non
criminal players at a higher price than the real okeymay also invent and bet on fictitious
(non-existing) matches or events to ensure winnings.

iv.  Purchasing of winning tickets especially where betting is involved.

The above are only indicative examples and licensees should consider whether there are additional
ways in which they may be abused ML/TFpurposes.

4 Licensees are to familiarize themselves with the definition of money laundering provided in the Prevention of
Money Laundering Act [Cap 373 of the Laws of Malteds to better understand the conduct that needs to be
targeted.
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3.

CUSTOMER DUE DILIGENCE
To be read in conjunction with Chapter 4 of the Implementing Procedures — Part |

3.1 The Importance of Customer Due Diligence

The determination of a customer ' s applysakevepafo f i
Customer Due Diligence (“CDD”) commensurate t
the licensee to know who its customer is and to build a customer profile on the basis of which the
licensee would be able to assesstheouster ° s acti vity to identify

behaviour has to be questioned and, if it is found to lead to a suspicion of ML/FT, it also needs to be
reported to the FIAU. The documentation and information collected will then assist the ritighadn
any analysis or investigation of the suspected instance of ML/FT.

3.2

The CDD Measures

CDD consists in four measures:

Identification and Verification of the Customer - Identification consists in the collection
of a series of personal detait® the customer Verification on the other hand consists in
confirming the personal details collected for identification purposes through theofise
data, information and documentation obtained fromdependent and reliable sources.

Thepersonalinformation to be collected andthe extent of verificatiorto be carried out,

is to be determinedn the basis of risk Thusa licensee may vary the identificatiamd
verification procedures in accordance with the risk posed by thespectiveclient. The
stardard identification procedure consists in the gathering of the following personal
details

(a) name and surname;

(b) permanent residential address;

(c) date of birth

(d) place of birth;

(e) nationality; and

(f) identityreference number where applicable.

However, in low risk scenaridieenseesmay limit identification tothe three personal
detailsset out in (a) to (c) abo%eOn the other hand, in high risk situations, it is possible
that a licensee considstthe colection of additional personal details as necessary to
mitigate the higher risk of ML/FT. Whatever decision is taken, it is however imperative
that the identification and verification procedures adopted enable the licensee to
determineat all timesthat the customer is who he claims to hadthat theyare effective

to counteract the risk of identity fraud and impersonation.

5 As regards the timing of CDD measures licensees must have regard to Section 3.3.2 hereunder.
6 The personal details to be collected in low risk situations are also the ones which, in terms of Section 3.3.2.
(ii) hereunder, a licensee is required to collect at registration stage.
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Moreoverlicensees may have systems in plaga;luding systems implemented for on

going monitoring purposes as stated further tiereunde), which enable themto

corroborate the locatioror other personal details of theustomer. Where though the

use of such systems thi&censee detectsnconsistencies in the personaiformation

provided by thecustomer t he | i c e riom and Vesficatioth procésset shoukld t
consider whetheadditional identification and verification measurase required By way

of example where an IP address or the location baakissuinga credit cardused by the
customersuggest one or more |inks to a country
residence, the licensee has fquestion this further and assess whether additional
identification checks are necessary.

Invariably and in all circumstances verification should daeried out using data,
documents or information obtained fronan independent and reliablesource. Thus
verification can be carried out either by requiring the production of obtaining
documents such as identification documents or else throetgctronic means which
allow a licensee to determin hisits satisfactionthat the customer is who he declared
himself to be,or a combination of bothbearing in mind the ML/FT risk to which the
licensee is exposed through the particular business relatiorstiggcasional transaction.

Licensees are prone to deal with customers amoa-faceto-facebasis which, as already
indicated in Sectiof.2.2 (iii)js an aspect to be taken into consideration to determine the
risk of ML/FT the licensee is exposingelitdo when entering into a given business
relationship or carrying out an occasional transaction. Given these particular
circumstances, in using documentary and/or electronic sources for verification purposes
licenseesareto note the following:

a. Documentary Sources As a rule, verification of identity has to be carried out by
making reference toaan unexpired governmentissued deecurmentglocument
containing photographic evidence of the ¢
card,_residence penmit, driving licence etc.). Where any such document does not

all ow verification of 0 n@n iasteadreferitocaedn t i a | i
obtain anyof the following documentswhich should not be more than six months
old”:

1 arecent statementr reference letter issued bgrecognised-credit
institutionanyone carrying out relevant financial business in Malta or
equivalent activities in another reputable jurisdiction

1 arecent utility bill for a service installed and provided at a residential
property;

9 correspondence from a central or local government authority,
department or agency;

f—oeeordlet ovisitte tho oddross by ihe lisonses;

1 __alease agreement

9 an official conduct certificate;

1 any other governmenissued document not mentioned abover

"Inthe case of a lease agreement, it need not have beenenteredinto t he si x months precedi
on-boarding by the licensee but the lease must still be current at the time dfcamding.
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1 the mailing of correspondence via registered mail or by means of a
courier which allows the subject person to obtain documentary
evidence that the correspondence was effectively delivered at the
residential address provided by the customer and signedyothe
same

Documents used for verification purposes need not be obtained asdwpibs but it
is also possible to obtain the same electronically through electronic mail, aiglial
means etc. What is important is that documents are clear, legitdeofgood quality.

As stated earlieut without prejudice to the general rule in the previous paragraph,
licensees may also vary the extent of verification depending on the risk posed by the
particular business relationshiphis can take pladey:

1 Vawing the nature of the documentation obtainedn low risksituationsit
ispossible for a |icensee to verify a
government issued documents or alternatiieut reputable information
sources, even where these donotcant n phot ographic evid
identity (e.g.: birth certificates, licences issued by government or public
authorities bank statementgtc.). This also in view of the additional details
that the licensee can hold on a customer (e.g. IP address, dgstidecation
etc.). However, fotographic evidence of identity would still be requdre
where the licenseeonsiders a relationship to be low risk on the basis of its
adoption of technologywhich compare photographic evidence on
documents with the cust dtherwisestheact ual
licensee may have to reconsider how it has rated the risk arising from the
non-faceto-faceaspect.

1__Varying the extent of the personal details verifieWerification is intended
to ensure that the licensee knows who it is dealing with and therefore the
personal details collected for identification purposes need not always be
verified in their totality. While the verification of the basic identification
detailsthat may be collected in low risk situations needs to be carried out in
all instances, the verification afny other personal details is left to the
discretion of the licensee as long as it has sufficient comfort that it knows
who its customer is.

When wsingdocumentary sources for verification purposes, licensees are to ensure
as much as possible that the documents abhed are authentic or reproduce
authentic ones. The authenticity of some documemiay beeasier to assess than
that of others. For examle, governmenissued identification documents such as
identity cards and passports can be checked against standard official templates, and
licensees may also be in a position to visually check if the documents include the
security features usually presean the same. On the other hand, documents issued
by financial institutions, utilities undertakings etc. do not lend themselves so easily to
authenticity checks. These checks may be carried out either by theensee
ftselflicenseé s st af f , sodrced denviek iprodderor through software
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programmes which can be-puilt in the means used to provide the identification
document(s).

Verification requires not only the production of documents but ensuring that the
individual providing the document is the one referred tberein. There are
circumstances in which the licensee is able to determine as much on the basis of
information in itspossession (e.g. gdocation information, IP address data, funding
method data etc.) which allow it teorroborate the information contained in the
documents provided by the customeBiometric checkswhether carried out through

the channel used to carey the verification documents or otherwisegn also be used

to confirm that the individual providing the document is the one descrithedein.

Where the licensee is unable to satisfy either aspect of verificati@expected hat

heit will undertake additional measures to establish this linKhus, apart from
obtaining identification documents, which inreon-faceto-face context would be
passed on as copies, a licensee has to determine whether additmrtahhanced Due
Diligence,measures nee to be taken.These Implementing Proceduregrovide
examples ofmeasures which subject persons may adopt in such instances though this
list is not intended to be exhaustiv&some of these measures include requesting
additional identification documents, gaiiring a first payment through an account
held by a customer in a reputable jurisdiction, using systems which generate codes
for transmission to customers through a verified mobile phomeother meansand
requiring it to be returned etc. iBBerent measures may be adopted as long as a
subject person is able to demonstrate that they have an equivalent effect.

Electronic Sources These include sources likellE (or BankD) and electronic
commercial databases. Even in this context, licensees meensider the question

of reliability. Sources which are considered as equivalent to official government
documents are to be considered as bearing the same level of relialltign using
electronic commercial databases it is importaimat licensee consider what sources

of information are feeding into the database as to ensure that these are sufficiently
extensive, reliable and accuratand, in any one specific case, what sources are
returning a positiveand/or negativeresult on the customerThus, alicensee needs to
understand the parameters for searches carried out using these kind of databases as
well ashow the providerensures thatdata is kept current and up to date.

Moreover, the use ofelectronic sources may still require licensees talemiake
additional measures to ensure that the individual whose identity has been confirmed
on the basis of these sources is one’
making use of electmic commercial databases ,afn the absence of thuilt
automated checksa positive result only means that there is an individual whose
personal details correspond to those provided by the client but not that the client is
that individual. On the other hand, electronic sourd&e EID and BankD, which

can beaccessed only through the use of credentials held by a specific indivédeaal
deemed to provide a sufficiently strong link and therefore no additional measure
needs to be undertaken.

S a
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There may be situations where the sources used for verification m@&pmay not contain

any reference to the residential address of the customer. In thesescad&Eensee may
either request an additional document to verify the residential address provioe is
possible that the licensee already has information sasHP addresses, device location
information etc which corroborate the residence of the customer. The latter may come
especially helpful where verification is carried out usidfpBnd the licensee may find it
particularly difficult to requestadocuemnt ary source to verify the
address.Public or private databases may be another alternative means how to verify a
customer ' s r easilodgeas the lieehseeasdable te determine that an entry
in the database corresponds to its customer on the basis of the verified information. In
addition, it is important that the database used meets the dual criteria of independence

and reliability.

Verification of identity is one of the aspects of AML/CFT that can be outsourced. This
would include the use of verification of identity platforms as described in Section
4.3.1.2(ii) of the Implementing Procedure®art |.

Identification and Verification of the Beneficial Owner — Subject persons in general are
also required to identiy and verify the identity of the beneficial ownéks a general rule,
licensees should make sure that customers are registering an account to play and transact
onhistherowntheir behalf. Thigan be achieved by including specific wording in the terms
and conditions that a registering player must explicitly accept, together with a declaration
in the form of a tick box that a player is registering to play ofhbisown behalf Licensees

are not expected to merely rely on the said declaration but have to ensure that their
ongoing procedures allow for the detection of possible instances where the player is
actually playing on behalf of third parties.

It is acknowledgd that in the majority of cases licensees will not encounter situations
involving beneficial owners. Howevé#itgse situations cannot be excluded completely as
licensees may be entertaining business relations with one or more players funded by a
syndicate. In such circumstances, where the funds being wagered are collected from
multiple persons who will eventually share in any winnings, the particular transaction will
not only be considered as having been undertaken by the customeurmgrtakenalso

for the benefit of those persons providing the necessary fundifibese persons would

be considered as beneficial owners and licensees would theréfaveto identify them

and verify their identity.

Where the |licensee’s b u s iplayers account® dsed by i ncl u
companies (corporate accounts) as a means to hedge matchbook egptsgether with

business models such as the ones explained in 3.3.1 below, the applicable beneficial
ownership requirement relates to the beneficial owners of tbempanies/operators

registering those accounts, without prejudice to any other requirements included in these
Implementing Procedures. Licensees are furthermore required to distinguish between an
ordinary gaming account belonging to a consumer, and subhraccounts being of a

different nature.

Obtaining Information on the Purpose and Intended Nature of the Business Relationship

—0One of the requirements @@ DDreguires-that-ds forsubjectpersen-understandsersons
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to understandwhy a prospective custoer is seeking to acquire a specific service or
product from the—same¢hem. Within the context of the remote gaming sector, the
purpose behind the opening of a gaming account is quiteesgtfent and limitedly to this
aspect,it is not required that licersees obtain any additional information from their
customers.

However, this CDD measure also requires theetbpment of a customer business and
risk profile, the key element being having sufficient information available so as to allow
the detection of umisual activity in the course of a business relationship.

To this end, licensees have tollect sufficientinformation and, where it is necessary,
documentationto establisha ¢ u s tsourmeaf wealth as well &ssthe expected level
of activity. Souce of wealth consists in determinirtbe activitieswhich generateshe
customert et worth and whethethe-saméhisjustifieshisthe projected and actual level
of account activity: it is not and should not be considered as a foreaiounting
exercise.

As to the extent of the information that licensees are to collect, it is essential that this
reflects the level of ML/FT risk identified through the customer risk assessment. Where
the risk ismedivm-ertowenot high a declaration from theustomer with some details
(e.g. nature of employment/business, usual annual salary etm)suffice Social media

can also be used as a source of informatiHowever, where the risk of ML/FT is higher

or licenseedhave doubts as to the veracity of theformation collectedthe information
obtained would need to be supplemented bgneans of independent and reliable
information and documentation.

In developing a customer business and risk profile, licensees may also consider using
statistical data to deslop behavioural models against which &wentually gauge a
customer’'s activity rather t hWherealxénseect s ol
opts to adopt this approach, it can use data collected from the following sources:

a. Official economic indidars such as average national income, average disposable
income etcissued by national public bodies or reputable financial institutiortese
indicators should allova licensee to determine the average wagering power of
players from a given jurisdiction

Or

b. Data collected over a period of time bthe licensee itseland which allows the
licensee to create the profile of an average playeis important to notethat the
reference is not to the statistical data on the individual player (which would still be
useful for orgoing monitoring purposes) but to statistical data obtained from a range
of players Licensees should therefore only use this specific alteraatitiere their
customerbase is wide enouglo allow the creation of an average profileNew
licenseewould therefore not be expectetb use this method unless they are able to
obtain gaming data from another licenseffering the same games within thersa
markets and having a similar business model to the one being adopted by the new
licensee
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It is important to note that the use of statistical data is incompatible with high risk
situations as the transactional pattern will fall outside the averageabiural model. In

such circumstances licensees would have to collect source of wealth information as set
out above.

In developing a customer business and risk profile, licensees would be laying down the
groundwork necessary for the scrutiny of activigguired to meet part of their ofgoing
monitoring obligation as explained hereunder.

On-Going Monitoring — In carrying out orgoing monitoring of a business relationship,
licensees have to:

a. Ensure that the documents, data or information held are keptaydate, i.e:

1. Obtainfresh identification documents whetie expiry date of identification
documents held on file is reachedhiscan be done on a riskensitive basis
or be linked tospecifictrigger events.

2. Question the data and informatioalready in its possession whenever any
inconsistencies with the same arjs®wever noticed

3. Where documents are not expired anmuthe absence of any inconsistencies
as referred to hereaboveeview and where necessary updatee said data
and information from time to timen a risksensitive basis

This is not a requirement to carry out CDD afresh but to ensuredhatl i censee’ !
knowledgeof the customer andhe informationin its possessiois kept up to date.
Licenseeshauld determine on a risk sensitive basis whetlagry new information

needs to be verified or whether changes amsubstantialas to requirethe carrying

out of its customer risk assessment and/or@®D afresh.

And

b. Scrutinise the transactions undertakéhroughout the course of that relationship to
ensure thatthg# ar e consi stent with the | iandensee’ s
hist h e ¢ u shusiness ardsrisk profile.Where a licensee notices that a
customer’'s account dhowhativknowyor éxgectfmmthda n ke e
customer( e . g . activity not justified on the b
not in keeping with the average profile or account activity noted to dattivity does
not refl ect a cus tpatemgetcsthelicenseelhastoguasiicnact i o1
this unusual activity andvhere necessangstablishwhatisthe source of the funds
used for the said activity.

Unlike source of wealth, source of funds relates to how the funds used for a particular
transaction were obtained by the customer. As long as a transaction falls within the
profile of the customerand histhe regularor expectedactivity carried out through
one’' s , dhereisnoneed for subject persons to obtain specific information and
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documentation on the same,; it is only where a transaction presents a departure from

the knownor expectedoehaviour of a customer that a subject person is required to
question the same The subject person is to understand whia¢ reason for this

divergence isand obtain sufficient information and documentation on the matter
which might include establ ilsibdlsoaredfithee cust
situations in which the risk profile of the customer may have to be revised.

Depending on th extent of the divergence noted and the reasons provided by the
customer, licensees may have to reconsider their initial risk assessment and, to the

extent that they were conducting egoing monitoring based on statistical data,

collect specific informatin and, i f applicabl e, documen
source of wealth.

However, being riskased, in situations presenting a higher risk of ML/FT, source of
funds information is to be requested by the licensee from time to time even though
there may notbe any change in pattern or activity conducted by the custonibis
may be especially relevant in the context of Regulation 11(9) of the PMLFTR whereby
subject persons are required to undertake EDD measuaa®ngst others with
respect to unusually lagtransactions. Thus, where the amounts depositgda
customer are particularly largegven if these amounts may be in line with the
cust ome r the liceuseedsfstill bbéiged to carry out enhanced monitoring o
the same to meeits obligations atlaw. This includes obtaininopdependent and
reliable information and documentatioon the source of wealth and source of funds
used by the customer to fund the particularly large transactions

As with anything else, the level of @oing monitoring willnevitably depend on the risk
profile of the customer but even in low risk situations there must be a degree of oversight
taking placdo ensure that the business relationship still warrants to be considered as a
low risk one. A change in circumstancesyrtead to an eventual revaluation of the risk

the licensee is exposed to and intensify the CDD measures undertaken

When collecting information and/or documentation for CDD purposes, licensees are to ensure that
this is in a language that is undeosid by those officers and employees responsible for AML/CFT.
While this is relevant for all such information and/or documentation, it is especially important for any
source of wealth and/or source of funds information. Thus, where information and/or dociatim

is obtained in a language that is not so understood, the licensee shouldtiawenslated and keep

a _copy of the translation on file for ease of reference. This also ensures that there is Ro over
dependence on specific employees or officers wamay have knowledge of the particular language
but who may not always be available to translate documents when this is required.

3.3 Applying theCustomer Due Diligence Measures
3.3.1 Business RelationshipOccasional Transaction
A licensee will be consideréd be a subject person whenever it is providing services to a custeener

that-he-may-wagrallowing for the wagering o stake with monetary value in a game of chance,
including those with an element of skilicenseesre most likely t@ntertain business with customers
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who are predominantly individuals and who act in their own name and on their own belmaffo

doing, licensees open an account for all, or at least great majority, of their customers. This is
considered to be indidave of a relationship that is expected to hasehasan element of duration

and therefore it is considered that there subsists a business relationship between the licensee and its
customer. Subject to what is stated in Sect®®.2hereunder, whenevethere comes into a being a
business relationship licensees are to apply CDD measures.

Whilst it isacknowledge that the possibility of licensees carrying out occasional transactions is
somewhat remote, it is important to note that in the eventuality bfg scenario materialising itself,
licensees are still obliged to apply CDD measures albeit not all of them. In the case of occasional
transactions, i.e. whenever a licensee is to carry out a transacticsidmubf a business relationship,

the licensee wald only be expected to apply the initial two CDD measures indicated in Section 3.2 (i)
and (ii) above. Whenever an occasional transaction presents a high risk of NL&ETFurther
recommended-thaEDD measures would have to be applied and, whbee licensee—identifies
whatincrease in risks theattributable to source ofthe-funds usedissues,the most appropriate
measure to apply is to establish a customer

S

Licensees at timemake use of physical establishmentsextend their customer reach. Where the
customer-only-makes-use-of-the-terminals—present-within-inysical establishmerte-asmerely
makes terminals available for customdosopenan-aceouriccountsin histheir own name with the
licenseeand/or to use suchan-accouniccountsthe interaction between thewecustomer and the
licenseewould still be considered to be a business relationshipject to theAML/CFTequirements
envisaged in this section

Onthe-other-hand;ilVherethe customer makes use of an account held by the operator of the physical
establishment to carry oubeeasionatransactionswith the licenseethe licensee has to ensure that

the AMLICFTpolicies—and-procedures—apphed-by-phgsical establishmengiow-forappliesthe
identificatiod i ¢ e wWnNAMIL/GFT pohueandvemﬂeaﬂen—ef—t-he—eustem%msonce the

relatlve threshold is reacheé

estabhshment would here be conS|dered as an extensmn or an aqent of the Ilcand(éle)would
therefore have to mee

Omar-eorsich " the | icensee

and procedures on its behalf

In the eventhat it

t-heepe#a%er—ef—aw—sueh—phsﬁrahle thsmaéstabllshment m#eetwely—eemplwngwmnself sub|ect

toAML/CFTebligations—egquivalentto—these—envisaged—undequirements inthe Directive-as
applicablein-that-ethejurisdiction-Hence where it is locatedvhich are stricter than those to which

the licensee igxpectegubject the stricter requirements to which the said physical establishment is
subject to should prevail.

When making usef any such physical establishments, licensees kave

i.  Ensure that the operator of the physical establishment is of good standing and repute;
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ii.  Identify the operator of the physical establishmemo{udingverifying the identity ofthe
same) and ensure that there are no obstacles to the effective implementation of AML/CFT
requirements by the said operator;

wWii. Scrutinise the activity taking place throu

ensure that the operator of the physical establishment does not adopt practices which
allowthe circumventon of itsany AML/CFDbligations;

iv.  {aMonitor and check from time to time the evenffrequency of which is dependent on
the application of the risk based approactthat the abeve-conditions—canrnot-be-met,
licensees i censee’ s own AML/ Cé&ftocprprbutGDb-measusen d

I \A N ava

implemented properly by the eperater—ephysical establishment, with any data,
information or documentation being collected tthe physical establishmenteing
transmitted to the licenseeand

pro

v. Document and keep a record of the measures taken to ascertain compliance with points

(i) to (iv) above.

3.3.2 Application Extent andTiming of CDD Measures

Regulation 9(1) of th& MLFTRprovides that CDD meases are to be applied when carrying out
transactions amounting to Euro two thousand
context of a business relationship or otherwi3he moment in time when CDD obligatiofas well as

the obligation to cary out a customer risk assessment as per Se@i@ri) are triggeredandhave to

be applied by the licenseis therefore tobe determinedas follows:

i In the case of an occasional transactitre obligation to carry out CDD will be dependent
onthevalueof the said transaction reaching
Licenseewill themselveslso besubject to the said obligation also in the case where they
execute a series ofinked transactions which, though individually below the said
thresholdwouldc umul ati vely meet or e x c etardshaldh e

(€2

or e

Eur o

Transactions are considered as linked if for example they are carried out by the same

customer through the same gee or in one gaming session. In this context, the licensee
hasto carry out a customer risk assessmeadéntify the customer, verifiaistheir identity

and, if deemed high rislgensiderdetermining-whatdeterminethec u s t osowae’ s

of wealth andthe source ofthe funds used for the said transactiedsor carry out such
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other measures as may be sufficient to mitigate the risks identitiédllst itis left to the
individual licensee to determine if these measures are to be carried out when the player
wagers higher stakes or when he collects any winnings. It is to be remarked that carrying
out CDD at the earliest possildanlimit situations in which a licensee receives tainted
funds and subsequently finds it hard to dispose theréothe event thathe licensee is
unable to completeCDD then it is not to proceed with the transaction.

The Euro two thousand (€2, 000) threshol d i
customer opens an account with a licensee, leading to the establishment of @ebasi
relationship between the two. Thus, CDD measuamesnot in principleapplicableuntil

the said threshold is reached. However, to ensure the proper functioning of AML/CFT
controls, licenseeare requiredto apply a minimum level of CDD measures prior to the

said threshold being reached. Thus, simultaneously with the opening of an account,
licensees are to identiffbut are not obliged toverify the identity of)the customerby

collecting the personal deiis which in terms of Section 3.2(i) are set as the minimum
applicable in case of low risk business relationships

Moreover, even bef ore r eac hlicensges artte hagexys@risGn t hr e
place which allow them to apply a level of-gningmonitoring. Through these systems,
licensees shouldnsure that:

a They are able to determine the moment i n t
threshold is met;

b. The player does not avoid the application of CDD measures by circumventing the Euro
twot housand ( € 2Peb&dountt Fhue & vauld de expected that
licensees have systems in plageasto allow:

1. All accounts heldy a customewith the licensedo be linked irrespective othe
platform used (as long as it falls under sameiisee)or the brand under which
the cust omer makes use of the | icensee’ ¢

2. The detection of the opening of accounts by the same customer but using third
party identities, be they real or fake.

In the latter case, the licensee can make usgystems like the onesdready described
in Section 3.2 (i), which may include systems that detect IP addresses, device location
ete—se-aste-disallat i ! ; or-whether

b.c.They are able to deny the application for the opening of an account by a person who
has inputted manifestly falsdetails;-and

ed.They are able to detect instances which give rise to a suspicion of M&/fefered
to in Section 3.7 hereunder.

Given the limited nature of cgoing monitoring to be carried out at this stage, thes@o
requirementfor licensees to create a customer business and risk profile. Thus, there will
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be no need for any source of wealtiformation to be collectedt this stageHowever, if
licensees already notidaconsistenciest this stage between the information provided
by the customer and any other information they may acquire throughractingheir
interaction with the-samd¢hem, they are to question thee discrepanciesand take any
remedial action they deem necessatiycluding, where applicable, filing an STR with the
FIAU

CaseStudy 1

Customer ‘A’ reqgistered and opened a gaming account with Licensee ‘P’. Customer ‘B’ also

registered and opened a gaming account with Licensee ‘P’. The activity on the account of
Customer ‘A’ was quite limited whereas activity on the account of Customer ‘B’ was at first
limited, but then significantly picked up. Licensee ‘P’ sought to carry out CDD once the Euro
2,000 threshold.

However, the Licensee did not consider that:

a. Both Customer ‘A’ and Customer ‘B’ were making use of the same payment

instrument when depositing and withdrawing funds; and

b. There were significant similarities between the username and email address
used by the two customers as well as between their date of birth. Moreover,
it resulted that both Customer ‘A’ and Customer ‘B’ were resident in the
same area.

These particularities should have led Licensee ‘P’ to consider whether there was a suspicion
of ML and, if so, carry out CDD measures and file an STR with the FIAU. However, these
circumstances were not even flagged by the licensee’s systems.

Asregardsthe Eurotwoh ousand (€2, 000) t hr edgvisfundsl, t hi s
deposited onto an accountvhether in a single transaction or a number of transactions

adding up to the said amount. To the extent that a licensee can distinguish between
customerdepositsand fundsmade available by the licensee itsalfich as bonuseagiven

by the licensee itselr winnings accumulated onto an accoumw-the-other;, the Euro

two thousand (€2, 000) threshol d imadeby be ca
the cugomer. This would include any peéo-peer transfers.The Euro two thousand
(€2,000) deposit t tithershol d can be calcul ate

a. On a daily basisaking into account all deposits effected by a customer since the
establishment of the business relationship

b. Onthe basis of aolling period of one hundred and eighty (180) days
In the latter case, a licensee would have to consider whether a custormer o deposita | |

in the previous one hundred and eighty (180) dagse met or exceeded the Euro two
thousand (€2, 000) threshol d, wi t h leitherensees
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each time a customer effects a deposit or at the end of each day in which a customer
effects one or more deposits.

Once the Euro two t h aaachednlidensees Raye@adrpgut adustomernsskh ol d i s
assessment in terms of Secti@rR.1landmeet their remaining CDD obligatian$he latter consistn

completing the CDD measure set out in Section 3.&4iyying out the CDD measures referred to in

Section 3.2 (ij)where applicableand {ib-strengtheiSection 3.4iii) in addition tostrengthering of

their on-going monitoring regime to ensure they are able to scrutinise customer activity on the
account for any usual activity.However, based on #riskinherent in a business relationship or
occasional transactigrand to the extent allowed by laya licensee may want to vary the extent of

the CDD measurasmdertaken.

FheThus, whilelie extent of the CDD measures applied niagreferevary onthe basis of riskut, it
must always becommensurateto the risk inherent in a given business relationship or occasional
transaction

Enhanced Due Distobeappliedevhe(elvde d licgnsee identifies any high risk
situations. This entaltaking more stringent steps in the application of C@Bich may include
collecting more detailed information osource of wealth and source of funds purposes as well as any
additional measures deemed necessary to mitigate the risks identified througleustmer risk
assessmenfThe latter may include the application of additional measures to ascertain and verify the
identity of the customer as referred to in Section 3.2(i) above.

Another instance where EDD measures are warranted is when there areiangesin the funding
method being used by the customer whenmultiple payment methods arbeingusedby the same
customer Where there are doubts as to whether tipayment methodused to fund the gaming
account actually belongs the customerthelicensee could for example, request to be provided with
aclearimage of the card showing the name of the cardholdein the case of an-eallet account, a
screenshot of the account showing the name and the email address of the account.holder

Not only does risk impinge on the extent of the information to be collected source of wealth
purposesbut it is also possible that in situations where the level of activity is minimal the obligation

to collect said information will be delayed until a changeadtivity occurs. For example, a customer

who manages to reach the Euro two thousand (€2,0
of risk than one who reaches the said threshold over a period of a week. Considering that most people

have theability to wager this amount over a year, obtaining information on the source of wealth would

not be of any added value to assist in addressing any form of risk. However, like any decision taken in

the course of applying the rigkased approach, it is ingptant that any determination made by the

licensee be properly documented.

In carrying out the CDD measures, customers may be allowed to continue using their gaming account
while the licensee obtains any necessary information from the customer concettedever, until

such time as the licensee obtains the necessary information and documentation from the customer

to meet its CDD obligations, the customer is not to be allowed to effect any withdrawals from the
account independently of the amount involvedloreover, if following the lapse of thirty (30) days

from when the Euro two thousand (€2,000) t hres
requested information and documentation available, the licensee is to terminate the relationship as
described irSection 3.6 hereunder.
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As regards ogoing monitoring, licensees are to vary the same so that it is brought in line with what
has already been stated in Section 3.2(iv) hereabove.
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Gaming Account Activity

4000
3000
2000 Balance
1000 Losses
Winnings
0
Bonus
Deposits

m Deposits ®m Bonus ® Winnings

Losses m Balance

Fig1 Euro 2000 Deposit Threshold Determination

Threshold is reached upon on Day 5 when the
in winnings and (b) hiser account balance was already inexcess €2, 000 .
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Account

Opening Additional Additional Additional Additional
Deposit Deposit Deposit Deposit Deposit
€500 €500 €1,600 €500 €400
01/01/2018 31/03/2018 01/12/2018 01/04/2019 31/12/2019
Threshold Not Reached Go Back to 01/01/2018 Go Back to 01/06/2018 Go Back to 01/10/2018
(Previous 180 days) (Previous 180 days) (Previous 180 days)
Tot al Deposits €1T,0ad®d DepositJo€a)e66bDeposits €2,100
Threshold Not Reached Threshold Not Reached Threshold Reached
Minimum Identification and Monitoring Obligations Mandatory AML/CFT Requirements
FIG. 2 Application of the Rolling Period
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FIG.3 Customer Due Diligence Obligations

Player Deposits Fund
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Enhance orgoing monitoring to detect unusua
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U Name and Surname
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information and profile updated|| I Collect source of wealth information if n documentation
and to ensurerelationshipremains statistical models used 1
Low Risk 1 Ongoing monitoring to detect unusual
1 Report Suspected Cases of ML/FT activities, and keep information and profil{ |
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3.4 Politically Exposed Persons

Situations involving soalled—P-eo-}+—+—+ti—cat+t+—y{AERSpyeqsire the applicatiom ofEDD

measuresjndependently of the outcome of the customer risk assessment. ditils having to
determine whether a customer is a PEP or otherwise and, should this be the case gafipty
following pre-established EDD measures:

i. Obtain senior management approval to service the PEP;

ii. Establishwhatistheir source of wealth and, where applicable, their source of funds; and

iii. Conductenhancedegoi ng moni toring of the customer ’ ¢
Licenseesnaycarry out or, in the case aiiij above, implement these measurasany point in time

between the establishment of the business relationship and phe i n t in time when
threshold is met, but not later from thiapse of thirty days from when theaidthreshold isreached

In the case of an occasional transactions licensees have to carry out the said measures, in so far as

they are applicable, prior to carrying out the transaction in question

Screening for PEP status has to be carried out regularly but it is importarthih# donewithin thirty
days of the €2, 00elenwhendiecasbes nay havalrdadysgreemd dustomers

to determine if they were PER=arlier on in the course of the business relationshigShould a
customer who had not been identified as a PEP aboarding stage result to have become one, the
licenseeconcernechasto carry out or implement the measures described in paragraph (i) to (iii) above
within the thirty day window, failing whicit would have to terminate the business relationship with
the said customer as described in Section 3.6 hereunder

Moreover, licensees are to note that:

i. The information required to determine whether a customer (or its beneficial owner) is a
PEP can bebtained either from the customesimself(e.g. by completing a standardised
self-declaration as to hiser statusandor, to the extent which may be applicabtbat of
hisits beneficialewnerowners) or by using reliable electronic databases to screenrthei
customerdatabase.

However, where a licensee relies on the custometitzlose-and-declare-whetherhe-is a
PERorotherwigbe t e r mi_n e PEPstaus thalicensee is required to (a) provide
the customer with guidance as to what is meant P, including by providihgn-with

a definition of the said term; and (b) confirm on a risk sensitive basis the information so
obtained

8 Licensees are to take note that they may be subject to additional screening obligations that are not dependent
onthecust omer reaching a given threshold as is the cas
prior to the onset of the business relationship and at determinate points in time afterwards. In this regard,
licensees are encouraged to acquaineriselves with their obligations under the National Interest (Enabling

Powers) Act and follow any guidance/directions provided by the Sanctions Monitoring Board.
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It i s important t ha t-goingsmomptaringprocedtiresthereebe | i cen s
includedther egul ar revi si on o {PEP] status akis oamehangess P EP
over time. Each time new PEPs are identified, senior management appiastal be

obtained for a business relationship to continue

As to the frequency of this revision, thesdlependent on the risk inherent to the business
relationship or occasional transaction when considering risk factors other than the
cust omer ' s-th®rEdPe nememus the risk indicators, timgher the risk and
therefore themore frequent the saening to be carried out.

ii. Wherdn establishing the source of wealth and source of funds of a PEP, licensees are to
determine the extent of the information and/or documentation requested on the basis of
the risk posed by the custome¥Vhilst it is true hat all PEPs are to be considered as high
risk, the degree of this risk will still vary from one PEP to another. This means linatr
risk scenarios, the licensee may take less intrusive and less exhaustive steps to establish
the source of theP E P 'nds By way of example,vere licenseesare using statistical
met hods to establ i sh a c assefepet®nSectiod.2(i3 Kk and
hereaboveand a PEP’' s Dbehaviour f al ma desidetohi n t he
establish-is-seurce-of-wealtlseek additional informatiomnd/or documentation on the
P E Bource of wealth and/oof fundsonlywhenrhisonce there idbehaviourthat departs

from said modelnthe-lattercircumstanceas-wellaswhere the-subjectperson-does not

In sueh-circumstanedise latter circumstancesubject personsave toobtain information

on the PEP's sour ce of However it wduld mohhérelbmo ur c e
reasonable to merely rely on information provided by the custorbeat the licenseédnas

to verify the same on the basis of independent and reliable sources. the tdegree of
information or documentation to be obtainedhis should be calibrated to reflect the

overall risk of the relationship or occasional transaction and the volume of activity
experienced.

The same holds true with regards to situations whénere is a lower risk scenario
involving a PEP but the licensee is not adopting any statistical models. In such a case, the
licensee may rely on any information already in its possession or that is otherwise publicly
available. In this regard, licensea® @0 refer to Section 4.9.2.2 (b) of the Implementing
Procedures-Part |.

iii. Even though situations involving PEPsmaeadatorily subject to EDD measurésensees
are still required to carry out the Customer Risk Assessment referred to in SB@idn
The occasional transaction or business relationship may present additional factors
indicative of a high risk of ML/FT which the licensee may have to address through
measures other than those which have to be applied when dealing with PEPs.

Licensees ar® note that the obligations relative to PEPs are not limited to PEPs themselves but have

also to be applied totheir—family—members—and-persens—known—to—betheirclose—business
assectategqersons linked thereto as described in Section 2.1.4.
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1. Opening of 2. €2,000 Deposits’ 3. End of Thirty Day

Gaming Account Threshold Reached Window
(05/01/2018) (01/03/2018) (31/03/2018)

Identification of Politically Exposed Persons (“PEPs”)
and/or Application of EDD is Optional

Obligation to Identify PEPs and Apply Latest Point in Time to
All EDD Measures Kicks In to Identify PEPs and
Apply EDD Measures

FIG. 4 Politically Exposed Persons — Timeline
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3.5 Application of CDD Measures to Existing Customers

Licenseesnayalready have a number of existing business relationships in respect of which they have
to apply CDD measures$iven that it may not be possible to do so at once, licensees can carry out
this reviewon the following basis:

i. Licensees are to consider whether any jerésting procedures they may have been
applying are sufficient to meet their CDD obligations as éxgthin this document. To
the extent that this is the case, licenseesn continue applying the same while paying
special attention to their ofgoing monitoring obligations as set out hereabove

ii. Wherealicensee had no prexising procedures that satigitheir CDdbligations, or the
procedures in placalid not satisfy allof the said requirements, thelicensee isto
determine whetheran existingcustomerh as al ready met the Euro t
threshold. In so doing, licensees may either haveartto all the deposits effected in the
course of the business relationship or apply the same rolling period referred to in Section
3.3 hereabove.

iii. Where the said threshold has yet to be met, licensees are to consider these business
relationships in the ame manner as business relationships opened following the
transposition of the Directive into Maltese lawhus, they are to ensure that they have
duly identified the customer and that they are carrying out the necessary levelgbiog
monitoringasprvy i ded f or situations where the €200C
out in Section 3.3.2(ii)

iv. Where the Euro two thousand (€2000) threshc
apply their new revised procedures to their existing customers on aseskitive basis
but within a reasonable time period.

While this section was imbduced so as to ensure that there would be guidance as to how existing
licensees were to apply CDD measures to existing customers at the point in time they became subject
persons in terms of the PMLFTR, it is important to note that the above is equally applicable where:

i. New AML/CFT requirements are introduced and applied to licensees which require a
revision of the CDD measures applied to customers; and/or

ii. The licensee eitheacquires a portfolio of customers from a third party operator that is
not subject to equivalent AML/CFT obligatiamrstransfers its business under a licence
issued by the MGA.

3.6 Inability to Complete CDD Measures

Situations may arise in which a customer will not be willing to provide a licensee with the necessary
information or documentation even though the licenseay haveepeatedly solicited him to forward

said information or documentationin this casein addition to keeping a record of all the attempts
made
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The licensee is to terminate its business relationship with the customer, i.e. it is not to

all ow any activity of any kind on the accou

other service to thecustomer. To this end, a licensee may decide to either close the
account or to keep it blocked and suspended in its entiretyhe latter case, the licensee

is to ensure that the account has a NIL balance at the time it is blocked and suspended,
with any funds standing to the credit of any such account being disposed of as set out
hereunder.

In the event that the customer makes the requested information and/or documentation
available to the licensee following the closure or the suspension and blockitite o
gaming account, the licensee has to consider whether the delay in providingghested
CDD documentation and/or_informatioaffects the risk of ML/FT associated with the
given business relationship.

The licensee is to consider whether there amgy ggrounds giving rise to suspicion of
ML/FT. The reluctance of the customer to provide CDD documentation on its own should
not be automatically equated to a suspicion of ML/FT. The licensee should consider all
factors and information it has at its dispsincluding for example the payment method
used, the games played and the customer
on the customer already held by the licensee, includinghhisjurisdiction of residence,
andinformationwhich can be obtmed through sources such as the internet etc. If there
are grounds to suggrt ML/FT, thenthe licenseehas to submit a Suspicious Transaction
Report (“ ST.Ritenseds are dlsh t referito/Skction 5.3 of this document.

It is important to notethat, should there be grounds to suspect ML/FT, then the STR is to
be filed at the earliest possiblaoment in timeas set ouin the PMLFTR, even though the
thirty days allowed for the collection of the necessary CDD information or documentation
may not have lapsedr the customer may not have approached the licensee to carry out
any further transactions

Where there are no gunds to suspect ML/FJr the transaction has not been suspended
by the FIAU or by operation of the law, nor is there an attachment or freezing,dhder
licenseewould haveno reason rooted in the AML/CFT regime justifying the retention of
any such funds.

Thus, wherdunds are to be remittedback the licensee should:

a. Consider whether there is any other legal impediment to the remittance of the funds;
and

b. Remit the funds tahe samesourcethroughthe same channelssed to receive the
funds.

In the event the licensee is unable to remit the fundghe samesourcethroughthe

same channels, it will inevitably have to request fresh instructions from the customer. In
the event that these instructions give rise to a suspicion on the part ofiteasee, it
should submit a STR and suspend the remittance pending the FIAU expressing its
opposition or otherwise to the said transaction.
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In thecircumstanceslescribed abovevhenever dicenseds remitting fundsit isto also, to the extent
that this may be possiblendicate in the script/instructions accompanying the funds that these are
being remitted due to their inability to complete CDD.

3.7 CDD and Suspicions of Money Laundering or Funding of Terrorism

In the event that in the course of a business relationship or in carrying out an occasional transaction,
a licensee develops a suspicion or has reasonable grounds to suspect that activity on an account or a
customer is linked to ML/FT, the licensee has itomediately meet all CDD requirements
independently of the point in time when said suspicion arigesy.timeframe or threshold, whether

set by law or by the licensee itself, are rendered inapplicable and the licensee is obliged to submit

a STR as soon as possible.

Case Study 2

Customer ‘Q’ reqgistered and opened a gaming account with Licensee ‘Y. The customer used
pre-paid cards to deposit funds on the said account, with small amounts ranging from Euro 10
to Euro 25 being deposited over a period of days or even a month prior to any actual wagering
taking place. Wagering would consist in _individual small bets and would follow with the
withdrawal of almost all the funds left on the account. In total Customer ‘Q’ withdrew close to
99% of the funds deposited. This went on for quite some time until the Euro 2,000 threshold
was met.

The transactional pattern should have led Licensee ‘Y’ to question the actual reasons for

Customer ‘Q’ to hold the account with it as it does not correspond with average player activity.
The suggestion is rather that Customer ‘Q’ was seeking to use the gaming account to obfuscate
the funding trail through layering.
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4. RELIANCE, AGENTS AND OUTSOURCING
| To be read in conjunction with Section 4.10 and Chapter 6 of the Implementing Procedures — Part |

The AML/CFT regulatory framework does allow for the exercise of reliance, with the subject person
relying on the information and documentation collected at custometoarding stage by any other
personor entity in an EU Member State or a repinle jurisdiction who is subject to AML/CFT
requirements and supervision equivalent to those required in terms of the Directive. In determining
as much, a subject person can refer to FATF/Moneyval evaluation reports, IMF Country Reports etc.

4.1 Reliance

When exercising reliance, a subject perdas toobtain the identification information from the third
party it is relying upotbut does not need to request the customer to provide it with any verification
documents.The subject person can also obtain thecessary information to create a business and
risk profile of the customer from the third party being relied upon thotlgd information obtained
may need to be complemented by additional information to be obtained from the customer himself.
However theit is important to note that even though reliance can be exercisentder for the subject
person to be able to create a risk profiletbé customer, it is not possible to do the saimeorder to
carry out acustomer risk assessment.

Thesubject persomust have an agreement with the third party being relied upon foreargfidentity
verificationdocuments to be made available upon request and this arrangement must be tested from
time to time to ensure that it actually functions as set out in the agreetnéMoreover, the subject
person remains responsible for the carrying out of a custebssed risk assessment, determining
whether the customer is a PEP and conductinggoimg monitoringLicensees will be able to exercise
reliance to meet their CDD of#tions as long as the conditions described above are met.

4.2 Agency Relationships

In some instances, the regulatory regime applicable to the activities carried out by a subject person
allows it to appoint agents as a means to extend their reachcamy on its business. Any business
transacted by means of an agent is to be considered as business transacted by the subject person. As
such any customer ofboarded or serviced by the agent has to undergo the same checks and controls
as customers otboarded and serviced by the subject person itself. It is therefore up to the subject
person to ensure that its AML/CFT controls, policies, measures and procedures are applied to any such
customer and the subject person may require that these be carried pthd agent.

Within a remote gaming context, an agency relationship would arise where the licensee makes use of
physical establishmenias set out in Section 3.3.1 aa extension oftself. Inthe instancesset out
therein, the physical establishment wtil allow a (prospective) customer to form a business
relationship with, carry out an occasional transaction through or otherwise access the services or
products offered by the licensees through the terminals present within the physical establishment.
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4.3 Outsourcing

The appointment of an agent is to be distinguished from outsourcing where the subject person
engages a third party service provider to implement AML/CFT controls, policies, measures and
procedures rather than carrying out the saiteelf. Itis highly unlikely that the third party so engaged
would limit its activities to those contracted with the subject person and it is usual for the third party
service provider to have a nhumber of contracts with different subject persons focatrging out of

the same service/s on their behalf.

Where a licensee considers to outsource the implementation of its AML/CFT obligations, it is
important that the licensee bears in mind thitwill remain responsible at all times for compliance
with the said obligations. Moreover, there are certain aspects that cannot be outsourced including
determining whether to orboard a customer or pursue a business relationship on the basis of risk
and the MLRO function.

Additional conditionsare also to be aplied to outsourcing arrangements, including, but not limited
to, ensuring that:

a. The service provider engaged is in gedanding and has the necessary resources to fulfil
the requirements being outsourced;

b. The outsourcing arrangement has to be wedd in writing and clearly lay down what are
the respective obligations of the subject person and of the service provider;

c. There will be periodical assessments of how the service provider is fulfilling its obligations
under the outsourcing arrangemehbth quantitatively as well as qualitativelsnd

d—Thad. The subject person has at all times immediate and unrestricted accesg/to
information and documentation obtained by the service provider in carrying out the

outsourced functionsre-aceessible-and-available-to-the-subjectperaitnout having to

disclose the reasons why it is so accessing the said information and documentation; and

e. The service provider is to allow the FIAU, including anyone authorised to act on its behalf,
directaccess to its premises and to the information and documentation collected in the
carrying out of the outsourced function.

The common element in all these cases is that the subject person, and therefore the licensee, remains
always responsible for ensugrnit is adhering to its AML/CFT obligatiohids to be noted that e
purchase, or licensin@f software tools that assist a licensee in meeting its AML/CFT obligations is
not considered outsourcing for the purpose of this section, as long as the persnmating the
software is the licensee itself, and not the software supplier.
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5. REPORTING SUSPICIOUS ACTIVITY and TRANSACTIONS

To be read in conjunction with Chapter 5 of the Implementing Procedures — Part |

5.1 The Money Laundering Reportiificer

Subject persons are required to appoint a MLlR@se main responsibilitis toconsider anynternal

reports of unwsual or suspicious transactioand, where necessaryollow up the same by filing a STR

with the FIAUThe MLRO is also considetiggithe FIAU as its main contact point within the subject
person and he is to act as the main channel through which any communications with the FIAU are to
be conducted. Given these especially onerous obligatiotre-MLRO-sheultiere are a number of
restrictions imposed on who can act asa MLRO as well as an equal number of requirements that
anyone proposed for the said position has to meet

The effectiveness of the MLRO depenaisiongst others, upon the following being met:

i The MLRO is tbe an officer of the subject person who enjoys sufficient seniority and
command to be able to act independently of managementproviding him with the
necessary knowledge of the subject per son’ ¢
the ability to take decisions on whether internal reports are to be escalated to the FIAU
and what information to provide to the FIAhithout undue influence or coercion from

the subject person’s management ;

ii. The effectivenesd RO does not have any conflaft interest, actual or potential, as
would bethe MLRO-dependsa s e where the MLRO is the sul
owner (as defined in tb PMLFTR)s entrusted with the development of the subject
per son’' s fpenetiatoror is remunelatednhisthe basis of reaching financial
targets. Il n all of the said instanc-es, t he
being present—whereof the subject person isactually—conducting—its—activities

reconsidered to pose a major conflict of interest with the duties and functions of the
MLRO which cannot be avoided in any manner;

iil. The MLRO must be able to dedicate sufficient timehe tasks associated with this
position as well ashave the necessary resources to carry out the same. This would
include

(a) access to any and all information that may be considered necessary by the MLRO for
the proper assessment of internal reports, thgbmission of STRs to the Flawell
as responding tanyrequests for informatiomeceivedfrom the FIAUand

(b) sufficient resources and time to review internal reporting procedures, assess internal
reports in an efficient manner, and abide by the setdframes when it comes to
responding to requests for informatidoy the FIAWr submitting STRs.

The restrictions imposed on the outsourcing of the MLRO function, other than as provided in Section
5.1.20f the Implementing ProceduresPart | and in Sein 6 hereunder, are a direct consequence

of the above and of the restrictions on the disclosure of information provided for in Requlation 16 of
the PMLFTR.
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Mi ndf ul of the technol ogical devel opmethertean, t hat
no restriction is imposed on the location of the MLRO, i.e. the MLRO need neither be present in Malta
nor inthe jurisdiction from where the operations of the given licensee are being condaetedlt is

Ieft to the subject person to determlnwhere the MLRO cahave—aeeess—te—au—the—neeessary

; idnes best placed to carry out the
functlons associated thereW|th in an effectlve and timely manner, bearing in mind the technological
resour@s deployed by the subject person and any requirements and restrictions imposed by law
thereon.

5.2 GreuplheCompliance Officer

In terms of Regulation 5(5)(c) of the PMLFTR, licensees have to consider whether, considering the
nature and size of their business, it is necessary to appoint a Compliance Officer to oversee the daily
implementation of its AML/CFT measures, policies, miatand proceduresn—+elatientd/Vherea
Compliance Officer i® be appointed and it isomeone other than the MLRO, the licensee has to
ensure that the same basic requirements applicable to the appointment of the MLRO are equally met
when it comes tolte Compliance Officer. The Compliance Officer has to be an officer of the licensee
and of sufficient seniority and command as to actually influence deetaking within the structures

of the licensee.

Notwithstanding the above, in the case afgroup ®nsisting of two or moresubject personsit is
possible toappoint a GroupCompliance Officeresponsible for overseeing the activities of all the
entities forming part of the said grouptho may be assisted by other officials overseeing the
implementationof AML/CFT obligations by individual group entities.

%he—PMJ:ﬁR—&nd—P&ﬁ—l—e#ethmplemenﬂ-ng—%eed&Ms Wlth the MLRO, the Iocatlon of the

Compliance Officer is something that the licensee is to determine as long as the said officer is able to
carry out its functions in an effective and timely manner.

However, thdicensee haso ensure that

(a) the FIAU is provided with access to any data, information or documentation it may
request in the carrying out of its functions; and

(b) the MLRO, the Compliance Officer and any other officer or employee of the licensee
makes himsélaccessible to the FIAU, including for any meetings and/or interviews
that the FIAU may want to carry aut
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53 Reporting Suspicious Activity and Transactions

Subject persons are required to have internal and external procedures providing feegbeing of

suspected or known instances of ML/FT. The internal reporting procedures must allow for subject
person empl oyees’ to even report a suspected instan
superior is in disagreement with them. It ik then up to the MLRO to determine if the information

available can be considered as sufficient for a STR to be made to the FIAU.

When the ML/FT suspicion is linked to a transaction still to be processed, it is important that the
subject person refrainfrom carrying out the same, files a STR and delays the execution of the
transaction for one (1) working day following the day on which the licensee files the STR. During this
time the FIAU has to determine and communicate to the subject person whethdijdtts to the
execution of the said transaction. Where refraining from carrying out the transaction is not possible

or doing so would prejudice an analysis or investigation of the suspected instance of ML/FT, the
subject person may decide to proceedwithhe tr ansacti on’s execution.
from processing a transaction must arise from the nature of the transaction itself and the subject
person must then submit a STR to the FIAU immediately afterwards.

LieenseeBrior to the comingnto force of the revised PMLFTR on 1 January 2018, which widened the
scope of who is to be considered a subject person so as to also include licensees within the said
category, licenseealready hadhe obligation to report transactions they suspedtto be linked to

ML. However, as a subject person the reporting obligations of a licensee are to be extended as follows:

i. Thefiling of a STR is not limited to transactions suspected of ML but extends to any suspicion
that the licensee becomes aware of in tbeercise of hiber business that a person is linked
to ML/FT or that ML/FT is being committed or may be committed independently of whether
any transactions have taken place or otherwise.

ii. A STR has to be filed not only in suspected instances of MLdounadituations where there
is a suspicion of FT or that funds are the proceedsiofinal activity

iii. Reporting has to take place also when licensees have reasonable grounds to suspect that
ML/FT may be taking place, this being a more objective granmeeporting. This implies that
a further obligation to report arises where, on the basis of objective facts, the subject person
ought to have suspected that ML/FT existed.

What kind of behaviour or transactions should alert licensees to a possible thglBT and result

in an internal report to the MLRO? There are red flags that may alert licensees but they are merely
indicative and need not necessarily taken on their own point to ML/FT taking place. Red flags are not
intended toautomaticallyresult in filing a STR with the FlAlt are merely indicators that should lead

|l icensees to quest i—itisonlyHtheregs na neasanabke explanhtianfor thes r
same that an internal report is to be made to the MLRGhferthe said officeto determine whether

there is a suspicious of ML/FT and, if necessary, file a STR with the FIAU.

The following is a list of possible red flags which licensees may wish to consider

9 Customer does not cooperate in the carrying of CDD.
1 Customer attempts toegister more than one account with the same licensee.
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1 Customer deposits considerable amounts during a single session by means of multiple pre
paid cards.

1 Customer deposit funds well in excess of what is required to susisirsual betting patterns.

1 Custoner makes small wagersven thoughhe-has-significattite amountsdepositedare
significant followed by a request to withdraw well in excess of any winnings.

1 Customer makes frequent deposits and withdrawal requests without any reasonable
explanation.

1 Noticeable changes in the gaming patters of a customer, such as when the customer carries
out transactions that are significantly larger in volume when compared to the transactions he
normally carries out.

1 Customer enquires about the possibility of moving fsititween accounts belonging to the
same gaming group.

9 Customer carries out transactions which seem to be disproportioriatehis—wealth,
knewnwhen seen in the context o f weamlthdncomé ar known
financial situation.

9 Customer seks to transfer funds to the account of another customer or to a bank account
held in the name of a third party.

1 Customemdisplays suspicious behaviour in playgames that are considered as high risk.

In their considerations whether to submit a repootthe FIAU, licensees are to bear in mind tAML
legislation is intended to address and attack serious crime which usually either involves amounts that
can be safely said to be other than minimakocumstances whichhow an intent to circumvent and
abuse the safeguards in place to deter the use of the financial system for criminal purposes.

Thus, by way of examplealdntity fraud and charge backs may give rise to ML but a licensee will only
be subject to reporting obligations under AML/CFT legigtdfithey result in funds derived from these
activities being deposited with or held by the licensétowever, in such situations licensees should

not report single instances involving small amounts but are to consider whether they can detect a
bigger patern or scheme. It is to be remembered that the MLRO has to consider whether an internal
report gives rise to a suspicion of ML by taking into account all relevant information which, in this
instance, would include considering whether there are common danators between repeated
instances of chargebacks or identity fraud. These may include common or related persons, common
IP addresses etc.

When preparing an STR | i aGeiduseNetson Submittind Sospicios f e r t o
Transaction Reports by Remote Gaming Licensees. This document provides secispecific quidance
on the information which licensees are to include in the STR itself.

54 Reporting to the Relevant Authority

Licensees are considered as subject persons on the batie ifence issued to them by the MGA.
Hence, whenever in the course of any activity carried out in terms of the said licence, they come to
know, suspect or have reasonable grounds to suspect ML/FT, they are bound to submit a STR to the
FIAU.
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However,when providingone or more games within given jurisdictions licenseey be requiredo
obtain a licence or authorisation from the competent authorities of that jurisdiction, even though the
may already be in possession of a Maltese licence. Thus,isitesahay arise where a licensee will
hold multiple licences to offer the same game/s.

Where in such a scenario, a licensee cemoereport an instance of known or suspected ML/FT, the
licensee should consider whether the said knowledge or suspiciefaied to an activity carried out

on the basis of its Maltese licence or to an activity carried out on the basis of its additional licence. It
is only in the former case that the licensee is obliged to file a STR with the FIAU.

The above only reflects the position in terms of Maltese law and is not to be considered as guidance
as to what licensees’ obligations may be in jurisdictions other than Malta. Licensees are strongly
encouraged to seek out what AML/CFT obligations they may have in those jurisdictions where they
are present.

55 Prohibition of Disclosure

The need not to prejudice an analysis or investigation into ML/FT is also at the basis of the non
disclosure obligations arising from filing a STR or receiving a request for information wittthe FI
Other than in exceptional cases which are provided for in Regulation 16(2) of the PMLFTR, a subject
person cannot disclose any details or information in connection with a STR or a request for information
made by the FIAU.

Safeguarding the integrityf@n analysis or investigation is also why caution is advised when a subject

person takes action to terminate a relationship or otherwise blog#fittonal transactions following

the filing of a STR. Drastic action should only be taken once the FIAUdgmaadwised of the subject
person’s intentions as any wunjustified action ma
play. In such circumstances it would be more advisable to increag®iog monitoring and submit

additional STRs to the FlAld any other suspected instances of ML/FT.

Licensees should therefore be extremely careful on how they handle information related to STRs or
to requests for information received from the FIAU, as well as how to deal with a customer that is the
subject of a STR or a FIAU enquligensees matherefore find themselves in a very uncomfortable
position, especially in situations involving transactions that are still to be processed and which may
therefore expose the licensee to complaints or even legal action. In this regaramportant to bear

in mindthat:

i. Pending transactions that are the subject of a STR cannot be processed for a determinate
period of time following the submission of the STR. In part this is through the operation of
the | aw and in part t hr oertpostpohearansactons.dfithe e o f
period of postponement applicable by law (one working day following the day on which the
licensee files the STR) expires and in the meantime the FIAU has not objected thereto or no
court order has been issued, the liceescan proceed with processing the transaction if it
deemsthe-sam¢histo be appropriate

ii. Licensees should also remember that they are inet-positiempermitted to disclose to the
customer or to third parties that they filed a STR iriligs regard or thathethe customeris
the subject of a request for information from the FIA&hd-thisThis would include other
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entities within their own group and the said restriction is applicabndependently of any
other regulatory or contractual obligatothat the licensee may be subject to. Licensees may
however disclose as much to the MGA, where they are required to provide information by
law.

Any action that the licensee may want to take following the submission of a STR has to be
properly consideredo determine whether this may prejudice the analysis being conducted

by the FI AU. Thus, licensees should be care
account , and should seek gui dudedekunderalonqm t he F
anysuch action.
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6.

CORPORATE LICENCES

To be read in conjunction with Section 8.2 of the Implementing Procedures — Part |

Gaming legislation provides for graaipf entities that meet specific requirements to be issued with a

corporate licence, i.e. an umbrella licence under which there may be included one or more entities

that are providing gaming services as defined in the PMLUIFKRgh gaming leqislation magrssider

the group as a single entityfor the purposes of the PMLFTR, it is thdividual entities providing

games of chance to end customditsat are considered as subject persong&ach such entity is

thereforea subject persothat has to comply withall the AML/CFT obligations arising from the PMLA,

the PMLFTR and any Implementing Procedures issued therewmdtktapplicable to the remote

gaming sector.

The following are being highlighted for ease of reference:

In the case of a group of entities including ménen onesubject persons, the carrying

out of a groupwide risk assessmemnhay not be sufficient to fulfil the obligation of
carrying out a business risk assessment at the level of the individual subjescinpe
Unless the growwide risk assessment considers individually the risks faced and the
mitigating measures that can be taken by the individual subject pésjoin will be
necessary to carry out separate and distinct business risk assessments Hoofethe
subject persons forming part of the group. And this is applicable both in relation to groups
that have been granted a corporate licence and those that have not.

The PMLFTR provide for the adoption and implementation of gwide AML/CFT

policies and procedures. This obligation would be applicable even in the case of groups
granted a corporate licence and it is therefore important that any such gwide
AML/CFT policies and procedures address the risks and situations faced by all subject
persas included within the group.

Any such growwide policies and procedures would necessarily have to consioer
information sharingds to take place within the group as well as how to do so while applying
the applicablerestrictionson the disclosure ofnformation relative toSTRsEach entity
benefitting from the corporate licence and considered as a subject person has to ensure
that any groupwide AML/CFT policies and procedures address and properly mitigate the
ML/FT risks it is exposed to.

In so fa as the group granted a corporate licence comprises more than one subject

person, it is possible for a MLRO to be appointed at the gieuel and carry out the
functions associated with the MLRO for all the subject persons included within the group.
TheMLRO has to ensure that any restrictions imposed on sharing of information within
the group when it comes to STRs and requests for information from the FIAU are met.
Equally important is that the MLRO be clear on behalf of which entity an STR is being
submitted and/or a request for information is being replied to.

However, in any such instance, the interested parties have to assess whether, given the
size and nature of the group, its activities, the volume of customers and transactions, the
individual sibject persons are to appoint a designated employee to assist the gmlp
MLRO.
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iv. The Euro two thousand€?,000) is to be applied at the level of the individual subject
personincluded under the corporate licenend there must be a clear record of who are
the entity’'s customer s

V. Unless otherwise instructed by the FIAU, any periodic guestionnaire that subject persons

may be required to submit has to be submitted by each individual subject persiomled

under thecorporate licence. By way of example, this would be the case with regards to
the Risk Evaluation Questionnaire.
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7. FUNDING OF TERRORISM

67.1 Funding of Terrorism

FT is the process of making funds or other assets available, directly or indirectly, to terrorist groups or
individual terrorists to support them in their operations. This may take place through funds deriving
from legitimate sources or from a combinationlawful and unlawful sources. Indeed, funding from
legal sources is a key difference between terrorist organisations and traditional criminal organisations
involved in money laundering operations.

Another difference is that while the money laundererwes or conceals criminal proceeds to obscure
the link between the crime and the generated funds and avails himself of the profits of crime, the
terrorist’s ultimate aim is to obtain funds and

Although it would eem logical that funding from legitimate sources would not need to be laundered,
there is nevertheless often a need for terrorists to obscure or disguise links between the organisation
or the individual terrorist and its or Hiser legitimate funding soures. While ML is concerned with
obscuring the source of the funds, FT is mostly concerned with obscuring the end recipient of the
funds.

6
7.2 Funding of Terrorism and Gaming through Means of Distance Communications

In so far as gaming through means of distance communicationscareerned, it has to bborne in

mi nd that | icensees also have CFT obligat.ions or
In cases wherasuspicion of FT arises even before the said threshold is met, as in any such case CDD

and reporting obligations become applicable irrespective of the amount deposited by the customer.

The risk of FTn gaming is most likely to manifeisself at withdrawal stage. However, there may be
indicators that a business relationship or an occasional transaction may expose the licensee to funding
of terrorism risks even at inception stage. Examples include situations where (a) there is negative
publicity implicéing the customer with terrorism or organisations linked to terrorism; or (b) the
customer has links to one or more jurisdictions or areas where terrorists are active or which are known
to sympathise and support terrorists and terrorist organisations. Ud$e of anonymous means of
payment to fund an account in any such situation would further accentuate the risk of FT, especially
when remitting funds withdrawn by the customer.

In the above situations it becomes imperative to carry out EDD even when shenoer requests to

withdraw the funds. Whatever the payment method used, it has to be ascertained that the institution

to which the funds are remitted is situated in a reputable jurisdiction and has equivalent AML/CFT
requirements as are applicable to thieensee. If the withdrawal is being made through a channel or

a form that favours anonymity, the licensee has to the extent possible ascertain itself that it has
established that the funds will eventually end u
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APPENDIX 1

This appendix is intended to assist licensees in performing their assessment as to the level of risk posed

by games, funding methods, and channels used. In the spirit of théaiskd approach advocated by

the PMLFTR, the rating provided below is intiMeg and not mandatorylt isunderstoodthat each of

the Iicensees’ games, account funding methods,
their own ML/FT risks. Thus deviations from the below are possible as long as the risk assessment is

well reasoned and thorough.

Risk mitigation measures adopted by a licensee to address the risk identified in specific items are also
to be included in the risk assessment. The adoption of risk mitigating measures do not in themselves
lower the risk identifigl, which is inherent to particular game, funding method or channel used, but
are the means through which a licensee proposes to neutralize or manage the risk inherent in the said
risk factors.

Furthermore, it must be noted that the risk categorisatioragfarticular business activity or customer

cannot be derived solely from one of the below indicators, but by the accumulation of all the relevant
indicators. For example, although peterpeer games are classified as being high risk, it does not
meanthatal | of t he | i c e n stepeergamegslara gummadically tlassjfiedraghigh e e r
risk. Rat her, the | icensee needs to |l ook at the

FUNDING METHODS

Low Low Medium Medium-High High
Medium

Bank transfergEEA or X
equivalent safeguards)
Debit/credit cards issueq X
by banks (EEA or
equivalent safeguards)
Debit/credit cards issueq X
by other licensed
financial institutions

EEAlicensed payment X

service providers

NonEEA licensed PSP X
EEAlicensed PSP that X

can be funded with cash
or quastcash

Prepaid cards/vouchets
Peer to Peer transfers
Cash

XXX

° The use of prepaid cards is subject to widely differing restrictions in different jurisdictions. The main risks relating
to prepaid cards are that they can be bought using cash, that there are no checks on the person purchasing the
card, that the person purchasing the card and the person using it may not be the same person; mitigating
measures include limiting the denominations of the cards, restricting supply to well-supervised entities such as
banks, identification and verification of the purchaser/user, methods used to prevent the redemption of multiple
cards by the same person, effective methods preventing the same person from purchasing or redeeming multiple
cards and more.
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Examples of mitigating measures:

9 Jurisdictions of operation, and the regulatory environment relatingagments;
1 Methods used in processing payment of winnings to players (including procedures used
when payments cannot be performed to the account of origin);
1 Methods used in identifying origin of payments (ex: confirming that the account holder with
the bank cardissuer, or payments institution is the same as the gaming account holder);
T Strength of the opefraaediteam;” s payments and anti
T Effectiveness of the operator’s technological
activity:;
1 Understandim the reason for any pedo-peer transfers.
GAME TYPES
Low Low Medium Medium-High High
Medium
Fixed odds games X

without hedging (ex:
slots, lotteries, bingo)

Fixed odds games wher X
hedging is possible
(blackjack, baccarat,
roulette)

Sportsbetting X

P2P games (ex: poker, X
betting exchange)

Examples of mitigating measures:

T Strength of t-fraed amd@reigolugion depastmeatn t i

9 Other safeguards against collusion (ex: impossibility of a player choosing his or her
opponent);

T Effectiveness of the operator’s technological
fraud or collusion (ex: automated alerts on suspicious gameplay, chatroom/forum
monitoring, dynamic and responsive risk management processes);

1 Level ofmonitoring for sports integrity.

CHANNEL
Low Low Medium Medium-High High
Medium
Remote & automated X
registration on an
electronic platform
without 3 party
intervention
Facilitation of X
registration by a land
based intermediary
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Use of masteaccount X
set-up

Examples of mitigating measures:

i Effectiveness of onboarding procedures and associated safeguards;

9 Effective control over lantiased intermediary and access controls;

9 Techniques used for monitoring of player activity;

1 Regulatoryenvironment and effective supervision carried out by local authorities.
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